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Foreword

“Something you are; something you know; something you have.” —I first heard these
words as a graduate student studying computer security technologies and authenti-
cation. These three factors are all we have at our disposal to try to correctly identify
other human beings.

In face-to-face interaction, familiar people use “something you are” to identify
one another such as their facial structure or voices. When driving through an EZPass
toll booth, one uses “something you have” to identify one’s car, so that the appro-
priate account is billed. And when logging into most websites, users typically use
”something you know” as the password. Using multiple factors in combination is
known to increase security.

While most facets of technology have advanced exponentially, authentication of
people to machines has stagnated for quite some time. Most people still use con-
ventional passwords to log into websites for shopping, banking, and other sensitive
transactions. We are starting to see small advances in practice, typically in the form
of two-factor authentication instead of one, but we have not had the kind of revolu-
tion that other areas of technology have enjoyed.

In his new book featuring “duets” with several of his co-authors, Markus Jakob-
sson gives a fascinating look at current and potential future authentication technolo-
gies. He explains why the problem of authenticating users to machines is so difficult
and gives a peek under the hood of some of the more promising techniques. For ex-
ample, while many consider biometrics to be the holy grail for authentication, this
book highlights the real benefits as well as the limitations of these techniques.

This book offers a deep understanding of password and PIN schemes and also
covers such topics as visual authentication and defeating spoofing. Whether you are
a practitioner who needs to understand your options for authenticating users, or a
computer scientist who wants to perform research on this important and interesting
topic, this book has plenty to offer you.

As a security professional, I began reading this book thinking that it would be a
review of concepts I was already familiar with, but I found that I learned a tremen-
dous amount, and think that this book is a must have for anyone in the security
field.

Baltimore, May 2012 Avi Rubin
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Preface

As a society, we have used different forms of authentication since ancient times — of
people, documents, materials of value, etc. With the emergence of networked com-
puters in the latter part of the twentieth century, authentication research flourished
and many new techniques were developed. Among the central concepts developed
or improved upon, we find PINs, passwords, various forms of backup authentica-
tion, techniques for device identification, and cryptographic techniques for message
authentication.

While consumer habits and the use of legacy systems have hampered changes to
authentication systems, we argue that systems designed with these issues in mind
can be successfully deployed, and help address global security issues of increasing
importance. In this book, we support this argument by describing a collection of
new authentication technologies to address unmet authentication needs in a way that
minimizes friction, and experimental evaluations of the technologies to quantify the
benefits of deployment.

A handset is not just a small computer — it is a small computer with a differ-
ent user interface. People use it differently. Therefore, mobile authentication is not
simply authentication on a mobile device — there are other constraints and enablers.
This book focuses on mobile authentication.

While this book provides a view of frontiers in authentication research, we cer-
tainly do not make any claims of covering all angles. However, we hope to convince
the reader of the value of departing from the status quo and adopting new authenti-
cation methods.

Mountain View, California, Markus Jakobsson
May, 2012 Principal Scientist of Consumer Security, PayPal
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