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Preface

Intrusions in an information system are the activities that violate the se-
curity policy of the system, and intrusion detection is the process to identify
intrusions. Intrusion detection has been studied for over 20 years. It is based
on the beliefs that an intruder’s behavior will be noticeably different from that
of a legitimate user and that many unauthorized actions will be detectable.

Intrusion detection systems (IDSs) are usually deployed along with other
preventive security mechanisms, such as access control and authentication, as
a second line of defense that protects information systems. Intrusion detec-
tion complements the protective mechanisms to improve the system security.
Moreover, even if the preventive security mechanisms can protect information
systems successfully, it is still desirable to know what intrusion attempts have
happened or are happening, so that the users can understand the security threats
and risks, and thus be better prepared for future attacks.

Intrusion detection techniques are traditionally categorized into two classes:
anomaly detection and misuse detection. Anomaly detection is based on the
normal behavior of a subject (e.g., a user or a system); any action that sig-
nificantly deviates from the normal behavior is considered intrusive. Misuse
detection catches intrusions in terms of the characteristics of known attacks
or system vulnerabilities; any action that conforms to the pattern of a known
attack or vulnerability is considered intrusive.

Alternatively, IDSs may be classified into host-based IDSs, distributed IDSs,
and network-based IDSs according to the sources of the audit information used
by each IDS. Host-based IDSs get audit data from host audit trails, usually aim-
ing at detecting attacks against a single host; distributed IDSs gather audit data
from multiple hosts and possibly the network that connects the hosts, aiming
at detecting attacks involving multiple hosts; network-based IDSs use network
traffic as the audit data source, relieving the burden on the hosts that usually
provide normal computing services.
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This monograph presents the research contributions in three areas with re-
spect to intrusion detection in distributed systems. The first contribution is an
abstraction-based approach to addressing heterogeneity and autonomy of dis-
tributed environments. Specifically, the concept of system view is introduced
to provide an abstract interface between different systems. On the one hand,
system views hide the difference between heterogeneous systems; on the other
hand, they describe what information an autonomous system is willing to pro-
vide to other systems.

The second contribution is a formal framework for modeling requests among
cooperative IDSs and its application to Common Intrusion Detection Frame-
work (CIDF). The first problem is how to enable IDSs to request specific in-
formation from other IDSs. To address this problem, the proposed technique
represents a request to an IDS as a pattern plus a transformation rule, where
the pattern specifies the events that the requesting party is interested in and
the transformation rule extracts interesting information from the events. The
formal approach is also used to add a query facility to the Common Intrusion
Detection Framework (CIDF), which allows an IDS to form flexible requests
to other systems.

The third contribution is a novel approach to coordinating different IDSs
for distributed event correlation. The proposed technique represents the event
correlation to be performed as a pattern (called a signature) among distributed
events. A decentralized method is then presented for autonomous but coopera-
tive IDSs to perform the event correlation specified by signatures. Specifically,
a signature is decomposed into finer units called detection tasks, each of which
represents the activity to be monitored in one place. The IDSs (involved in
a signature) then perform the detection tasks cooperatively according to the
“dependency” relationships among these tasks. Our approach is superior to
the existing centralized or hierarchical approaches in that (1) communication
is more efficient by having different IDSs communicate with each other only
when necessary and (2) no centralized or hierarchical trust is required. As
an important application of distributed event correlation, this approach can be
used to represent and detect distributed (or coordinated) attacks that cannot be
detected from a single place. An experimental system called CARDS has been
implemented to test the feasibility of the proposed approaches.

PENG NING, SUSHIL JAJODIA, AND X. SEAN WANG
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