
SpringerBriefs in Computer Science

Series Editors

Stan Zdonik 
Shashi Shekhar 
Jonathan Katz 
Xindong Wu 
Lakhmi C. Jain 
David Padua 
Xuemin (Sherman) Shen 
Borko Furht 
V.S. Subrahmanian 
Martial Hebert 
Katsushi Ikeuchi 
Bruno Siciliano 
Sushil Jajodia 
Newton Lee 

For further volumes:
http://www.springer.com/series/10028



Fayҫal Bouhafs • Michael Mackay 
Madjid Merabti

Communication Challenges 
and Solutions in the Smart 
Grid



ISSN 2191-5768                   ISSN 2191-5776 (electronic)
ISBN 978-1-4939-2183-6        ISBN 978-1-4939-2184-3 (eBook)
DOI 10.1007/978-1-4939-2184-3
Springer New York Heidelberg Dordrecht London

Library of Congress Control Number: 2014951918

© The Author(s) 2014
This work is subject to copyright. All rights are reserved by the Publisher, whether the whole or part of 
the material is concerned, specifically the rights of translation, reprinting, reuse of illustrations, recita-
tion, broadcasting, reproduction on microfilms or in any other physical way, and transmission or infor-
mation storage and retrieval, electronic adaptation, computer software, or by similar or dissimilar meth-
odology now known or hereafter developed. Exempted from this legal reservation are brief excerpts in 
connection with reviews or scholarly analysis or material supplied specifically for the purpose of being 
entered and executed on a computer system, for exclusive use by the purchaser of the work. Duplica-
tion of this publication or parts thereof is permitted only under the provisions of the Copyright Law of 
the Publisher’s location, in its current version, and permission for use must always be obtained from 
Springer. Permissions for use may be obtained through RightsLink at the Copyright Clearance Center. 
Violations are liable to prosecution under the respective Copyright Law.
The use of general descriptive names, registered names, trademarks, service marks, etc. in this publica-
tion does not imply, even in the absence of a specific statement, that such names are exempt from the 
relevant protective laws and regulations and therefore free for general use.
While the advice and information in this book are believed to be true and accurate at the date of publica-
tion, neither the authors nor the editors nor the publisher can accept any legal responsibility for any errors 
or omissions that may be made. The publisher makes no warranty, express or implied, with respect to 
the material contained herein.

Printed on acid-free paper

Springer is part of Springer Science+Business Media (www.springer.com)

Fayҫal Bouhafs
School of Computing and Maths 
Liverpool John Moores University
Liverpool
Merseyside
United Kingdom

Michael Mackay
School of Computing and Maths
Liverpool John Moores University
Liverpool
Merseyside
United Kingdom

Madjid Merabti
School of Computing and Maths
Liverpool John Moores University
Liverpool
Merseyside
United Kingdom 



v

Preface

The current generation of power networks are struggling to cope with the on-going 
rise in demand from both commercial and residential users. Initially designed to 
supply local geographic areas, the electricity grid has evolved over time into a high-
ly interconnected complex system that spans overs hundreds of miles. Today’s pow-
er grid is comprised of thousands of power lines, power sub-stations, transformers, 
and other equipment responsible for the energy supply process from fossil-fuelled 
power plants to the consumer.

Moreover, the centralised and complex nature of the current power grid is creat-
ing reliability and scalability issues. These reliability issues, coupled with the need 
to replace fossil fuel with more accessible and less polluting sources of energy, are 
driving the modernization initiative of the electricity grid, often called the Smart 
Grid. The smart grid initiative aims to provide a number of solutions and concepts 
that promise to change the way we produce, supply, and consume energy. The future 
power grid will be characterized by novel applications that will help consumers to 
interact directly with their energy suppliers and involve them in the economics of 
demand and supply. It will also help consumers to optimise their living style, rear-
range their day-to-day energy usage schedule, and in turn enable them to reduce 
bills from a variety of energy consumption in the house.

Advances in the areas of information and communication technologies, such as 
wireless communications and wireless sensor networks, will also be fundamental 
to the smart grid. These technologies are now reaching a level of maturity such that 
they can be adapted for use in power grid operations. The future power grid will be 
built on top of on a new pervasive IT infrastructure that provides high level coor-
dination, monitoring, and control capabilities far beyond what is used today. This 
IT infrastructure will need to provide fast bidirectional communications among all 
devices and entities involved in electricity production, supply, and consumption. As 
such, although the requirements of the smart grid will vary from one application to 
another, communications in this infrastructure will be ubiquitous and must be reli-
able, flexible and fault tolerant.
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This book will discuss the rise of the smart grid from the perspective of com-
puting and communications and aims to explain how current and next-generation 
network technology and methodologies can help realize the potential that the smart 
grid initiative promises. In this book, we will study the control and communication 
issues that need to be addressed in order to modernize the power grid and introduce 
smart grid applications, identify the requirements that need to be met in order to 
achieve this objective, and present the technologies that will help in implementing 
the smart grid.
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