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“Whatever ye sow, so shall ye reap.”
(The Bible, Galatians 6:7–8)

So we plant an idea in good will, and hope to grow a tree of wisdom.



Foreword

The discussion about the “quality” of software and software-based systems is cer-

tainly as old as the subjects themselves. However, this discussion has not yet been

very fruitful, mainly because different people attribute different meanings to the no-

tion of quality. For some it consists in the novelty of the algorithms used, for others

in the use of formal verification methods, or in that of a particular programming lan-

guage. As far as the majority of people is concerned, it seems that they would judge,

however, the “quality” of a system on the basis of the number of “features” it offers

to the user. Unfortunately, this attitude has led to gigantic, clumsy, and nearly un-

manageable software systems that are (necessarily) full of bugs. One does not need

to name them, because on one hand everybody knows them, and on the other hand

their vendors have a reputation for launching lawsuits against critics. At least, not

much harm is done by such systems as long as they stay off-line and just anger their

users by means of computer breakdowns, loss of (sometimes important) data or nasty

hacker attacks. The market just gets what it demands and has to live with it.

The situation has to be judged differently, however, as soon as real-time systems

come into play. In the first moment, an average user might react by saying: “Well,

as I am neither supervising a power station nor piloting an airplane, why should I

bother?” Unfortunately, this is not true. Today, an average car contains more software

than an airplane did 30 years ago. Most of this software has the character of real-

time software. Of course, parts of this software are not critical at all like, e.g. that

of navigation systems. The worst it can do to you is not finding your own home

if you happen to live in a small side street (as has happened to the author of this

Foreword). Others may represent a safety hazard like, e.g. those that support the use

of mobile telephones during driving. But there are very critical real-time systems

in a car too like, e.g. the motor management. They are extremely useful, because

they have greatly reduced fuel consumption and, additionally, enabled car engines to

automatically adapt to low-quality fuel. However, they are critical as well, because,

if they do not work properly, one may be in serious trouble. Modern car engines

are often not able to run without electronic control anymore. This is in contrast to

the situation in the beginning of the computer control era, when critical real-time

systems were usually backed up by some analogue control circuits. Of course, this
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did not provide for the full functionality of the digital systems, but at least kept the

plants in some kind of running order.

Unfortunately, it appears as if the market does not want to pay for this quality

anymore. An example shall illustrate this. Some years ago, the author attended a col-

loquium on car electronics. One of the industrial speakers explained the functional

principles of motor management systems very well. After his presentation a member

of the audience asked what would happen in the case of a computer failure. He an-

swered that the program would be able to detect this and shut the engine down. The

audience became somewhat unquiet and somebody else asked what a driver should

do if this were to happen during an attempt to overtake another car at high speed.

The answer was that “this would certainly represent a problem, but accidents have

always happened”. As the audience was audibly dissatisfied with this answer, the

speaker added that his customers were by no means willing to pay the extra cost for

some redundancy.

Such observations confirm that this book is a necessity and fulfils an extremely

important purpose. It may help to trigger a necessary change in the perception of

software quality. Quality of software is no longer a diffuse entity with too many as-

pects to be dealt with successfully. Readers are directed towards the concentration

on a particular subarea, i.e. Quality of Service (QoS), the subject of this book. This

does not mean that other aspects may be neglected, but as a beginning something

concrete can be identified and handled in a rational way. For practical applications it

also helps a great deal that applicable standards and benchmarks are described in suf-

ficient detail, and that the material is partially presented in the form of checklists. In

this context it does not matter whether the author of this Foreword completely agrees

with the authors of the book in every aspect or not. Their basic approach is so impor-

tant that a more or less “academic” discussion about one detail or another appears to

be counterproductive. One particular detail shall even be particularly mentioned as a

real progress in the discussion about software technology: for real-time systems soft-

ware must always be designed and evaluated together with the underlying hardware

— as, e.g. indicated in Sects. 6.1.4 and 7.1.1.

Thus, I would like to express my hope that this book will be well received by

the technical community and, thus, be able to contribute to a necessary step towards

real-time systems of higher quality, reliability and safety.

Munich, May 2009 Peter F. Elzer

Foreword



Preface

Quality of Service (QoS) is gaining importance in the global market and, as such,

is affecting all available products. While, at first, merely the quality of material was

important, with “high-tech” products QoS encompasses an integral measure of effi-

ciency, economy and ease of use. Since production processes largely affect the qual-

ity of products, interest now focuses on computerised control systems for which a

number of quality criteria must be observed during their real-time operation. Hence,

we would like to measure the QoS of real-time computing systems in order to de-

termine their suitability for certain control applications and the systems being con-

trolled. We would also like to compare such computing systems with one another.

Finally, we would like to certify systems fulfilling QoS requirements with corre-

sponding quality marks.

So far, QoS measures for real-time systems have not received much attention, and

the quality of real-time systems has been evaluated differently in different application

areas mainly on an ad hoc basis. An assessment of some existing QoS measures for

real-time systems will reveal that they are predominantly inappropriate. Taking a

closer look at the fundamental issues of real-time systems, it will become clear that

for (hard) real-time systems qualitative characteristics are much more important than

quantitative metrics. The major qualitative performance measures are compiled in

this book. Systems fulfilling the QoS criteria may finally be compared on the basis

of costs.

In this book, the state of the art in QoS evaluation of real-time systems shall be

reviewed. It will turn out that for their proper assessment a more thorough considera-

tion of the nature of real-time systems is necessary. This will finally lead to a number

of QoS criteria. Surprising to those who used to confuse real-time with fast comput-

ing, most of these criteria are not concerned with system performance, but are rather

qualitatively comparative and exclusive, i.e. a system may either fulfil them or not.

Based on these criteria the critical points in the design and development process of

real-time systems, where these criteria should be applied or checked and how, are

determined. As a conclusion, software development and certification standards are

assessed, and a proposition with guidelines on how the presented criteria should be
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applied in the design, development and certification process of real-time computing

systems is laid out.

Maribor and Hagen, Roman Gumzej
June 2009 Wolfgang A. Halang
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RFID Radio Frequency IDentification

RM Rate Monotonic



RMA Rate Monotonic Analysis

ROOM Real-time Object-Oriented Modelling

RSA Real-Time CORBA Schedulability Analysis

RSM Repetitive Structure Modelling

RT Real-Time

RT STAP Real-Time Space-Time Adaptive Processing

RTEMoCC RTE Model of Computation and Communication

RTOS Real-Time Operating System

S&A Sensing and Actuation

SAM Schedulability Analysis Modelling

SCADA Supervisory Control and Data Acquisition

SHA Secure Hash Algorithm

SIL Safety Integrity Level

SSL Secure Sockets Layer

TAP Test Access Port

TDD Time Division Duplex

TETRA TErrestrial Trunked RAdio

TLS Transport Layer Security

TLS-PSK TLS Pre-Shared Key cypher suits

TLS-SRP TLS Secure Remote Password

TMR Triple-Modular Redundant

TPC-B Transaction Processing Performance Council – Type B

TPC-C Transaction Processing Performance Council – Type C

TVL Tagged Value Language

UAV Unmanned Aerial Vehicle

UML Unified Modelling Language

UTRA Universal Terrestrial Radio Access

VPN Virtual Private Network

VSL Value Specification Language

WAP Wireless Application Protocol

WCEP Worst Case Execution Path

WCET Worst Case Execution Time

WLAN Wireles Local Area Networks

WRAN Wireless Regional Area Networks

Acronyms xix




