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Preface

The 4th International Conference on Cloud Computing and Security (ICCCS 2018)
was held in Haikou, China, during June 8-10, 2018, and hosted by the School of
Computer and Software at the Nanjing University of Information Science and Tech-
nology. ICCCS is a leading conference for researchers and engineers to share their
latest results of research, development, and applications in the field of cloud computing
and information security.

We made use of the excellent Tech Science Press (TSP) submission and reviewing
software. ICCCS 2018 received 1743 submissions from 20 countries and regions,
including USA, Canada, UK, Italy, Ireland, Japan, Russia, France, Australia,
South Korea, South Africa, India, Iraq, Kazakhstan, Indonesia, Vietnam, Ghana, China,
Taiwan, and Macao. The submissions covered the areas of cloud computing, cloud
security, information hiding, IOT security, multimedia forensics, and encryption, etc.
We thank our Technical Program Committee members and external reviewers for their
efforts in reviewing papers and providing valuable comments to the authors. From the
total of 1743 submissions, and based on at least two reviews per submission, the
Program Chairs decided to accept 386 papers, yielding an acceptance rate of 22.15%.
The volume of the conference proceedings contains all the regular, poster, and
workshop papers.

The conference program was enriched by six keynote presentations, and the keynote
speakers were Mauro Barni, University of Siena, Italy; Charles Ling, University of
Western Ontario, Canada; Yunbiao Guo, Beijing Institute of Electronics Technology
and Application, China; Yunhao Liu, Michigan State University, USA; Nei Kato,
Tokyo University, Japan; and Jianfeng Ma, Xidian University, China. We thank them
very much for their wonderful talks.

There were 42 workshops organized in conjunction with ICCCS 2018, covering all
the hot topics in cloud computing and security. We would like to take this moment to
express our sincere appreciation for the contribution of all the workshop chairs and
their participants. In addition, we would like to extend our sincere thanks to all authors
who submitted papers to ICCCS 2018 and to all PC members. It was a truly great
experience to work with such talented and hard-working researchers. We also appre-
ciate the work of the external reviewers, who assisted the PC members in their par-
ticular areas of expertise. Moreover, we would like to thank our sponsors: Nanjing
University of Information Science and Technology, Springer, Hainan University, IEEE
Nanjing Chapter, ACM China, Michigan State University, Taiwan Cheng Kung
University, Taiwan Dong Hwa University, Providence University, Nanjing University
of Aeronautics and Astronautics, State Key Laboratory of Integrated Services Net-
works, Tech Science Press, and the National Nature Science Foundation of China.
Finally, we would like to thank all attendees for their active participation and the
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organizing team, who nicely managed this conference. Next year, ICCCS will be
renamed as the International Conference on Artificial Intelligence and Security
(ICAIS). We look forward to seeing you again at the ICAIS.

July 2018 Xingming Sun
Zhaoqging Pan
Elisa Bertino



General Chairs
Xingming Sun

Han-Chieh Chao
Xingang You

Elisa Bertino

Organization

Nanjing University of Information Science
and Technology, China
Taiwan Dong Hwa University, Taiwan, China
China Information Technology Security Evaluation
Center, China
Purdue University, USA

Technical Program Committee Chairs

Aniello Castiglione
Yunbiao Guo

Zhangjie Fu
Xinpeng Zhang
Jian Weng

Mengxing Huang
Alex Liu

Workshop Chair

Baowei Wang

Publication Chair

Zhaoqing Pan

Publicity Chair

Chuanyou Ju

University of Salerno, Italy

China Information Technology Security Evaluation
Center, China

Nanjing University of Information Science
and Technology, China

Fudan University, China

Jinan University, China

Hainan University, China

Michigan State University, USA

Nanjing University of Information Science
and Technology, China

Nanjing University of Information Science
and Technology, China

Nanjing University of Information Science
and Technology, China

Local Arrangement Chair

Jieren Cheng

Hainan University, China



VI Organization

Website Chair

Wei Gu

Nanjing University of Information Science
and Technology, China

Technical Program Committee Members

Saeed Arif
Zhifeng Bao

Lianhua Chi
Bing Chen

Hanhua Chen

Jie Chen
Xiaofeng Chen
Ilyong Chung
Jieren Cheng
Kim-Kwang
Raymond Choo
Chin-chen Chang
Robert H. Deng
Jintai Ding
Shaojing Fu
Xinwen Fu
Song Guo
Ruili Geng
Russell Higgs
Dinh Thai Hoang
Robert Hsu
Chih-Hsien Hsia
Jinguang Han
Debiao He
Wien Hong
Qiong Huang
Xinyi Huang
Yongfeng Huang
Zhiqiu Huang

Mohammad Mehedi Hassan
Farookh Hussain
Hai Jin

Sam Tak Wu Kwong
Patrick C. K. Hung

University of Algeria, Algeria

Royal Melbourne Institute of Technology University,
Australia

IBM Research Center, Australia

Nanjing University of Aeronautics and Astronautics,
China

Huazhong University of Science and Technology,
China

East China Normal University, China

Xidian University, China

Chosun University, South Korea

Hainan University, China

University of Texas at San Antonio, USA

Feng Chia University, Taiwan, China

Singapore Management University, Singapore

University of Cincinnati, USA

National University of Defense Technology, China

University of Central Florida, USA

Hong Kong Polytechnic University, Hong Kong, China

Spectral MD, USA

University College Dublin, Ireland

University of Technology Sydney, Australia

Chung Hua University, Taiwan, China

Chinese Culture University, Taiwan, China

Nanjing University of Finance & Economics, China

Wuhan University, China

Nanfang College of Sun Yat-Sen University, China

South China Agricultural University, China

Fujian Normal University, China

Tsinghua University, China

Nanjing University of Aeronautics and Astronautics,
China

King Saud University, Saudi Arabia

University of Technology Sydney, Australia

Huazhong University of Science and Technology,
China

City University of Hong Kong, China

University of Ontario Institute of Technology, Canada



Jin Li
Chin-Feng Lai
Peng Li
Chengcheng Li
Daniel Xiapu Luo
Guangchi Liu
Mingzhe Liu
Kuan-Ching Li
Jiguo Li

Zhe Liu
Sungyoung Lee
Haixiang Lin
Xiaodong Lin
Joseph Liu
Xiangyang Li
Yangming Li
Quansheng Liu
Junzhou Luo
Yonglong Luo
Guohua Liu
Feifei Li
Xiaodong Liu
Loukas Lazos
Jing Li
Suzanne MclIntosh
Sangman Moh
Yi Mu

Rafal Niemiec

Zemin Ning
Shaozhang Niu

Srikant Ojha
Jeff Z. Pan
Wei Pang
Rong Peng
Chen Qian
Jiaohua Qin

Yanzhen Qu

Kui Ren

Zheng-guo Sheng
Shengli Sheng

Robert Simon Sherratt
Jianyong Sun

Yun Q. Shi

Organization IX

Guangzhou University, China
Taiwan Cheng Kung University, Taiwan
University of Aizu, Japan
University of Cincinnati, USA
Hong Kong Polytechnic University, Hong Kong, China
Stratifyd Inc., USA
Chengdu University of Technology, China
Providence University, Taiwan, China
Hohai University, China
University of Waterloo, Canada
Kyung Hee University, South Korea
Leiden University, The Netherlands
University of Ontario Institute of Technology, Canada
Monash University, Australia
Ilinois Institute of Technology, USA
University of Washington, USA
University of South Brittany, France
Southeast University, China
Anhui Normal University, China
Donghua University, China
Utah State University, USA
Edinburgh Napier University, UK
University of Arizona, USA
Rutgers University, USA
New York University, USA
Chosun University, South Korea
University of Wollongong, Australia
University of Information Technology
and Management, Poland
Wellcome Trust Sanger Institute, UK
Beijing University of Posts and Telecommunications,
China
Sharda University, India
University of Aberdeen, UK
University of Aberdeen, UK
Wuhan University, China
University of California Santa Cruz, USA
Central South University of Forestry and Technology,
China
Colorado Technical University, USA
State University of New York, USA
University of Sussex, UK
University of Central Arkansas, USA
University of Reading, UK
Xi’an Jiaotong University, China
New Jersey Institute of Technology, USA



X Organization

Krzysztof Szczypiorski
Frank Y. Shih

Arun Kumar Sangaiah
Jing Tian

Cezhong Tong
Shanyu Tang
Tsuyoshi Takagi
Xianping Tao

Yoshito Tobe
Cai-Zhuang Wang
Xiaokang Wang

Jie Wang

Guiling Wang

Ruili Wang

Sheng Wen

Jinwei Wang

Ding Wang
Eric Wong
Pengjun Wan
Jian Wang

Honggang Wang
Liangmin Wang
Xiaojun Wang

Q. M. Jonathan Wu
Shaoen Wu

Yang Xiao

Haoran Xie

Zhihua Xia

Yang Xiang
Naixue Xiong
Shuangkui Xia

Fan Yang
Kun-Ming Yu
Xiaoli Yue

Ming Yin

Aimin Yang

Qing Yang
Ching-Nung Yang
Ming Yang

Qing Yang
Xinchun Yin

Warsaw University of Technology, Poland

New Jersey Institute of Technology, USA

VIT University, India

National University of Singapore, Singapore

Washington University in St. Louis, USA

University of West London, UK

Kyushu University, Japan

Nanjing University, China

Aoyang University, Japan

Ames Laboratory, USA

St. Francis Xavier University, Canada

University of Massachusetts Lowell, USA

New Jersey Institute of Technology, USA

Massey University, New Zealand

Swinburne University of Technology, Australia

Nanjing University of Information Science
and Technology, China

Peking University, China

University of Texas at Dallas, USA

Illinois Institute of Technology, USA

Nanjing University of Aeronautics and Astronautics,

China

University of Massachusetts-Dartmouth, USA

Jiangsu University, China

Dublin City University, Ireland

University of Windsor, Canada

Ball State University, USA

The University of Alabama, USA

The Education University of Hong Kong, China

Nanjing University of Information Science
and Technology, China

Deakin University, Australia

Northeastern State University, USA

Beijing Institute of Electronics Technology
and Application, China

University of Maryland, USA

Chung Hua University, Taiwan, China

Donghua University, China

Harvard University, USA

Guangdong University of Foreign Studies, China

University of North Texas, USA

Taiwan Dong Hwa University, Taiwan, China

Southeast University, China

Montana State University, USA

Yangzhou University, China



Yong Yu

Guomin Yang
Wei Qi Yan
Shaodi You
Yanchun Zhang
Mingwu Zhang
Wei Zhang

Weiming Zhang
Yan Zhang
Yao Zhao
Linna Zhou

Organization XI

University of Electronic Science and Technology
of China, China

University of Wollongong, Australia

Auckland University of Technology, New Zealand

Australian National University, Australia

Victoria University, Australia

Hubei University of Technology, China

Nanjing University of Posts and Telecommunications,
China

University of Science and Technology of China, China

Simula Research Laboratory, Norway

Beijing Jiaotong University, China

University of International Relations, China

Organization Committee Members

Xianyi Chen
Yadang Chen
Beijing Chen
Chunjie Cao
Xianyi Chen

Xianmei Chen
Fa Fu

Xiangdang Huang

Zhuhua Hu
Jielin Jiang

Zilong Jin
Yan Kong
Jingbing Li
Jinlian Peng
Zhiguo Qu
Le Sun

Jian Su
Qing Tian

Tao Wen
Xianpeng Wang

Nanjing University of Information Science
and Technology, China

Nanjing University of Information Science
and Technology, China

Nanjing University of Information Science
and Technology, China

Hainan University, China

Hainan University, China

Hainan University, China

Hainan University, China

Hainan University, China

Hainan University, China

Nanjing University of Information Science
and Technology, China

Nanjing University of Information Science
and Technology, China

Nanjing University of Information Science
and Technology, China

Hainan University, China

Hainan University, China

Nanjing University of Information Science
and Technology, China

Nanjing University of Information Science
and Technology, China

Nanjing University of Information Science
and Technology, China

Nanjing University of Information Science
and Technology, China

Hainan University, China

Hainan University, China



XII Organization
Lizhi Xiong
Chunyang Ye
Jiangyuan Yao

Leiming Yan

Yu Zhang
Zhili Zhou

Nanjing University of Information Science
and Technology, China

Hainan University, China

Hainan University, China

Nanjing University of Information Science
and Technology, China

Hainan University, China

Nanjing University of Information Science
and Technology, China



Contents — Part II1

Cloud Security

Digital Continuity Guarantee Based on Data Consistency

in Cloud Storage. . . . ... ..ot

Yongjun Ren, Yepeng Liu, and Chengshan Qian

Dynamic Risk Access Control Model for Cloud Platform. . . ... .........

Lixia Xie, Ruixin Wei, Yuguang Ning, and Hongyu Yang

Efficient Multiparty Quantum Secret Sharing Scheme in

High-Dimensional System . ... ......... .. .. .. .

Ming-Ming Wang, Lu-Ting Tian, and Zhi-Guo Qu

EkCRNN: A kNN Privacy Preserving Query Algorithm Based on Circular

Region EXtension . . ... ... ...

Honghao Zhou, Tinghuai Ma, Jing Jia, Yuan Tian,
and Mznah Al-Rodhaan

Fast Detection of Heavy Hitters in Software Defined Networking Using an

Adaptive and Learning Method. . . .. ... ... ... ... ... ... .. ...

Zhiliang Wang, Changping Zhou, Yang Yu, Xingang Shi, Xia Yin,
and Jiangyuan Yao

Focused Crawler Framework Based on Open Search Engine. . . .. ........

Jiawei Liu and Yongfeng Huang

Identity Based Privacy Information Sharing with Similarity Test

in Cloud Environment . . . . .. . ... ... e

Faguo Wu, Wang Yao, Xiao Zhang, Zhiming Zheng, and Wenhua Wang

Image Encryption and Compression Based on a VAE Generative Model . . . .

Xintao Duan, Jingjing Liu, En Zhang, Haoxian Song, and Kai Jia

Improved Two-Factor Authentication Protocol Based on Biometric Feature

and Password for Cloud Service . . . .. ... . i

Jian Song, Bo-ru Xu, Guo-chao Zhang, Guang-song Li, Chuan-gui Ma,
and Ai-jun Ge

Mass Discovery of Android Malware Behavioral Characteristics

for Detection Consideration . . . ... .. ... . ...

Xin Su, Weiqi Shi, Jiuchuan Lin, and Xin Wang

12

23

32

44

56

69

79

90



X1V Contents — Part III

Medical Information Access Control Method Based on Weighted

Information Entropy . . . ... ...
Lijuan Zheng, Linhao Zhang, Meng Cui, Jianyou Chen, Shaobo Yang,
and Zhaoxuan Li

Modeling and Analysis of a Hybrid Authentication Protocol for VANET. . . .
Yang Xu, Ziwang Wang, Lei Huang, and Xiaoyao Xie

Modeling and Data Analysis of the Balise System. . . ... ..............
Shuai Zhang, Zhiwei Gao, and Li Cui

Network Attack Prediction Method Based on Threat Intelligence . ........
Junshe Wang, Yuzi Yi, Hongbin Zhang, and Ning Cao

Network Security Situation Assessment Approach
Based on Attack-Defense Stochastic Game Model. . .. ................
Jianyi Liu, Fangyu Weng, Ru Zhang, and Yunbiao Guo

Preservation Mechanism of Electronic Record Based on Erasure
Code and Multi Copies in Cloud Storage. . .. ......................
Yongjun Ren, Lin Zhou, Yepeng Liu, and Xiaorui Zhang

Privacy-Preserved Prediction for Mobile Application Adoption. .. ........
Changxu Wang and Jing Chu

Privacy-Preserving Credit Scoring on Cloud. . . ....... ... ... ... ....
Jilin Wang, Yingzi Chen, and Xiaoqging Feng

QS-Code: A Quasi-Systematic Erasure Code with Partial Security
for Cloud Storage . . . . .. ...t
Chong Wang, Ke Zhou, and Ronglei Wei

Research and Application of Traceability Model for Agricultural Products . . .
Xiaotong Wu, Pingzeng Liu, Jianrui Ding, Changqging Song,
Bangguo Li, and Xueru Yu

Research on Risk Aversion Enterprise Financial Crisis Warning
Based on Support Vector Data Description. . . . .....................
Xiang Yu, Shuang Chen, Yanbo Li, Hui Lu, and Le Wang

Research on Trust Management Model in Cloud Manufacturing . . .. ... ...
Xiaolan Xie, Xiao Zhou, and Tianwei Yuan

Resource Allocation Based on Reverse Auction Algorithm in Edge
Computing Environment . ... ... . ... .. ..
Xinfeng Zhu, Zhihao Zhang, Yanling Wang, and Guohai Wang



Contents — Part III XV

RITS: Real-Time Interactive Text Steganography Based on Automatic

Dialogue Model . . ... ... ... .. 253
Zhongliang Yang, Pengyu Zhang, Minyu Jiang, Yongfeng Huang,
and Yu-Jin Zhang

Searchable Encryption Scheme Based on CPABE with Attribute
Update in a Cloud Medical Environment . . . .. ..................... 265
Sun Jingzhang, Cao Chunjie, and Li Hui

Secure File Storage System Among Distributed Public Clouds . . .. ....... 277
Li Ximing, Chen Weizhao, Guo Yubin, Zhang Senyang,
and Huang Qiong

Security Strategy of Campus Network Data Center in Cloud Environment . .. 290
Ge Suhui, Wan Quan, and Sun Wenhui

SLIDE: An Efficient Secure Linguistic Steganography Detection Protocol . .. 298
Linghao Zhang, Sheng Wang, Wei Gan, Chao Tang, Jie Zhang,
and Huihui Liang

Study on the Development of U.S. Intercontinental Alliance Clean

Renewable Energy Based on CA-DEA Model . ..................... 310
Yazhou Dong, Mengxing Huang, Di Wu, Xijun He, Zhaoqing Wang,
and Uzair Aslam Bhatti

SU-IDS: A Semi-supervised and Unsupervised Framework for Network

Intrusion Detection . . ... ... ... . 322
Erxue Min, Jun Long, Qiang Liu, Jianjing Cui, Zhiping Cai,
and Junbo Ma

Using Blockchain for Data Auditing in Cloud Storage. . ............... 335
Chunhua Li, Jiaqi Hu, Ke Zhou, Yuanzhang Wang, and Hongyu Deng

Encryption

A Chaotic Searchable Image Encryption Scheme Integrating with Block
Truncation Coding . . ... ... ...t 349
Mingfang Jiang and Guang Sun

A Face Privacy Protection Algorithm Based on Block Scrambling and Deep
Learning . . ... .. ... 359
Wei Shen, Zhendong Wu, and Jianwu Zhang

A General Two-Server Framework for Ciphertext-Checkable Encryption
Against Offline Message Recovery Attack . . . ........ ... ... ... ..... 370
Yunhao Ling, Sha Ma, Qiong Huang, and Ximing Li



XVI Contents — Part III

A Hash-Based Public Key Cryptosystem . . . ....................... 383
Qian Yin and Gang Luo

A Homomorphic Masking Defense Scheme Based on RSA Cryptography
Algorithm . ... .. 393
Juanmei Zhang, Zichen Li, Yafei Sun, Boya Liu, and Yatao Yang

A New Dependency Parsing Tree Generation Algorithm
Based on the Semantic Dependency Relationship Between Words. . . . ... .. 403
Jin Han, Wen Long Xu, and Yu Ting Jing

A Novel Hierarchical Identity-Based Encryption Scheme from Lattices . . . . . 412
Qing Ye, Mingxing Hu, Wei Gao, and Yongli Tang

A Novel Hierarchical Identity-Based Fully Homomorphic Encryption
Scheme from Lattices . ... ..... ... . 423
Mingxing Hu, Qing Ye, Wei Gao, and Yongli Tang

A Novel Privacy-Preserving Decentralized Ciphertext-Policy
Attribute-Based Encryption with Anonymous Key Generation . .......... 435
Hongjian Yin, Leyou Zhang, and Yi Mu

A Robust Fingerprint Identification Method by Deep Learning with Gabor
Filter Multidimensional Feature Expansion. . . .. .......... ... ... .... 447
Jiajia Yang, Zhendong Wu, and Jianwu Zhang

A Survey on the New Development of Medical Image
Security Algorithms. . . ... ... ... .. . 458
Yun Tan, Jiaohua Qin, Ling Tan, Hao Tang, and Xuyu Xiang

Adaptively Chosen Ciphertext Secure Lattice IBE Based Programmable
Hash Function in the Standard Model . . . ........ ... ... ... ... .... 468
Yongli Tang, Mingming Wang, Zongqu Zhao, and Qing Ye

An Efficient and Secure Key Agreement Protocol Preserving User

Anonymity Under Chebyshev Chaotic Maps. . . . .................... 479
Hong Lai, Mingxing Luo, Li Tao, Fuyuan Xiao, Cheng Zhan,
and Xiaofang Hu

An Efficient Privacy-Preserving Handover Authentication Scheme
for Mobile Wireless Network . . .. ... ... .. . 490
Jiaging Mo, Zhongwang Hu, and Yuhua Lin

Analysis and Improvement on an Image Encryption Algorithm
Based on Bit Level Permutation . . .. ............ ... ... ... ... .... 506
Bin Lu, Fenlin Liu, Ping Xu, and Xin Ge



Contents — Part III XVII

Attribute-Based Encryption Scheme Supporting Tree-Access Structure
on Ideal Lattices . . . . ... ...t 519
Jinxia Yu, Chaochao Yang, Yongli Tang, and Xixi Yan

Big Data Security Framework Based on Encryption .................. 528
Shaobing Wu and Changmei Wang

Controlled Bidirectional Remote Preparation of Single-
and Two-Qubit State . . . . .. ... .. ... ... 541
Yi-Ru Sun, Gang Xu, Xiu-Bo Chen, and Yi-Xian Yang

Efficient Group Signature Scheme Over NTRU Lattice . . .. ............ 554
Qing Ye, Xiaomeng Yang, Xixi Yan, and Zongqu Zhao

Error Tolerant ASCA on FPGA .. ... .. .. .. .. . .. .. . ... 563
Chujiao Ma and John Chandy

Fuzzy Identity-Based Signature from Lattices for Identities in a Large
UNIVEISE . o o v e e e e e e e e e e e e e e e 573
Yanhua Zhang, Yong Gan, Yifeng Yin, Huiwen Jia, and Yinghui Meng

Improvement of STDM Watermarking Algorithm Based
on Watson Model . . .. ... . ... . 585
Wenting Jiang, Zhongmiao Kang, and Yan Chen

Improving Privacy-Preserving CP-ABE with Hidden Access Policy. . ... ... 596
Leyou Zhang, Yilei Cui, and Yi Mu

Integral and Impossible Differential Cryptanalysis of RC6 . .. ... ........ 606
Hongguo Zhu, Xin Hai, and Jiuchuan Lin

Multi-class Imbalanced Learning with One-Versus-One Decomposition:
An Empirical Study. . .. ... ... 617
Yanjun Song, Jing Zhang, Han Yan, and Qianmu Li

Multiple Schemes for Bike-Share Service Authentication Using QR Code

and Visual Cryptography . . . . ... ..t 629
Li Li, Jier Yu, Bing Wang, Qili Zhou, Shanqing Zhang, Jianfeng Lu,
and Chin-Chen Chang

Power Network Vulnerability Detection Based on Improved
Adaboost Algorithm . . ... ... .. .. . . 641
Wenwei Tao, Song Liu, Yang Su, and Chao Hu

Privacy Preserving for Big Data Based on Fuzzy Set. .. ............... 651
Jun Wu and Chunzhi Wang



XVIIL Contents — Part III

Quantum Private Comparison Based on Delegating Quantum

Computation. . . . ... ...

Haibin Wang, Daomeng Pan, and Wenjie Liu

Reversible Data Hiding in Partially-Encrypted Images . . . ... ...........

Haishan Chen, Wien Hong, Jiangqun Ni, and Tung-Shou Chen

Secure Multiparty Quantum Summation Based on d-Level Single Particles. . .

Xin Tang, Gang Xu, Kun-Chang Li, Xiu-Bo Chen, and Yi-Xian Yang

Survey and Analysis of Cryptographic Techniques for Privacy Protection

in Recommender Systems . . ........... ... ...

Taiwo Blessing Ogunseyi and Cheng Yang

The CP-ABE with Full Verifiability Outsourced Decryption

and White-Box Traceability . .. ........ .. ... . .. . .. . .

Li Cong, Yang Xiaoyuan, Liu Yazhou, and Wang Xu'an

Author Index . . .. ... . ... . . .. . e



	Preface
	Organization
	Contents -- Part III



