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Foreword

As the Annual Privacy Forum (APF) marks its sixth edition, the role that ENISA has
played in bringing together the seemingly opposing notions of privacy and information
security is going through a transformation phase. In the aftermath of large-scale attacks
that aimed at disclosing personal data at a massive scale, ENISA has looked into ways
to engage with a broader audience and set up a network of like-minded professionals,
with a view to promote suitable policies and recommendations. This year’s edition
of the APF innovates by seeking to bring along industry, so as to complement the
policy and research components of this conference and achieve a better outreach.

From May 25, 2018, the protection of personal data and privacy of individuals
turned a corner in the EU, as the long-awaited General Data Protection Regulation
(GDPR) 2016/6791 came into effect following a long legislative process. In a practical
demonstration in support of fundamental individual rights and of those who govern, the
EU has legislated the GDPR, to paraphrase Dworkin2. This is a robust piece of leg-
islation with direct application to all EU Member States. The GDPR is expected to have
far-reaching consequences for service providers established within the EU but
importantly also for those who reside beyond its borders. The GDPR provides a
comprehensive framework for the protection of personal data in the EU and beyond.

Compared with the legal framework of the past 20 years in the EU, the GDPR
introduces inter alia an enhanced approach to governance, accountability, the role of
data protection officers, data breach notifications, a risk-based approach, security
measures, consent giving and fines, thereby providing a sound future-proof legal
framework to the benefit of data subjects. Notions such as privacy by default and
design and the right to be forgotten open up new possibilities in the meaningful
protection of liberties and individual rights in practice.

It goes without saying that the long-standing contribution of ENISA in terms of
analysis and recommendations on security measures to support personal data protection
and privacy is likely to expand yet further. ENISA regularly issues actionable rec-
ommendations to shaping technology according to data protection and privacy provi-
sions, and addressing privacy and personal data protection requirements through
technology. More recently, ENISA published suitable reports seeking to translate legal
obligations to technical approaches, in particular with regard to the security of personal
data processing3,4, privacy and data protection by design5, privacy-enhancing

1 https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2016.119.01.0001.01.ENG.
2 Ronald Dworkin, Taking Rights Seriously, Harvard University Press, 1977.
3 https://www.enisa.europa.eu/publications/handbook-on-security-of-personal-data-processing.
4 https://www.enisa.europa.eu/publications/guidelines-for-smes-on-the-security-of-personal-data-
processing.
5 https://www.enisa.europa.eu/publications/privacy-and-data-protection-by-design.

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2016.119.01.0001.01.ENG
https://www.enisa.europa.eu/publications/handbook-on-security-of-personal-data-processing
https://www.enisa.europa.eu/publications/guidelines-for-smes-on-the-security-of-personal-data-processing
https://www.enisa.europa.eu/publications/guidelines-for-smes-on-the-security-of-personal-data-processing
https://www.enisa.europa.eu/publications/privacy-and-data-protection-by-design


technologies (PETs)6, personal data breach notifications7, as well as proposing
mechanisms for user empowerment (transparency and control) in digital environ-
ments8. The GDPR is likely to give new impetus to the policy work spearheaded by
ENISA in the area of security measures for personal data protection and privacy. With
the prospect of a renewed mandate, ENISA is looking forward to better meeting
expectations also among the GDPR stakeholders.

In terms of spearheading the sound output and outreach of APF 2018, the important
contributions of the Polytechnic University of Catalonia (UPC) and Telefónica as
co-organizers along with all organizational contributors, sponsors, speakers, committee
members, and chairs and participants are hereby acknowledged.

June 2018 Udo Helmbrecht
Executive Director, ENISA

6 https://www.enisa.europa.eu/publications/pets-evolution-and-state-of-the-art,
https://www.enisa.europa.eu/publications/pets-maturity-tool.
7 https://www.enisa.europa.eu/topics/data-protection/personal-data-breaches/personal-data-breach-
notification-tool.
8 https://www.enisa.europa.eu/news/enisa-news/taking-rights-seriously-gdpr-starts-applying-today,
https://www.enisa.europa.eu/publications/enisa-position-papers-and-opinions/enisa2019s-position-on-
the-general-data-protection-regulation-gdpr/view.
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Preface

For professionals in personal data protection and privacy, and well-informed laypeople
alike, 2018 will be conspicuously marked as the year in which the General Data
Protection Regulation (GDPR) started applying. Stakeholders in GDPR increasingly
come to realize that to comply with the new regulatory framework an interdisciplinary
approach is likely to yield better outcomes than any method rooted in any single
discipline alone. Legal, organizational, technical, and policy experts need to first come
together and then come to terms with the new framework and the challenges it poses to
individuals as well as, the private and the public sectors alike.

The Annual Privacy Forum (APF) hosts a distinguished set of expertise that seeks to
allow for unfettered discussions and exchange of views. This year inevitably the GDPR
took the lion’s share of attention and this trend is likely to continue in the years to
come. Since its launch, the APF has sought to bring together the seemingly comple-
mentary interests of privacy and information security with the goal of presenting a
balanced view. Individual rights, however, need protection measures that are as
important on cyberspace as they are in the physical world to remain meaningful and
serve their purpose for citizens and society. Information security presents a broad
framework of measures to render rights meaningful in the information age. The
interaction between policy and academic experts has grown and it has currently
expanded to include private sector representatives. As policy is giving way to imple-
mentation, it is expected that this interaction will grow yet further.

This year the APF benefited from a large number of submitted papers to select.
Therefrom, a small number of papers were accepted, those that better address the main
disciplinary drivers in privacy and personal data protection. The areas addressed in this
year’s APF include:

– Legal aspects, seeking to identify aspects open to interpretation in law
– Compliance and assessment of requirements from legislation as it impacts citizens,

businesses, and the public sector
– Technical analysis and technical modeling available to meet compliance

requirements
– Privacy implementation, describing practical approaches to meet privacy objectives

The papers presented in the proceedings are organized in thematic areas as follows:
The first thematic area covers technical analysis and techniques.
In the paper presented by Peter Story, Sebastian Zimmeck, and Norman Sadeh,

“Which Apps have Privacy Policies,” an analysis of over one million Google Play
Store apps, smartphone app privacy policies, and practices is carried out. The absence
of privacy policies makes it difficult for users, regulators, and privacy organizations to
evaluate apps. Exploratory data analysis of the relationship between app metadata
features and app, links to privacy policies was carried out first, and applied to a logistic
regression model to predict the probability that individual apps will have policy links.



Another view is presented in the paper by Stefan Schiffner, Bettina Berendt, Triin
Sill, Florian Schaub, Kim Wuyts, Robert Riemann, Seda Guerses, Achim Klabunde,
Norman Sadeh-Koniecpol, Jules Polonetsky, Massimo Attoresi, Gabriela
Zanfir-Fortuna, and Martin Degeling, entitled: “Towards a Roadmap for Privacy
Technologies and the General Data Protection Regulation: A Transatlantic Initiative.”
This paper reports on a workshop regarding the deployment, content, and design of the
GDPR that brought together diverse EU- and US-based stakeholders. Five themes are
discussed: the state of the art, consent, de-identification, transparency, and development
and deployment practices.

Privacy as an innovation opportunity is tackled by Marc van Lieshout and Sophie
Emmert in RESPECT4U — privacy as innovation opportunity. The rights to privacy
and to personal data protection seemingly focus on a defensive and protective approach
while giving way to constructive interpretation. The proposed model offers a frame-
work of seven privacy principles that help organizations in promoting positive attitudes
toward the reconciliation of privacy and innovation: responsible processing, empow-
ering data subjects, secure data handling, proactive risk management, ethical aware-
ness, cost–benefit assessment, transparent data processing.

The next thematic area addresses privacy implementation.
In the paper by Pietro Ferrara, Luca Olivieri, and Fausto Spoto, “Tailoring Taint

Analysis to GDPR,” a static software analysis is brought under the spotlight. As
personal data controllers of sensitive data need to enforce privacy by design and by
default, static program analysis can be applied to track how sensitive data are auto-
matically managed by means of software, and if such software could leak some of these
data.

Co-authors Maurizio Naldi, Alessandro Mazzoccoli, and Giuseppe D’Acquisto
present a paper entitled “Hiding Alice in Wonderland: A Case for the Use of Signal
Processing Techniques in Differential Privacy.” The transformation of data in statistical
databases can be leveraged to hide the presence of an individual. By using recoloring
that preserves statistical properties of true data, the presence of the individual can be
hidden as it enlarges the range of attribute values for which the presence of the indi-
vidual of interest cannot be reliably inferred.

In the paper by Severin Engelmann, Jens Grossklags, and Orestis Papakyri-
akopoulos, “A Democracy Called Facebook? Participation as a Privacy Strategy on
Social Media,” the issues of notice and consent are debated. This paper carries out an
empirical assessment of the participatory privacy strategy designed to democratize
social media policy-making and it describes the various components of Facebook’s
participatory governance system.

The thematic part entitled “Compliance,” comprises the following papers.
The paper by Diana Dimitrova and Paul De Hert, “The Right of Access Under the

Police Directive: Small Steps Forward,” sets out to examine the right of access under
Directive 2016/680, which regulates the processing of personal data by EU Member
States’ law enforcement authorities. The right of access is analyzed in terms of
transparency provided to data subjects to allow for harmonized data protection across
EU law enforcement agencies.

Co-authors Sushant Agarwal, Simon Steyskal, Franjo Antunovic, and Sabrina
Kirrane in their paper “Legislative Compliance Assessment: Framework, Model, and

VIII Preface



GDPR Instantiation,” discuss compliance assessment tools. In this paper, a modular
compliance assessment framework is presented that can support multiple legislations.

The last thematic area presented in the proceedings is on legal aspects.
The paper by Wouter Seinen, Andre Walter, and Sari van Grondelle, entitled,

“‘Compatibility’ as a Mechanism for Responsible Further Processing of Personal
Data,” addresses the area of further processing of article 6(4) of the GDPR. Data to be
processed involves data that have been collected at an earlier stage. This paper dis-
cusses consent and the compatibility option that allows data controllers to motivate
further processing.

Co-authors Jules Sarrat and Raphael Brun present “DPIA: How to Carry Out One
of the Key Principles of Accountability.” The authors address the important topic of
impact assessments prioritization and ecosystems.

Maria Grazia Porcedda, in her paper entitled “‘Privacy by design’ in EU Law,”
tackles the question of how to reconcile the technical understanding of “privacy by
design” with the nature of “privacy” in EU law. As privacy concerns two discreet
constitutionally protected rights– respect for private and family life, and protection of
personal data– the author proposes an approach to identify the essence of the two
rights, which rests on identifying first the rights’ attributes.

Experts view the application of the GDPR as the starting point of the effort toward
affording a better level of protection of the rights to privacy and the protection of
personal data. It will be equally important to observe the guidance of Data Protection
Authorities (DPAs) and the European Data Protection Board (EDPB), in general as
well as when they seek to mitigate the consequences of personal data breaches that are
currently on the rise.

So far, each year personal data breaches have been growing in volume and impact
on data subjects. Data controllers and data subjects need to be guided in order to
meaningfully bring down the adverse consequences experienced so far by all parties
involved, except the perpetrators, of course. It is still to soon in the implementation
of the GDPR to be able to fully come to terms with the influence that this sweeping
piece of legislation is likely to have on the processing of personal data across the EU
and beyond. The GDPR will face challenges in the future, with far-reaching conse-
quences for the meaningful protection of rights across the EU. Looking into the future,
artificial intelligence is likely to pose questions that will be difficult for present-day
legislation to respond to, without resorting to broad interpretations thereof. ENISA has
built a track record in making available advice and recommendations on security
measures for privacy and personal data protection; it will continue remaining com-
mitted to the goal of providing a forum to experts involved and retaining a thought
leadership role in this field.

June 2018 Manel Medina
Andreas Mitrakas
Kai Rannenberg

Erich Schweighofer
Nikolaos Tsouroulas
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