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Preface

The 5th International Workshop on Graphical Models for Security (GraMSec) was held
at Oxford, UK, on July 8, 2018, in conjunction with the Federated Logic Conference
(FLoC) 2018.

Previous GraMSec workshops were held in Grenoble, France (2014), Verona, Italy
(2015), Lisbon, Portugal (2016), and Santa Barbara, USA (2017). GraMSec 2019 will
be held at Hoboken, USA on June 24, 2019, co-located with the 32nd IEEE Computer
Security Foundations Symposium.

GraMSec workshops bring together international researchers interested in the use of
graphical security models to represent and analyze the security of systems. This topic
has gained considerable research attention over the past two decades, and the workshop
allows the community of security researchers, as well as security professionals from
industry and government, to exchange ideas and advances in graphical security models,
metrics, and measurements. Such graphical models are being used to capture different
security facets and can address a range of challenges including security assessment,
automated defence, secure services composition, security policy validation, and
verification.

Specific technical areas addressed by the GraMSec workshops include:

– Graph representations: mathematical, conceptual, and implemented tools for
describing and reasoning about security

– Logical approaches: formal logical tools for representing and reasoning about
graphs and their use as modeling tools in security

– Machine learning: modeling and reasoning about the role of big data and machine
learning in security operations

– Networks in national security: terrorist networks, counter-terrorism networks; safety
in national infrastructure (e.g., utilities and transportation)

– Risk analysis and management: models of risk management in business and
organizational architectures

– Social networks: using and reasoning about social graphs, network analysis, net-
work protocols, social mapping, sociometry

These proceedings consist of the seven accepted papers, which were selected from
21 submissions. In addition to presentations based on these papers, Michael Fisk of Los
Alamos National Laboratory gave a keynote talk titled “Intrusion Tolerance in
Complex Cyber System”.

Graphical security models provide powerful mechanisms for modern complex
systems security expression and analysis. These proceedings illustrate that the technical
area is broad and advancing in several novel and exciting directions.
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Intrusion Tolerance
in Complex Cyber Systems

(Invited Talk)

Mike Fisk

Chief Information Officer
Los Alamos National Laboratory, NM, USA

mike.fisk@lanl.gov

Abstract. In this talk, we will consider intrusion tolerance as a desirable
property of cyber systems and discuss the relationship between intrusion tol-
erance and resilience. Intrusion-tolerant complex systems maintain certain
security properties even when components of those systems are compromised.
We will examine some ways to quantify intrusion tolerance using graphical
models of complex cyber systems with a focus on the misuse of authentication
credentials and the exploitation of trust relationships. Finally, we will provide
some examples of the impact of this analysis on real-world policy decisions.
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