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Preface

This volume contains the proceedings of the 38th International Conference on
Computer Safety, Reliability, and Security (SAFECOMP 2019) held during September
10-13, 2019, in Turku, Finland. The European Workshop on Industrial Computer
Systems, Technical Committee 7 on Reliability, Safety, and Security (EWICS TC7),
established the SAFECOMP conference series in 1979. It has since contributed con-
siderably to the progress of the state of the art of dependable computer systems and
their application in safety-related and safety-critical systems, for the benefit of industry,
transport, space systems, health, energy production and distribution, communications,
smart environments, buildings, and living. It covers all areas of dependable systems in
the Smart World of Things, influencing our everyday life. Embedded systems,
cyber-physical systems, (industrial) Internet of Things, autonomous systems,
systems-of-systems, safety and cybersecurity, digital society, and transformation are
some of the keywords. For all of the ICT upcoming trends, safety, reliability, and
security are indispensable, and SAFECOMP addresses them properly from a technical,
engineering, and scientific point of view, showing its increasing relevance for today’s
technology advancements. The special themes of SAFECOMP 2019 were Safety and
Security of Autonomous Systems.

We received a good number of high-quality submissions (65), and the international
Program Committee (more than 50 members from 14 countries) worked hard to select
21 papers for presentation and publication in the SAFECOMP 2019 proceedings
(Springer LNCS 11698). The review process was thorough and each paper was
reviewed by at least three independent reviewers. The merits of each paper were
evaluated by the Program Committee members during the on-line discussions and
face-to-face meetings. Three renowned speakers from the international community
were invited to give keynotes: Marco Vieira (University of Coimbra, Portugal)
“Trustworthiness Benchmarking of Safety Critical Systems”; Ross Anderson
(University of Cambridge, UK) “The Sustainability of Safety, Security and Privacy”;
and Jack Weast (Intel, USA) “An Open, Transparent, Industry-Driven Approach to AV
Safety”. Following tradition, the conference was organized as a single-track event,
allowing for intensive networking during breaks and social events, and participation in
all presentations and discussions. This year again we had five high-quality workshops
running in parallel the day before the main conference: SASSUR - International
Workshop on Next Generation of System Assurance Approaches for Safety-Critical
Systems, DECSoS - International ERCIM/EWICS/ARTEMIS Workshop on
Dependable Smart Embedded Cyber-Physical Systems and Systems-of-Systems,
STRIVE - International Workshop on Safety, Security, and Privacy In Automotive
systems, WAISE — International Workshop on Artificial Intelligence Safety Engi-
neering, and ASSURE - International Workshop on Assurance Cases for
Software-intensive Systems. These workshops covered a diverse range of topics related
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to safety and security. The proceedings of the workshops are published in a separate
SAFECOMP workshop proceedings volume (LNCS 11699).

We would like to express our sincere gratitude to many people whose contributions
made SAFECOMP 2019 possible: the authors of the submitted papers and the invited
speakers; the Program Committee members and external reviewers; EWICS and the
supporting organizations; the sponsors; and last but not least, the local Organization
Committee, who took care of the local arrangements, the web-master, and the Publi-
cation Chair for finalizing this volume. We hope that the reader will find these pro-
ceedings interesting and thought provoking.

September 2019 Alexander Romanovsky
Elena Troubitsyna
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Trustworthiness Benchmarking of Safety
Critical Systems

Marco Vieira

University of Coimbra, Portugal
mvieira@dei.uc.pt

Abstract. Some recent incidents and analyses have indicated that possibly the
vulnerability of IT systems in railway automation is increasing. Due to several
trends, such as digitalization or the use of commercial IT and communication
systems the threat potential has increased. This paper discusses the way forward
for the railway sector, how many advantages of digitalization can be realized
without compromising safety. In particular topics like standardization or certi-
fication are covered, but also technical issues like software update.



The Sustainability of Safety, Security
and Privacy

Ross Anderson

University of Cambridge, UK
ross.anderson@cl.cam.ac.uk

Abstract. Now that we are putting software and network connections into cars
and medical devices, we will have to patch vulnerabilities, as we do with
phones. But we can't let vendors stop patching them after three years, as they do
with phones. So in May, the EU passed Directive 2019/771 on the sale of goods.
This gives consumers the right to software updates for goods with digital ele-
ments, for the time period the consumer might reasonably expect. In this talk I'll
describe the background, including a study we did for the European Commis-
sion in 2016, and the likely future effects. As sustainable safety, security and
privacy become a legal mandate, this will create real tension with existing
business models and supply chains. It will also pose a grand challenge for
computer scientists. What sort of tools and methodologies should you use to
write software for a car that will go on sale in 2023, if you have to support
security patches and safety upgrades till 2043?



An Open, Transparent, Industry-Driven
Approach to AV Safety

Jack Weast

Intel, USA
jack.weast@intel.com

Abstract. At Intel and Mobileye, saving lives drives us. But in the world of
automated driving, we believe safety is not merely an impact of AD, but the
bedrock on which we all build this industry. And so we proposed
Responsibility-Sensitive Safety (RSS), a formal model to define safe driving and
what rules an automated vehicle, independent of brand or policy, should abide to
always keep its passengers safe. We intend this open, non-proprietary model to
drive cross-industry discussion; let’s come together as an industry and use RSS
as a starting point to clarify safety today, to enable the autonomous tomorrow.
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