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Preface

Obtaining accurate information about online activities in near-real time is becoming
increasingly difficult, particularly because of the constantly increasing data volume,
complexity, variety, and veracity, as well as the unscalability of traditional data
processing algorithms. Data science is an emerging research field that can provide
solutions to these challenges and addresses some of the issues related to them, such
as data heterogeneity, ambiguity, trustworthiness, and reliability. Aggregating data
from diverse sources for security professionals’ and decision-makers’ dashboards
and fusing data derived from different, often proprietary formats became com-
monplace; yet challenges in terms of preventive cybersecurity measures, the
automation of complex behavior matching for detecting unknown threats, effi-
ciently processing ever-growing signature databases, and many more remain. In
addition, user expectations are higher and legislation is stricter than ever before—
think of the Algorithmic Accountability Act of 2019 in the US, for example, which
requires the evaluation of automated systems relying on machine learning for any
potential bias.

Chapter 1 provides an overview of formal knowledge representation, a branch of
AI, and how it can be utilized in cyberthreat intelligence for automatically classi-
fying cyberthreats based on the attack technique or the threat impact, and using
hybrid models. Standards that can be used for the formal representation and efficient
exchange of cyberthreat intelligence are also discussed, including purpose-built
taxonomies and ontologies, and how automated reasoning can be performed on
datasets that utilize these. In Chap. 2, a state-of-the-art logic programming approach
is presented, which was designed to predict enterprise-targeted cyberattacks. This
approach aggregates hacker discussions trends from multiple hacker community
websites to predict future cyberattack incidents, with a promising precision–recall
trade-off. Chapter 3 explains how malicious and DGA-generated URLs can be
identified using machine learning techniques and rule-based approaches, and
reviews tools and data sources utilized by these approaches. In addition, a light-
weight framework is proposed to identify previously unknown malicious URLs
while minimizing the need for manual label creation in the training dataset.
Chapter 4 demonstrates the implementation of PCA, SVM, kNN, linear regression,

v



two-layer perceptron, decision tree, and Gaussian naïve Bayes in intrusion detection
systems. In this context, dataset analysis is considered object classification, which is
described formally. Chapter 5 looks into the standards and protocols used for
securing wearable mHealth devices. It systematically reviews possible attack types
by network layer, and details the security requirements of mHealth devices. It
justifies the need for data inference not only because of the dramatic reduction of
data transmission frequency (thereby maximizing battery power), but also because
reducing the volume of transmitted data reduces the number of potential attacks.
Based on the industry experience of the authors, Chap. 6 discusses the main pitfalls
of utilizing data science in cybersecurity, covering data source issues, feature
engineering challenges, the importance of the data source, metric selection, con-
siderations for choosing an algorithm, and algorithm convergence.

While data science is no longer limited to business intelligence and analysis, one
of its most common application areas is extracting valuable insights from business
data and market trends. However, what is less known but can be learned from this
book is that data science is already well-utilized and has a huge potential in security
applications, such as for enhancing predictive measures for vulnerability
exploitation and intrusion detection, identifying nontrivial network traffic patterns,
and performing automated reasoning over security datasets. These can be useful
when designing new security standards, frameworks, and protocols, and when
implementing data science approaches in cybersecurity applications.

Perth, WA, Australia Leslie F. Sikos, Ph.D.
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