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IFIP – The International Federation for Information Processing

IFIP was founded in 1960 under the auspices of UNESCO, following the first World
Computer Congress held in Paris the previous year. A federation for societies working
in information processing, IFIP’s aim is two-fold: to support information processing in
the countries of its members and to encourage technology transfer to developing na-
tions. As its mission statement clearly states:

IFIP is the global non-profit federation of societies of ICT professionals that aims
at achieving a worldwide professional and socially responsible development and
application of information and communication technologies.

IFIP is a non-profit-making organization, run almost solely by 2500 volunteers. It
operates through a number of technical committees and working groups, which organize
events and publications. IFIP’s events range from large international open conferences
to working conferences and local seminars.

The flagship event is the IFIP World Computer Congress, at which both invited and
contributed papers are presented. Contributed papers are rigorously refereed and the
rejection rate is high.

As with the Congress, participation in the open conferences is open to all and papers
may be invited or submitted. Again, submitted papers are stringently refereed.

The working conferences are structured differently. They are usually run by a work-
ing group and attendance is generally smaller and occasionally by invitation only. Their
purpose is to create an atmosphere conducive to innovation and development. Referee-
ing is also rigorous and papers are subjected to extensive group discussion.

Publications arising from IFIP events vary. The papers presented at the IFIP World
Computer Congress and at open conferences are published as conference proceedings,
while the results of the working conferences are often published as collections of se-
lected and edited papers.

IFIP distinguishes three types of institutional membership: Country Representative
Members, Members at Large, and Associate Members. The type of organization that
can apply for membership is a wide variety and includes national or international so-
cieties of individual computer scientists/ICT professionals, associations or federations
of such societies, government institutions/government related organizations, national or
international research institutes or consortia, universities, academies of sciences, com-
panies, national or international associations or federations of companies.
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Preface

It is now widely recognized that technology alone cannot provide the answer to
security problems. A significant aspect of protection comes down to the attitudes,
awareness, behavior, and capabilities of the people involved, and they often need
support in order to get it right. Factors such as lack of awareness and understanding,
combined with unreasonable demands from security technologies, can dramatically
impede their ability to act securely and comply with policies. Ensuring appropriate
attention to the needs of users is therefore a vital element of a successful security
strategy, and they need to understand how the issues may apply to them and how to use
the available technology to protect their systems.

With the above in mind, the Human Aspects of Information Security and Assurance
(HAISA) symposium series specifically addresses information security issues that
relate to people. It concerns the methods that inform and guide users’ understanding of
security, and the technologies that can benefit and support them in achieving
protection.

This book presents the proceedings from the 2020 event, held virtually due to the
COVID-19 pandemic, during July 2020. A total of 27 reviewed papers are included,
spanning a range of topics including issues related directly to the pandemic and the
impacts on contact-tracing applications and privacy, education and awareness, and
management and modeling of security. All of the papers were subject to double-blind
peer review, with each being reviewed by at least two members of the International
Program Committee. We are grateful to all of the authors for submitting their work and
sharing their findings.

The HAISA symposium is the official event of IFIP Working Group 11.12 on
Human Aspects of Information Security and Assurance, and we would like to thank
Prof. Kerry-Lynn Thomson for supporting the event as Working Group chair. We
would also like to acknowledge the significant work undertaken by our International
Program Committee and recognize their efforts in reviewing the submissions and
ensuring the quality of the resulting event and proceedings. Finally, we would like to
thank Dr. Christos Kalloniatis and the organizing team for making all the necessary
arrangements to enable this symposium to take place.

July 2020 Nathan Clarke
Steven Furnell
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