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Preface

The 19th International Conference on Cryptology and Network Security (CANS 2020)
was held during December 14–16, 2020, as an online conference, due to the COVID-19
pandemic. CANS 2020 was held in cooperation with the International Association for
Cryptologic Research (IACR).

CANS is a recognized annual conference focusing on cryptology, computer and
network security, and data security and privacy, attracting cutting-edge research find-
ings from scientists around the world. Previous editions of CANS were held in Taipei
(’01), San Francisco (’02), Miami (’03), Xiamen (’05), Suzhou (’06), Singapore (’07),
Hong Kong (’08), Kanazawa (’09), Kuala Lumpur (’10), Sanya (’11), Darmstadt (’12),
Parary (’13), Crete (’14), Marrakesh (’15), Milan (’16), Hong Kong (’17), Naples (’18),
and Fuzhou (’19).

In 2020, the conference received 118 submissions. The submission and review
process was done using the EasyChair Web-based software system. We were helped by
40 Program Committee members and 110 external reviewers. The submissions went
through a doubly-anonymous review process and 30 papers were selected. This volume
represents the revised version of the accepted papers.

Following the CANS tradition, the Program Committee awarded some authors. This
year, the Best Paper Award was given for three papers:

– Daniel Kales and Greg Zaverucha for “An Attack on Some Signature Schemes
Constructed From Five-Pass Identification Schemes”

– Andrea Caforio, Fatih Balli, and Subhadeep Banik for “Energy Analysis of
Lightweight AEAD Circuits”

– Bar Meyuhas, Nethanel Gelernter, and Amir Herzberg for “Cross-Site Search
Attacks: Unauthorized Queries over Private Data”

We were honored to have four keynote speakers: Atsuko Miyaji, Kenny Paterson,
Mathias Payer, and Zhiyun Qian. We also had a tutorial by Amir Herzberg.

We would like to thank the ATHENE National Research Center for Applied
Cybersecurity, as well as the H2020 initiative CyberSec4Europe, for their support
during the planning of the conference. We would also like to thank Springer for their
support with producing the proceedings. We heartily thank the authors of all submitted
papers. Moreover, we are grateful to the members of the Program Committee and the
external sub-reviewers for their diligent work, as well as all members of the Organizing
Committee for their kind help. We would also like to acknowledge the Steering
Committee for supporting us.

November 2020 Stephan Krenn
Haya Shulman

Serge Vaudenay
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