
Lecture Notes in Computer Science 12618

Founding Editors

Gerhard Goos
Karlsruhe Institute of Technology, Karlsruhe, Germany

Juris Hartmanis
Cornell University, Ithaca, NY, USA

Editorial Board Members

Elisa Bertino
Purdue University, West Lafayette, IN, USA

Wen Gao
Peking University, Beijing, China

Bernhard Steffen
TU Dortmund University, Dortmund, Germany

Gerhard Woeginger
RWTH Aachen, Aachen, Germany

Moti Yung
Columbia University, New York, NY, USA

https://orcid.org/0000-0001-9619-1558
https://orcid.org/0000-0001-8816-2693


More information about this subseries at http://www.springer.com/series/7410

http://www.springer.com/series/7410


Habtamu Abie • Silvio Ranise •

Luca Verderame • Enrico Cambiaso •

Rita Ugarelli • Gabriele Giunta •

Isabel Praça • Federica Battisti (Eds.)

Cyber-Physical Security
for Critical Infrastructures
Protection
First International Workshop, CPS4CIP 2020
Guildford, UK, September 18, 2020
Revised Selected Papers

123



Editors
Habtamu Abie
Norwegian Computing Center
Oslo, Norway

Silvio Ranise
University of Trento and Fondazione
Bruno Kessler
Trento, ItalyLuca Verderame

Università degli Studi di Genova
Genoa, Italy

Enrico Cambiaso
IEIIT Institute
Consiglio Nazionale delle Ricerche (CNR)
Genoa, Italy

Rita Ugarelli
SINTEF A.S.
Oslo, Norway Gabriele Giunta

Engineering Ingegneria Informatica S.p.A.
Rome, Italy

Isabel Praça
Instituto Superior de Engenharia do Porto
Porto, Portugal Federica Battisti

University of Padua
Padua, Italy

ISSN 0302-9743 ISSN 1611-3349 (electronic)
Lecture Notes in Computer Science
ISBN 978-3-030-69780-8 ISBN 978-3-030-69781-5 (eBook)
https://doi.org/10.1007/978-3-030-69781-5

LNCS Sublibrary: SL4 – Security and Cryptology

© Springer Nature Switzerland AG 2021
Chapters 5, 6, 10, 11, 13 and 14 are licensed under the terms of the Creative Commons Attribution 4.0
International License (http://creativecommons.org/licenses/by/4.0/). For further details see license informa-
tion in the chapters.
This work is subject to copyright. All rights are reserved by the Publisher, whether the whole or part of the
material is concerned, specifically the rights of translation, reprinting, reuse of illustrations, recitation,
broadcasting, reproduction on microfilms or in any other physical way, and transmission or information
storage and retrieval, electronic adaptation, computer software, or by similar or dissimilar methodology now
known or hereafter developed.
The use of general descriptive names, registered names, trademarks, service marks, etc. in this publication
does not imply, even in the absence of a specific statement, that such names are exempt from the relevant
protective laws and regulations and therefore free for general use.
The publisher, the authors and the editors are safe to assume that the advice and information in this book are
believed to be true and accurate at the date of publication. Neither the publisher nor the authors or the editors
give a warranty, expressed or implied, with respect to the material contained herein or for any errors or
omissions that may have been made. The publisher remains neutral with regard to jurisdictional claims in
published maps and institutional affiliations.

This Springer imprint is published by the registered company Springer Nature Switzerland AG
The registered company address is: Gewerbestrasse 11, 6330 Cham, Switzerland

https://orcid.org/0000-0003-0866-5050
https://orcid.org/0000-0001-7269-9285
https://orcid.org/0000-0001-7155-7429
https://orcid.org/0000-0002-6932-1975
https://orcid.org/0000-0002-2096-8591
https://orcid.org/0000-0002-2519-9859
https://orcid.org/0000-0002-0846-5879
https://doi.org/10.1007/978-3-030-69781-5
http://creativecommons.org/licenses/by/4.0/


Preface

CPS4CIP 2020 is a forum for researchers and practitioners working on cyber-physical
security for critical infrastructures protection that supports finance, energy, health, air
transport, communication, gas, and water. The secure operation of critical infrastruc-
tures is essential to the security of nations and, in an increasingly interconnected world,
of unions of states sharing their infrastructures in order to develop their economies, and
to public health and safety. Security incidents in critical infrastructures can directly lead
to a violation of users’ safety and privacy, physical damage, interference in the political
and social life of citizens, significant economic impact on individuals and companies,
and threats to human life while decreasing trust in institutions and questioning their
social value. Because of the increasing interconnection between the digital and physical
worlds, these infrastructures and services are more critical, sophisticated, and inter-
dependent than ever before. The increased complexity makes each infrastructure
increasingly vulnerable to attacks, as confirmed by the steady rise of cyber-security
incidents, such as phishing or ransomware, and cyber-physical incidents, such as
physical violation of devices or facilities in conjunction with malicious cyber activities.
To make the situation even worse, interdependency may give rise to a domino effect
with catastrophic consequences on multiple infrastructures.

To address these challenges, the workshop aimed to bring together security
researchers and practitioners from the various verticals of critical infrastructures (such
as the financial, energy, health, air transport, communication, gas, and water domains)
and rethink cyber-physical security in the light of the latest technological developments
(e.g., Cloud Computing, Blockchain, Big Data, AI, Internet-of-Things) by developing
novel and effective approaches to increase the resilience of critical infrastructures and
the related ecosystems of services.

The workshop attracted the attention of the critical infrastructures protection
research communities and stimulated new insights and advances with particular
attention to the integrated cyber and physical aspects of security in critical infras-
tructures. The first International Workshop on Cyber-Physical Security for Critical
Infrastructures Protection (CPS4CIP 2020) was held online. The workshop was
organized in conjunction with the 25th European Symposium on Research in Computer
Security (ESORICS 2020), Guildford, the United Kingdom on 14–18 September 2020.
The format of the workshop included two keynotes and technical presentations. The
workshop was attended by around 28 people on average.

The workshop received 24 submissions, of which one was withdrawn and 23 were
sent for reviews, from authors in 15 distinct countries. After a thorough peer-review
process, 14 papers were selected for presentation at the workshop. The review process
focused on the quality of the papers, their scientific novelty, and their applicability to
the protection of critical financial infrastructure and services, and the acceptance rate
was 58%. The accepted articles represent an interesting mix of techniques for security
threat intelligence, data anomaly detection (predict and prevent), computer vision and



datasets for security, security management and governance, and impact propagation
and power traffic analysis. The workshop was proactive with two important and
stimulating keynotes in the areas of “Digital twins in industrial ecosystems: challenges,
security issues, and countermeasures”, and “Cyber-physical security in automotive: the
new challenge for smart cities”.

The workshop was supported by projects of the ECSCI (European Cluster for
Securing Critical Infrastructures) cluster (https://bit.ly/35YKnyE), mainly FINSEC
(www.finsec-project.eu), ANASTACIA (www.anastacia-h2020.eu/), DEFENDER
(https://defender-project.eu/), InfraStress (www.infrastress.eu/), RESISTO (www.
resistoproject.eu/), SAFECARE (www.safecare-project.eu/), SATIE (http://satie-
h2020.eu), SecureGas (www.securegas-project.eu/), SPHINX (sphinx-project.eu/),
and STOP-IT (stop-it-project.eu/). The organizers would like to thank these projects for
supporting the CPS4CIP 2020 workshop.

Finally, the organizers of the CPS4CIP 2020 workshop would like to thank the
CPS4CIP 2020 Program Committee, whose members made the workshop possible
with their rigorous and timely review process. We would also like to thank the
University of Surrey for hosting the workshop and the ESORICS 2020 workshop chair
for valuable help and support.
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