
Lecture Notes in Computer Science 12716

Founding Editors

Gerhard Goos
Karlsruhe Institute of Technology, Karlsruhe, Germany

Juris Hartmanis
Cornell University, Ithaca, NY, USA

Editorial Board Members

Elisa Bertino
Purdue University, West Lafayette, IN, USA

Wen Gao
Peking University, Beijing, China

Bernhard Steffen
TU Dortmund University, Dortmund, Germany

Gerhard Woeginger
RWTH Aachen, Aachen, Germany

Moti Yung
Columbia University, New York, NY, USA

https://orcid.org/0000-0001-9619-1558
https://orcid.org/0000-0001-8816-2693


More information about this subseries at http://www.springer.com/series/7410

http://www.springer.com/series/7410


Shlomi Dolev · Oded Margalit · Benny Pinkas ·
Alexander Schwarzmann (Eds.)

Cyber Security
Cryptography and
Machine Learning
5th International Symposium, CSCML 2021
Be’er Sheva, Israel, July 8–9, 2021
Proceedings



Editors
Shlomi Dolev
Ben-Gurion University of the Negev
Be’er Sheva, Israel

Benny Pinkas
Bar-Ilan University
Tel Aviv, Israel

Oded Margalit
Ben-Gurion University of the Negev
Be’er Sheva, Israel

Alexander Schwarzmann
Augusta University
Augusta, GA, USA

ISSN 0302-9743 ISSN 1611-3349 (electronic)
Lecture Notes in Computer Science
ISBN 978-3-030-78085-2 ISBN 978-3-030-78086-9 (eBook)
https://doi.org/10.1007/978-3-030-78086-9

LNCS Sublibrary: SL4 – Security and Cryptology

© Springer Nature Switzerland AG 2021
This work is subject to copyright. All rights are reserved by the Publisher, whether the whole or part of the
material is concerned, specifically the rights of translation, reprinting, reuse of illustrations, recitation,
broadcasting, reproduction on microfilms or in any other physical way, and transmission or information
storage and retrieval, electronic adaptation, computer software, or by similar or dissimilar methodology now
known or hereafter developed.
The use of general descriptive names, registered names, trademarks, service marks, etc. in this publication
does not imply, even in the absence of a specific statement, that such names are exempt from the relevant
protective laws and regulations and therefore free for general use.
The publisher, the authors and the editors are safe to assume that the advice and information in this book are
believed to be true and accurate at the date of publication. Neither the publisher nor the authors or the editors
give a warranty, expressed or implied, with respect to the material contained herein or for any errors or
omissions that may have been made. The publisher remains neutral with regard to jurisdictional claims in
published maps and institutional affiliations.

This Springer imprint is published by the registered company Springer Nature Switzerland AG
The registered company address is: Gewerbestrasse 11, 6330 Cham, Switzerland

https://doi.org/10.1007/978-3-030-78086-9


Preface

CSCML, the International Symposium on Cyber Security Cryptography and Machine
Learning, is an international forum for researchers, entrepreneurs, and practition-
ers in the theory, design, analysis, implementation, or application of cyber security,
cryptography, and machine learning systems and networks, and, in particular, of
conceptually innovative topics in these research areas.

Information technology has become crucial to our everyday lives, an indispensable
infrastructure of our society and therefore a target for attacks by malicious parties.
Cyber security is one of the most important fields of research these days because of
these developments. Two of the (sometimes competing) fields of research, cryptology
and machine learning, are the most important building blocks of cyber security.

Topics of interest for CSCML include cyber security design; secure software devel-
opment methodologies; formal methods, semantics and verification of secure systems;
fault tolerance, reliability, and availability of distributed secure systems; game-theoretic
approaches to secure computing; automatic recovery self-stabilizing and self-organizing
systems; communication, authentication, and identification security; cyber security for
mobile systems and the Internet of Things; cyber security of corporations; security and
privacy for cloud, Edge and Fog computing; cryptocurrency; blockchain; cryptography;
cryptographic implementation analysis and construction; secure multi-party compu-
tation; privacy-enhancing technologies and anonymity; post-quantum cryptology and
security; machine learning and big data; anomaly detection and malware identification;
business intelligence and security; digital forensics, digital rights management; trust
management and reputation systems; and information retrieval, risk analysis, and DoS.

The 5thCSCML took place during July 8–9, 2021, inBeer-Sheva, Israel. The keynote
speakers were Steve Blank, serial entrepreneur and one of the founding fathers of Sili-
con Valley; Bruce Schneier, Fellow of the Harvard Kennedy School of Government and
internationally renowned security technologist; and Nir Zuk, founder and CTO of Palo
Alto Networks. This year the conference was organized in cooperation with the Interna-
tional Association for Cryptologic Research (IACR) and selected papers will appear in
a dedicated special issue of the Information and Computation Journal. This volume con-
tains 22 contributions selected by the ProgramCommittee from 48 submissions, and also
includes 13 short papers (of at most 8 pages). All submitted papers were read and eval-
uated by Program Committee members, assisted by external reviewers. We are grateful
to the EasyChair system in assisting the reviewing process. The support of Ben-Gurion
University of the Negev (BGU), in particular BGU-NHSA, the BGU Lynne andWilliam
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Frankel Center for Computer Science, the BGU Cyber Security Research Center, and
the Department of Computer Science, and IBM is also gratefully acknowledged.

March 2021 Shlomi Dolev
Oded Margalit
Benny Pinkas

Alexander Schwarzmann
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