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Preface

This proceedings contains the papers selected for presentation at ACNS 2021 satellite
workshops, which were held in parallel with the main conference (the 19th Interna-
tional Conference on Applied Cryptography and Network Security) during June 21-24,
2021. The event was planned to be held in Kamakura, Japan. Due to the ongoing
COVID-19 crisis, we decided to organize it virtually again to ensure the safety of all
participants.

ACNS initiated four satellite workshops successfully in 2019 and expanded to seven
in 2020. Each workshop provided a forum to address a specific topic at the forefront of
cybersecurity research. In response to this year’s call for workshop proposals, another
new workshop was launched besides the existing seven workshops.

— AlBlock: 3rd ACNS Workshop on Application Intelligence and Blockchain
Security, chaired by Weizhi Meng and Chunhua Su

— AIHWS: 2nd ACNS Workshop on Artificial Intelligence in Hardware Security,
chaired by Stjepan Picek and Lejla Batina

— AIoTS: 3rd ACNS Workshop on Artificial Intelligence and Industrial IoT Security,
chaired by Daisuke Mashima and Chuadhry Mujeeb Ahmed

— CIMSS: 1st ACNS Workshop on Critical Infrastructure and Manufacturing System
Security, chaired by Chenglu Jin and Michail Maniatakos

— Cloud S&P: 3rd ACNS Workshop on Cloud Security and Privacy, chaired by
Suryadipta Majumdar and Cong Wang

— SCI: 2nd ACNS Workshop on Secure Cryptographic Implementation, chaired by
Jingqgiang Lin and Bo Luo

— SecMT: 2nd ACNS Workshop on Security in Mobile Technologies, chaired by
Eleonora Losiouk and Olga Gadyatskaya

— SiMLA: 3rd ACNS Workshop on Security in Machine Learning and its Applica-
tions, chaired by Sudipta Chattopadhyay

This year, we received a total of 49 submissions. Each workshop had its own
Program Committee (PC) in charge of the review process. These papers were evaluated
on the basis of their significance, novelty, and technical quality. The review process
was double-blind. In the end, 26 papers were selected for presentation at the eight
workshops, resulting in an acceptance rate of 53%.

ACNS also gave a Best Workshop Paper Award. The winning papers were selected
from the nominated candidate papers from each workshop. The following two papers
shared the ACNS 2021 Best Workshop Paper Award.

— Abdullah Albalawi, Vassilios Vassilakis, and Radu Calinescu. “Memory Dedupli-
cation as a Protective Factor in Virtualized Systems” from the Cloud S&P
Workshop
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— Aozhuo Sun, Bingyu Li, Huiging Wan, and Qiongxiao Wang. “PoliCT: Flexible
Policy in Certificate Transparency Enabling Lightweight Self-Monitor” from the
SCI Workshop

Besides the regular papers being presented at the workshops, there were also 15
invited talks.

— “Towards Better Large-Scale Consensus Protocols” by Pawel Szalachowski from
Google, USA, and “Long-term Availability of Crypto Currencies: Security and
Privacy against Quantum-Attacks” by Kouichi Sakurai from Kyushu University,
Japan, at the AIBlock workshop

— “Internet of Threats: Federated Anomaly Detection in IoT and Challenges” by
Ahmad-Reza Sadeghi from TU Darmstadt, Germany, and “Machine Learning for
Hardware Security: Standing on the Shoulders of Giants” by Fatemeh Ganji,
Worcester Polytechnic Institute, USA, at the AIHWS workshop

— “Sensor and Process Fingerprinting in Industrial Control Systems” by Martin Ochoa
from Appgate, Colombia, and “ML-based Assessment of the Resilience of
Autonomous Vehicles” by Ravi Iyer from UIUC, USA, at the AIoTS workshop

— “HACK3D: Challenges and Solutions for Cybersecurity in Digital Manufacturing”
by Nikhil Gupta from New York University, USA, and “Cross-Layer Security of
Embedded and Cyber-Physical Systems” by Mohammad Al Faruque from the
University of California, Irvine, USA, at the CIMSS Workshop

— “Trusting Outsourced Computation” by Rei Safavi-Naini from the University of
Calgary, Canada, and “Secure Network Measurement as a Cloud Service” by
Xingliang Yuan from Monash University, Australia, at the Cloud S&P workshop

— “Understanding and Demystifying Bitcoin Mixing Services” by Yajin Zhou from
Zhejiang University, China, at the SCI workshop

— “Analyzing and Designing the Security of a Mobile Platform” by Soteris Demetriou
from Imperial College London, UK, “Why is Hard to Secure Mobile Proximity
Services” by Daniele Antonioli from EURECOM, France, and “From 4G to 5G
Security Challenges” by Katharina Kohls from Radboud University, the
Netherlands, at the SecMT workshop

— “Adversarial Attacks in ML-Enabled Systems” by Michail Papadakis from
Luxembourg University, Luxembourg, at the SIMLA workshop

ANCS included a poster session for the first time in 2021, which was chaired by
Masaki Shimaoka. Four posters were included in the proceedings as well, in the form
of extended abstracts.

ACNS 2021 workshops were made possible by the joint efforts of many individuals
and organizations. We sincerely thank the authors of all submissions. We are grateful to
the program chairs and PC members of each workshop for their great effort in pro-
viding professional reviews and interesting feedback to authors in a tight time schedule.
We thank all the external reviewers for assisting the PC in their particular areas of
expertise. We also thank General Chairs Chunhua Su and Kazumasa Omote and the
organizing team members of the main conference as well as each workshop for their
help in various aspects.
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Last but not least, we thank everyone else, speakers and session chairs, for their
contribution to the program of ACNS 2021 workshops. We are glad to see that these
workshops have become an important part of ACNS and provide a stimulating platform
to discuss open problems at the forefront of cybersecurity research.

June 2021 Jianying Zhou
ACNS 2021 Workshop Chair
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