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Abstract In our democracy a trade-off between checks and balances
is mandatory. To play the role of balances, it is necessary to have in-
formation that is often only obtainable through channels that ensure the
anonymity of the source. Here we present a work in progress of a system
that provides anonymity to sources in a open and auditable system, ori-
ented to audit systems of critical infrastructure and built on our previous
work autoauditor [5].

Keywords: Permissioned Blockchain · Anonymous whistleblowing · group
signatures · ECDHE.

1 Introduction

In 2015, Mr. David Kaye, United Nations Special Rapporteur on the promotion
and protection of the right to freedom of opinion and expression, submitted a re-
port on the protection of sources of information and whistleblowers, highlighting
the key elements of a framework for the protection of source and whistleblowers:
a communication platform to disseminate that information; and a legal system
and political culture that effectively protect both the source and the commu-
nication platform. Twenty-eight States responded to a questionnaire requesting
information on national norms protecting sources and whistleblowers. Four years
later, the Directive (EU) 2019/1937 of the European Parliament and of the Coun-
cil addresses the protection of the persons who report breaches of Union law.
This directive explains that the subject of such protection are workers in public
and private organizations, who play a crucial role in exposing and preventing
such breaches and in safeguarding the welfare of society. That behavior is often
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discouraged for fear of retaliation. The Directive enforces the need to introdu-
cing effective, confidential and secure reporting channels and by ensuring that
whistleblowers are protected effectively against retaliation.

Anonymous reporting is not new, it was already common in the roman law,
and often has lead to malicious reporting. There are objective differences between
anonymous reporting and whistleblowing. A whistleblower always has clearance
to access confidential information about the law breach, which is not necessarily
the case for malicious reporting. Before providing protection, a proof of identity
as a worker of the organization should be required.

Directive [6] recognizes the importance of a balanced and effective protection
to whistleblowers in different areas: in public procurement, in financial services,
in manufacturing, importing and distribution of fire arms, defense and explosives,
transportation security, environment protection, nuclear safety, food chain and
animal health, public health, and in the security of networks and information
systems. In this context [6] introduces: a requirement to provide notification of
incidents, including those that do not compromise personal data, and security
requirements for entities providing essential services across many sectors, for
example energy,. . .

New tools are being engineered in the protection of power supply compan-
ies. Tools aiming at the automation of the security auditing and pentesting of
the vast number of devices, networks and networked systems involved in such
companies. Proposal [10] is an example, that also works on the auditing of the
process, presenting distributed ledger technology and specific smart contracts to
store the audit reports of each organization. The permissioned blockchain is dis-
tributed in nodes from competing organization of energy supplying companies.
The permission system allows for sharing some security information, while other
is kept private within the organization. Security information sharing is import-
ant to improve the response when a security incident (intrusion, data breach,
etc.) happens. If we know which tests have been correctly executed before the
investigation, that will be a clue to identify which was the entry point of the
cyberattack and will help other organization to protect from similar attacks.

We aim at providing a platform with the capabilities to support anonymous
and confidential communications for potential whistleblowers. We expect that
such support will be enough to prevent some EU law breaches. Our motivation is
to provide transparency and support for potential disclosures. We are working on
a system based on group signatures [3] and ephemeral Diffie-Hellman agreements
that offers sufficient protection to potential whistleblowers.

2 State of the Art

Among the open-source projects to facilitate anonymous disclosure, we can cite
GlobaLeaks y SecureDrop. GlobaLeaks complies with ISO 37002 and EU Direct-
ive 2019/1937. In addition, it allows GDPR data retention policies configuration,
and is easily distributable to different nodes, each of them storing the documents
of their own whistleblowers. SecureDrop is a more centralized system, designed

globaleaks.org
securedrop.org
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to be installed on a newspaper owned site. Whistleblowers are expected to use
pen drives with a Tails software distribution that routes all the traffic through
an onion network, and makes no use of the computer disk or the operating sys-
tem in order to leave no traces of the session. In both projects, journalists and
whistleblowers communicate and exchange messages exclusively through the sys-
tem so that, neither the communications company nor providers such as email
services can trace the source of a whistleblower.

By default, both systems provide server encryption, and none of them allow
whistleblowers to give a proof of their reliability as sources. To overcome this
limitation, group signatures system can be used—being part of an organization is
a requirement to join the group. Signing with a group credential proves belonging
to an organization, therefore demonstrating legal access to the documentation
being disclosed.

In [9] a comparison is proposed between different forms to protect anonymous
disclosures: web forms, WikiLeaks, and both open-source systems GlobaLeaks
and SecureDrop. Finally, the article proposes the use of blockchain and smart
contracts along with IPFS (InterPlanetary File System), however, no details are
given.

Research [13] proposes a system that combines blockchain and ring signatures
to provide true anonymity to whistleblowers. Even more, only the signer has
the option to revoke their anonymity. On the other hand, when using a ring
signature scheme with RSA, the complexity and computation time to sign and
send a disclosure are high. Verification of the signature is fast, but it gets more
complicated and time consuming to verify the claims for credit of a signer who
revokes their anonymity.

One of our goals is to implement a solution that improves the complexity
of [13], and thus we leverage group signatures together with ephemeral agree-
ments based on a public key pair generated by the whistleblower. This being
the case, if the whistleblower wants to revoke their identity, they can present
the ephemeral private key used to generate the symmetric key which decrypts
the disclosure. A second requirement which is not in [13], is the confidentiality
of the disclosures: the whistleblower should be able to deliver to a chosen per-
son, and maintain a subsequent exchange with that person. This requirement
originates from the draft of the future Spanish national law that will transpose
the European directive [6]. The draft explicitly mentions a reference person, the
person in charge of the internal information system. The system we propose and
describe in the next section perfectly fits into the internal information system
referred in the draft of the law.

A key piece to ensure anonymity of whistleblowers is the group signatures
scheme PS16 [12], a scheme of type Sign-Randomize-Prove based on signatures
of type Camenisch-Lysyanskaya [1]. In other words, it is based on a scheme
of signatures using message vectors, compatible with efficient zero-knowledge
proof protocols. Given a PS16 signature issued by the group manager (i.e., the
group member credential), the additional zero-knowledge proof protocols permit
the user to prove possession of said signature without revealing the signature—

https://tails.boum.org
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achieving the anonymity required in the schemes of group signatures. The group
manager keeps a list with the registries of the group joining process for each
member. In order to open a group signature, the manager must iterate over such
list.

3 Architecture

Our proposal is based on HyperLedger Fabric, hereinafter fabric for short, a
permissioned blockchain. Fabric is used to offer auditability to the technical
reports done by organizations over time.

The architecture is divided in two sections as shown in Fig. 1: the first sec-
tion, performed by the Whistleblower; and the second section, conducted by the
Recipient.

The Whistleblower section is divided in two stages: the registration stage
(Stage 1 W), required to obtain group credentials, is outlined in Section 3.2; and
the disclosure publication stage (Stage 2 W), explained in Section 3.3. In a pro-
duction system, a minimum of k -people registrations to obtain group credentials
must be enforced in order to achieve a k -anonymity on each disclosure.

The Recipient section (Stage 1-2 R) is composed of a registration stage,
mandatory in order to be marked as recipient of anonymous disclosures, enabling
Whistleblowers to have access to their certificate, is described in Section 3.2;
and a read stage. In an ideal setting, every member of the fabric network will be
registered as Recipient. In the remaining cases, in accordance with the draft of
the Spanish law, at least the person in charge of the internal information system
must be registered.

Fabric network

CA n
CA 1

Peer n
Peer 1 Recipient n

Interaction (V)
Verifier

Interaction (W)
Whistleblower n (cred: group)

Stage 2 (W)

Whistleblower n (cred: fabric)

Stage 1 (W)
Registration

Provider
Certificates

Stage 1-2 (R)

Group key

Interaction (R)

Figure 1. Interaction between the components of the system

3.1 Components

The system is divided in five main components: smart contract, provider, verifier,
whistleblower and recipient.

– Smart contract: Software that runs on a peer of the fabric network and
offers an interface to interact with the blockchain. Among the functions avail-
able to Whistleblowers and Recipients are methods such as: Subscribe, allows
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Recipients to store their certificate in the blockchain; GetPublications, per-
mits Recipients to view the list of anonymous disclosures; PublishDisclosure,
enables Whistleblowers to publish anonymous disclosures; GetSubscribers,
allows Whistleblowers to view the list of Recipients and their certificates. In
addition, there are multiple methods to narrow down the information such
as the date of disclosure, organization of the Recipient, etc. For an extended
definition of the smart contract, see [4].

– Provider (Issuer of group credentials): Independent entity to fabric
network and trustworthy. The Provider possesses the root certificates of the
certification authorities in the fabric network and trust them. The Provider
is responsible of offering group credentials to members of the fabric network,
this requires that the Whistleblowers authenticate themselves against the
Provider using their fabric identity in order to verify that the certificate
has been issued by a trusted certification authority. It is worth mentioning
that no personal information of the Whistleblowers is stored, only a digest
of their certificates to avoid duplicated identities in the group. A thorough
explanation of the registration process can be found in Section 3.2.

– Verifier: Permits the Whistleblowers interact with the fabric network (In-
teraction V) through the smart contract available in the peers, being possible
to retrieve a list of Recipients and published disclosures. The Verifier must
be managed by a trustworthy party belonging the fabric network. Disclos-
ures are checked before publication: the signature of the disclosure must have
been issued by a group member. In order to fulfill this attestation, the Veri-
fier contacts the Provider to retrieve the public group key and ensures that
the signature has been indeed issued by a group member and is valid.

– Whistleblower: Discloses confidential information in a totally anonymous
way. In order for a disclosure to be published, Whistleblowers must have a
valid group identity. Publication details are explained in Section 3.3.

– Recipient: Stores their certificate in the blockchain through the smart con-
tract in the fabric network, allowing Whistleblowers to access them. In ad-
dition, Recipient can read disclosures directed towards them, reversing the
process of the Whistleblower. A valid fabric identity is required to decrypt
a disclosure.

3.2 Registration

Recipient Every member of the fabric network can register as Recipient (Stage
1 R), authorizing anonymous disclosures that can be read using the smart con-
tract installed on the peers of the fabric network. The registration process
consists in storing the Recipient certificate in the blockchain, granting Whis-
tleblowers access to their certificate and be the target of disclosures.

Whistleblower The registration protocol (Stage 1W) uses as essential basis the
scheme PS16 implemented in libgroupsig [7] library. It consists of four steps,
described in Fig. 2. The registration requires the exchange of three messages
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between Whistleblower and Provider—responsible of issuing group credentials.
It is worth mentioning that the registration process is carried out only between
Whistleblower and Provider, there is no interaction with third parties neither
the fabric network—except at launch, when root certificates of certification au-
thorities are collected.

Registration begins with a TLS connection where both parties are mutually
identified with a certificate: the Provider with a certificate issued by a trusted
certification authority and the Whistleblower with his fabric certificate.

Whistleblower Provider

GET /join

mgr

grp

token, msg1

Whistleblower Provider

POST /join/token
data: msg2

mgr

grp

msg3

msg1

grp

msg2

Step 1

Whistleblower

Step 2 Step 3

msg3

grp usk
Step 4

Figure 2. Process to obtain a group credential

– Step 1: A Whistleblower interested in registering sends an HTTP GET re-
quest against the endpoint of the Provider, authenticating using their fabric
certificate. The Provider generates a token, based on UUIDv4 in accordance
with RFC4122, assigned to the digest of the certificate. In addition, the Pro-
vider generates a one-time random number as a challenge, using the group
key (grp) to get the appropriate range. The Provider sends the token and
the challenge (msg1 ) back to the Whistleblower.

– Step 2: The Whistleblower responds to the challenge, generating a private
member key (if he have not done before) and using it to compute a zero-
knowledge signature [2] of said private key on the challenge received. The
Whistleblower sends an HTTP POST request against the endpoint and the
token received in the previous step, including the response to the challenge
(msg2 ).

– Step 3: The Provider verifies that the zero-knowledge signature received
is a valid response to the challenge. If so, reuses the internal structure of
the zero-knowledge signature to produce a member credential for the Whis-
tleblower, which essentially consists of a PS16 signature blindly issued on
the private key of the Whistleblower, using their group manager key (mgr).
Said signature is sent back to the Whistleblower (msg3 ).

– Step 4: The Whistleblower verifies that the credential received is a valid
PS16 signature, associated with the group key. From that point onwards,
the Whistleblower will be able to use their member key (usk) to generate
anonymous signatures on behalf of the group.
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3.3 Publication

The disclosure publication process (Stage 2 R), begins with the gathering of
Recipients identifiers. To that end, Whistleblower sends an HTTP GET request
to the Verifier which responds with a list of identifiers belonging to Recipients
interested in receiving anonymous disclosures. Immediately, Whistleblower sends
an HTTP POST request, using the Recipient identifier as the body of the request,
to which Verifier responds with the Recipient certificate. Finally, Whistleblower
forges an ephemeral key pair (eph_ec) using elliptic curve cryptography—more
specifically SECP256R1—in order to derive the symmetric key to encrypt the
disclosure.

rid
date
nonce

eph_ec (pk)
Envelope

encrypt (shared_key):
(date, nonce, disclosure)

Content

sign (member_key, group_key):
sha256(envelope)
sha256(content)

Signature

Figure 3. Schema of the payload sent to the Verifier

Fig. 3 shows the schema of the payload sent to the Verifier on disclosure pub-
lishing. The payload is composed of three parts: envelope, content and signature.

– Envelope: Includes Recipient identifier (rid), date of disclosure publication,
a nonce and the public key of the ephemeral key pair created previously, all
encoded in BASE64, as described in (1).

Base64(rid, date, nonce, eph_ecpk) (1)

– Content: Includes the date, nonce and plain text of the disclosure. The
content is encrypted using Fernet [11], which uses AES with a 128-bit key
in CBC mode. The symmetric key to encrypt and decrypt the content is
obtained using Diffie-Hellman applied to elliptic curves and a derivation
function based on SHA256. In the encryption stage, described in (2), the
key is calculated using the ephemeral secret key and the public key of the
Recipient.

Kenc = kdf(SHA256, eph_ecsk × recpk) (2)

In the decryption stage, detailed in (3), the key is calculated using the private
key of the Recipient and the ephemeral public key found in the envelope.

Kdec = kdf(SHA256, eph_ecpk × recsk) (3)
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– Signature: Includes the group signature of the Envelope hash and Content
hash, as shown in (4).

sign(usk, grp, (SHA256(sobre), SHA256(contenido))). (4)

3.4 Blockchain

Fig. 4 represents the format of Recipients and disclosures stored in the block-
chain. Recipients are defined by three elements: recipientId (rid), organization

Recipient

RecipientId string
Organization string
Cert string

Disclosure

DisclosureHash string
Date string
Disclosure string

Figure 4. Schema of the data in the blockchain

and cert.

– RecipientId: Unique identifier following the structure
x509::subject::issuer, where subject and issuer match their homonymous
in the Recipient certificate following RFC4514 format. Identifier is stored
encoded in BASE64.

– Organization: Identifier of the MSP (Membership Service Provider) that
manages the identity of the Recipient.

– Cert: Recipient certificate encoded in BASE64.

Same as Recipients, disclosures comprise three elements: disclosureHash, date
and disclosure.

– DisclosureHash: Hash of the disclosure, using SHA256.
– Date: Date the disclosure publication, following the format

year−month−day.
– Disclosure: Composed by envelope and content encoded in BASE64.

4 Conclusions

In this article we propose a system that provides anonymity to disclosures in
an open and auditable system, based on Hyperledger Fabric, a permissioned
blockchain. Our system provides confidentiality to the disclosures, so that only
the Recipients are able to decrypt them. Although public disclosures could be
easily supported.

A second goal is that only the Whistleblowers are able to revoke their an-
onymity, although this cannot be guaranteed cryptographically with PS16, so
we take for granted that the Provider will not to store any member information
on registration. In future works we will replace PS16 with DL21 [8], which is also
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available in libgroupsig. The scheme DL21, of type User-Controlled Linkabil-
ity (UCL), offers total control to the user over which of their group signatures
will be traceable due the lack of an Opener authority. At the same time, enables
the Whistleblower to claim a posteriori credit of a disclosure. For instance, a
Whistleblower creates a signature non-linkable to others they have previously
generated and claims authorship one month later. Furthermore, our anonymity
revocation process improves the complexity of similar works [13].

The use of elliptic curves over RSA provides a series of advantages such
as: smaller key size with equivalent security to a larger one in RSA, requiring
less processing power and thus allowing generation of robust ephemeral keys for
each submission without notable drawbacks; or direct compatibility with fabric
identities that use the same key algorithm.

The use of group signatures guarantee the anonymity of Whistleblowers in
the anonymous set defined by the group they belong to. The Whistleblower only
needs to prove their identity when they join the group. Ulterior actions are not
linkable to the registration process (i.e., anonymity), however, it is guaranteed
that only those who have followed the registration process can generate valid
group signatures (i.e, traceability). Lastly, it is not possible to create a group
signature to incriminate another group member (i.e, non-frameability), being
the Whistleblower the only authorized entity to reveal the group signature au-
thorship.

As improvements, we plan to suppress Recipients certificates and disclosures
(envelope and content) from the blockchain due to unnecessary workload to the
system as usage increases (i.e., scalability). We are replacing these items by a
reference to an external storage system and a hash to the referenced element
to ensure immutability. We also plan to support later communications between
the Whistleblower and Recipient, taking advantage of the symmetric key they
already share.

We have a prototype ready and our next steps aim to show the features
of the system and make a quantitative comparison with other proposals in the
literature. Then we will release the code of the prototype, as we made with
autoauditor [4].



10 S. Chica et al.

References

1. Camenisch, J., Lysyanskaya, A.: A signature scheme with efficient protocols. In:
Cimato, S., Persiano, G., Galdi, C. (eds.) Security in Communication Networks.
pp. 268–289. Springer Berlin Heidelberg, Berlin, Heidelberg (2003). https://doi.
org/10.1007/3-540-36413-7_20

2. Chase, M., Lysyanskaya, A.: On signatures of knowledge. In: Dwork, C. (ed.) Ad-
vances in Cryptology - CRYPTO 2006. pp. 78–96. Springer Berlin Heidelberg,
Berlin, Heidelberg (2006). https://doi.org/10.1007/11818175_5

3. Chaum, D., van Heyst, E.: Group signatures. In: Davies, D.W. (ed.) Advances in
Cryptology — EUROCRYPT ’91. pp. 257–265. Springer Berlin Heidelberg, Berlin,
Heidelberg (1991)

4. Chica-Manjarrez, S.: autoauditor: Semiautomatic vulnerabilities auditor us-
ing docker containers (2022), https://gitlab.gast.it.uc3m.es/schica/
autoauditor

5. Chica-Manjarrez, S., Marín-López, A., Díaz-Sánchez, D., Almenares-Mendoza, F.:
On the automation of auditing in power grid companies. In: Ambient Intelligence
and Smart Environments, vol. 28. pp. 331 – 340 (2020). https://doi.org/10.
3233/AISE200057

6. Council of European Union: Directive (eu) 2019/1937 of the european parliament
and of the council of 23 october 2019 on the protection of persons who report
breaches of union law (2019), https://eur-lex.europa.eu/eli/dir/2019/1937/
oj

7. Diaz, J., Arroyo, D., Ortiz, F.: libgroupsig: An extensible c library for group sig-
natures. IACR Cryptol. ePrint Arch. 2015, 1146 (2015)

8. Diaz, J., Lehmann, A.: Group signatures with user-controlled and sequential
linkability. In: Garay, J.A. (ed.) Public-Key Cryptography – PKC 2021. pp. 360–
388. Springer International Publishing, Cham (2021). https://doi.org/10.1007/
978-3-030-75245-3_14

9. Habbabeh, A., Asprion, P., Schneider, B.: Mitigating the Risks of Whistleblowing;
An Approach Using Distributed System Technologies. Ph.D. thesis (11 2020)

10. Marín-López, A., Chica-Manjarrez, S., Arroyo, D., Almenares-Mendoza, F., Díaz-
Sánchez, D.: Security information sharing in smart grids: Persisting security
audits to the blockchain. Electronics 9(11) (2020). https://doi.org/10.3390/
electronics9111865, https://www.mdpi.com/2079-9292/9/11/1865

11. Parnell, K., Giménez, H., McDermott, K.: fernet: Delicious hmac digest(if) authen-
tication and aes-128-cbc encryption (2022), https://github.com/fernet/spec

12. Pointcheval, D., Sanders, O.: Short randomizable signatures. In: Sako, K. (ed.)
Topics in Cryptology - CT-RSA 2016. pp. 111–126. Springer International Pub-
lishing, Cham (2016)

13. Tomaz, A.E.B., Nascimento, J.C.d., de Souza, J.N.: Blockchain-based whistleblow-
ing service to solve the problem of journalistic conflict of interest. Annals
of Telecommunications 77(1), 101–118 (Feb 2022). https://doi.org/10.1007/
s12243-021-00860-0

https://doi.org/10.1007/3-540-36413-7_20
https://doi.org/10.1007/3-540-36413-7_20
https://doi.org/10.1007/3-540-36413-7_20
https://doi.org/10.1007/3-540-36413-7_20
https://doi.org/10.1007/11818175_5
https://doi.org/10.1007/11818175_5
https://gitlab.gast.it.uc3m.es/schica/autoauditor
https://gitlab.gast.it.uc3m.es/schica/autoauditor
https://doi.org/10.3233/AISE200057
https://doi.org/10.3233/AISE200057
https://doi.org/10.3233/AISE200057
https://doi.org/10.3233/AISE200057
https://eur-lex.europa.eu/eli/dir/2019/1937/oj
https://eur-lex.europa.eu/eli/dir/2019/1937/oj
https://doi.org/10.1007/978-3-030-75245-3_14
https://doi.org/10.1007/978-3-030-75245-3_14
https://doi.org/10.1007/978-3-030-75245-3_14
https://doi.org/10.1007/978-3-030-75245-3_14
https://doi.org/10.3390/electronics9111865
https://doi.org/10.3390/electronics9111865
https://doi.org/10.3390/electronics9111865
https://doi.org/10.3390/electronics9111865
https://www.mdpi.com/2079-9292/9/11/1865
https://github.com/fernet/spec
https://doi.org/10.1007/s12243-021-00860-0
https://doi.org/10.1007/s12243-021-00860-0
https://doi.org/10.1007/s12243-021-00860-0
https://doi.org/10.1007/s12243-021-00860-0

	Enhancing the anonymity and auditability of whistleblowers protection

