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Abstract. Scenarios play a central role in developing novel modelling
and simulation based systems for Critical Infrastructure Protection. Well-
developed scenarios can be used to accelerate system development in dif-
ferent phases including requirements engineering, functional testing and
system validation. Developing scenarios, in particular cross-border sce-
narios, is however a time-consuming task requiring a significant amount
of contributions from end-users, system developers and domain experts.
Existing approaches for scenarios development are mainly ad-hoc and
heavily dependent on texts and diagrams scattered in various documents
and data sheets. This introduces more vagueness and ambiguities which
are intrinsic in natural languages. Furthermore to fully benefit from mod-
ern simulation technology, an extra modelling step is often needed to
translate the text-based scenario descriptions into a computer model for
domain-specific simulators. Most of the translation work needs intensive
interaction between system developers and domain experts and hence
can only to be done manually in a tedious and error-prone way. In this
paper a knowledge-driven scenario development method is proposed to
tackle the problem mentioned above. The core component is a formal
knowledge base CISO constructed with Description Logics (DL), which
covers the essential elements and their relations of a crisis scenario. Based
on CISO a new scenario development workflow is proposed together with
a software tool suite to facilitate scenario generation and visualisation.
A concrete crisis scenario is presented based on the proposed method to
demonstrate its potential for generating precise scenario definitions.

1 Introduction

Critical Infrastructures (CI), like power grids, telecommunication networks and
public transportation systems, etc., play a central role in modern societies. One
of the commonly used techniques to test and validate new methods developed
for Critical Infrastructure Protection (CIP) is using computer-based Modelling,
Simulation and Analysis (MS&A) [15] together with crisis scenarios [6]. A sce-

nario for CIP can contain real crisis data from history or realistic fictitious events



that are not likely to happen in real life. During the last decade, several European
research projects [12, 19] have investigated and successfully applied the scenario-
driven approach to facilitate the development and validation of new methods,
models and systems for CIP. Meanwhile this approach is also a recommendation
of the European Commission in its 2010 guidelines for disaster management [5]
focusing on national risk assessments and covering risk identification, analysis
and evaluation.

Well-developed scenarios involve a substantial amount of work contributed
by end-users, domain experts and system developers. They need to cooperate to-
gether to get a common understanding about a specific domain, with respect to
the terminology used. The description of scenarios is mostly provided as text doc-
uments and data sheets using ad-hoc schema. To our best knowledge, there are
no well-accepted standards available on how to construct and represent scenar-
ios for CIP. This makes the scenarios extremely difficult to be reused. Moreover
texts in natural languages are intrinsically ambiguous. The lack of formal rep-
resentation of scenarios makes computer-based reasoning virtually impossible.
To tackle the problems mentioned above, a formal knowledge-driven approach
based on Description Logics (DL) [1] for scenario development is proposed in
this paper. This knowledge-driven approach is designed to be generic enough to
facilitate developing a variety of CIP scenarios with fine-grained modelling capa-
bility. The whole framework is designed to be extensible, i.e. support of different
CI can be added in the future. The rest of this paper is structured as follows:
section 2 gives a detailed description of essential elements of crisis scenarios.
The core knowledge base is presented in section 3 followed by the scenario de-
velopment workflow in section 4. In section 5 an example scenario is given. The
related work of scenario development is discussed in section 6. Finally, section 7
concludes this paper and provides insight on potential future directions.

2 Essential elements of CIP scenarios

The word scenario is extensively used in different contexts with different mean-
ings. In Oxford dictionary, it is defined as “a postulated sequence or development

of events.” Some projects have tried to give different definitions [12, 19] based on
their understanding. We will not argue which one is better or scientifically more
precise. For the purposes of this work, we consider the following elements of a
crisis scenario for CIP as essential: the static models, the dynamic behaviours,
and the context information (see Figure 1). In the rest of this section, some of
the core elements of a CIP scenario are explained with more details.

CI Models Building fine-grained CI models is a challenging task, especially in
the context of cross-border scenarios. Because of the confidential level of real CI
data, domain experts usually construct an artificial model that is realistic enough
to validate new methods. CI models are simulator-specific. Mainstream simula-
tors, in particular commercial simulators, use their own proprietary scheme to
represent CI models. This makes the interchangeability and portability of CI
models in practice extremely difficult.



Static Information
• CI Model including 

− physical attributes 
− (inter)dependencies

• Census data
• Available resources
• Mitigation actions
• Geographical locations
• Decision makers, etc.

Contextual Information
(weather, social activities, traffic conditions, etc.)

Dynamic Information
• Storylines
• Complex threat models 

like the development of 
natural hazards

• Behaviours of CI under 
stressed situations

• Consequences of 
mitigation actions

• Evacuation plans, etc.
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Fig. 1: Static, dynamic and contextual information in a CIP scenario

Decision Makers Decision makers are roles responsible for performing mitigation
actions. They can be crisis managers on local and national level, or on-site rescue
forces. They are well trained to deal with crisis. Under crisis situation they take
decisions based on their expertise, the situation assessment, the resources avail-
able and, if possible, the predictive consequences of decisions. In Europe, each
country has its own organisational structure of crisis management and decision
making responsibilities. In general crisis management has a hierarchical struc-
ture with different levels of decision making responsibilities and functionalities.
They communicate with each other intensively to keep a consistent overview of
the whole crisis situations.

Resources Crisis scenarios for CIP may contain numerous categories of resources
like rescue forces, polices, CI operators, hospitals, ambulances, etc. Decision
makers need to know the availability of these resources at any time during cri-
sis situations. Resources are dynamically changing during scenario running. In
real cases, crisis management is normally conducted in a distributed way with
different teams using different systems. Therefore resource changes need to be
reflected in all systems to keep a consistent view of available resources to all
participants of crisis management teams.

Threat Models Threats, as triggers of crisis, are essential parts of crisis scenarios.
Different kinds of natural and man-made threats exist like flooding, earthquake,
hurricane, cyber-attacks, nuclear pollutions, etc. They can be organised in cat-
egories based on different criteria [14, 20, 8]. For crisis scenarios, one or more
threats need to be identified. Developing threat models is labour-intensive task
requiring specific expertise about the targeted threat simulators. The ability to
reuse existing threat models in a federated simulation system is one of the key
factors for a well-defined crisis scenario for CIP.

Mitigation Actions At certain time point of crisis, depending on the resilience
of CI systems, damages start to appear in CI components. Before serious conse-
quences occur, some actions need to be performed to minimise or even eliminate



the negative effects. In real crisis situations, decision makers - rescue forces and
crisis managers - often have a handful of candidate mitigation actions against
certain threats. During scenario running with simulators, several mitigation ac-
tions can be chosen by decision makers with adjustable parameters. The decision
criteria are either based on their expertise, fixed regulations and checklists, or
computer-based consequence analysis.

Storyline Storylines describe the dynamic behaviours of a crisis scenario. A sto-
ryline contains a sequence of pre-defined events or happening with time stamps.
Complex CIP scenarios can contain more than one storylines. In particularly,
this is the case for scenarios involving decision making and execution of mit-
igation actions. Depending on the courses of actions, the whole scenario may
evolve in different directions. For instance, some pre-defined critical events may
not occur if certain actions are performed.

Consequence Analysis Consequence Analysis (CA) is the entire process of as-
sessing and evaluating impacts caused by threats and their cascading effects.
Different criteria are available. For instance, the Cross Cutting Criteria of the
2008 Directive on European Critical Infrastructures [7] is one of early criteria:

– Casualties criterion (assessed in terms of the potential number of fatalities
or injuries);

– Economic effects criterion (assessed in terms of the significance of economic
loss and/or degradation of products or services; including potential environ-
mental effects);

– Public effects criterion (assessed in terms of the impact on public confidence,
physical suffering and disruption of daily life; including the loss of essential
services).

Due to page limitation, the detailed procedure of performing CA will be elabo-
rated in another paper.

Context Information Scenarios are not isolated - they exist in a sophisticated
context. Contextual information like weather conditions, sport events, traffic sit-
uation, etc. can be of critical importance in crisis situations for decision making.
Situation assessment during crisis should not neglect these kinds of information,
in particular when evacuation plans need to be carried out. Nowadays most
of these types of contextual information are available as web services, i.e. can
be consumed directly by other software systems with minimum human inter-
ventions. This makes it possible to automatically assess contextual information
under crisis situations in a more effective way.

3 CISO - The Core Knowledge Base

To improve the reusability, consistency and interchangeability, the essential el-
ements of crisis scenarios described in section 2 need to be consolidated into a



scenario definition in a structured way. A knowledge-based approach is proposed
to achieve this goal. The core knowledge base is developed as a formal ontology
- the Crisis Scenario Ontology (CISO).

3.1 Design Focus

The primary goal of CISO is to provide a formal basis for developing richer crisis
scenarios in CIP, focusing on improved semantic unambiguity, interchangeability,
reusability and consistency. For large-scale scenarios these characteristics are of
the utmost importance.

Semantic Unambiguity One of the primary drawbacks of traditional ad-hoc sce-
nario development method is semantic ambiguity. The unstructured information
cannot be processed by computers directly on a semantic level - at least not with
today’s artificial intelligence technology. That means internal logics of scenarios
can neither be discovered nor extracted by computers automatically to form a
sound scenario model. With the help of CISO, scenarios for CIP are forced to
conform a rigorous schema with little or even no ambiguities.

Interchangeability Well-developed crisis scenarios are normally shared by differ-
ent institutions and organisations for various research and development purposes.
Traditional text-based scenario descriptions, which are more intuitive to create,
are nightmares for sharing: people from different areas normally have different
backgrounds and use different terminologies for the same thing or they use the
same terminology for different things. CISO targets this issue by providing a
formal way with sufficient syntax checking and expressive power. Sufficient tool
support makes the collaboration of scenario development and sharing even more
effective.

Reusability Well-developed crisis scenarios for CIP are valuable assets. They
should be reused in different projects dealing with similar topics or possess-
ing similar objectives. Text documents based scenario descriptions with isolated
scenario data, like CI models, do not provide sufficient support for scenario
reusability. Huge amount of work still needs to be invested to modify old scenar-
ios to adapt them to new projects. With CISO and sufficient software support,
reusability can be improved significantly. Fine-grained models built with CISO
provide adequate support for parameterising the whole scenario.

Consistency Consistency checking is a classic task for knowledge-intensive sys-
tems. Crisis scenarios comprise by nature plenty of information that is derived
by human expertise. Though it is possible to discover some internal conflicts for
traditional scenario definitions via proof reading; it is however not effective and
efficient enough. CISO is based on DL, which per se provides automatic consis-
tency checking to form a sound formal knowledge base. Various DL reasoners,
both commercial [16] and open source [11], are available for that purpose.



3.2 CISO in DL

To provide efficient reasoning capability without sacrificing too much expres-
sivity, we have carefully designed the knowledge base without using expensive

DL features like role hierarchy and complex concept negation. The knowledge
base, which captures DL expressivity ALEQ, contains 129 axioms of which 44
are class assertions, 10 are property assertions, 15 are individual assertions and
other relations. A top-level concept named CI is created to denote all kinds of
critical infrastructures. In the current version three sub-concepts are defined for
specific CI types: Electric for electricity network, Teleco for telecommunication
network and Railway for railway network:

CI ⊑ Electric ⊔ Teleco ⊔ Railway

The semantics of the above is that if x is an instance of CI, then it is either a
electricity network or a telecommunication network or a railway network. This
can be easily extended in the future by adding other CI. Similar to the VITA
taxonomy [14], threats are organised as hierarchies. Basically there are two types
of threats: nature and man-made. For instance, the following is a detailed tax-
onomy of the man-made threats:

Threat ⊑ HumanMadeThreat ⊔ NaturalThreat

HumanMadeThreat ⊑ CyberAttack ⊔ NuclearPollution ⊔ TransportAccident

TransportAccident ⊑ TrainDerailment

TrainDerailment ⊑ CargoTrainDerailment

In a similar way, other elements of crisis scenarios like decision makers, contextual
information, etc. are defined. The storyline however is defined in a different
way. A property with value constraints is used to formally specify the concept
Storyline:

Storyline ≡ ∃containsEvent.Event

Event ≡ = 1 hasTimePoint TimePoint

The semantics of the above statements is as follows: a storyline contains at
least one event and each event contains exactly one time point. The concept
CIPScenario is the major concept for defining a scenario. This concept needs to
be enriched by end-users and domain experts. It is formally defined as follows:

CIPScenario ≡∃containsMitigationAction.MitigationAction

⊓∃hasContextInformation.ContextInformation

⊓∃hasResource.Resource

⊓∃hasStoryline.Storyline

⊓∃involvesCI.CI

⊓∃involvesDecisionMaker.DecisionMaker

⊓ = 1hasThreat Threat

⊓ = 1useConseqAnalysisCriterion Criterion
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Fig. 2: The side-by-side comparison of two workflows

This definition specifies the essential elements of a CIP scenario with cardinal-
ities. With this formal definition, reasoners are able to check the consistency of
a scenario definition with sufficient explanations if error occurs.

4 Scenario Development Workflow

The development of crisis scenarios is a time-consuming task requiring a sig-
nificant amount of work of domain experts and system developers. To our best
knowledge there exist several guidelines [2] and tools [13] of workflows focus-
ing on crisis management training; however no standard available covering the
entire development workflow. The traditional scenario development workflow il-
lustrated in Figure 2a focuses on the generation of text documents and data
sheets with minimum software support. Based on agreed document structures,
end-users provide the information as text documents, where some of the scenario
elements described in section 2 are identify. After several iterations, domain ex-
perts and system developers start to develop fine-grained models, identify the
involved CI and decision makers, design the mitigation actions, and choose ap-
propriate consequence analysis criteria. Finally, end-users are asked to use the
scenario to test methods that need to be validated in a federated simulation
environment. All work is done manually with E-Mail exchange or face-to-face
meetings without dedicated tools.

4.1 Workflow based on CISO

The knowledge-driven approach enables a new scenario development workflow
depicted in Figure 2b. It focuses on collaborative scenario development by en-
riching CISO.



The workflow starts with extending CISO by end-users. Based on the sce-
narios they have in mind, all the scenario elements described in section 2 are
identified and specified in DL syntax. This is the first place where end-users,
who are normally not experts in DL, need sufficient tool support to finish this
task. Usability and robustness of the software tools are of utmost importance for
the adoption of the proposed formal approach. During the extension of CISO,
automatic model consistency checking is performed in the background by the
reasoners in a transparent way. End-users work interactively with the reasoner
to define the scenario on a coarse level. Any issues discovered by the reasoners
are reported via the user interface to the end-users in real-time. At the end of
this phase, a logically consistent coarse description of the scenario is stored in
the scenario database. Threat models, CI models, mitigation actions, decision
makers etc. are automatically represented in a structured way, which makes it
possible to further computer processing, like visualising the storylines and inte-
gration into reports. In this workflow, all three roles can work simultaneously.
Domain experts do not need to wait for the completion of the coarse scenario
description. At any time point, domain experts and system developers can check
the involved threats and CI through a collaborative platform, which is part of
the tool support discussed in section 4.2.

4.2 Software Tool Support

Software tool support is critical to make the proposed approach feasible for
a wide variety of users who are not familiar with DL. It is also a deciding
factor to improve productivity of scenario development without sacrificing the
correctness and soundness of the generated model. The software architecture
(see Figure 3) contains three different components facilitating the development
of crisis scenarios for CIP:

– Scenario Editor is a graphical software tool providing easy-to-use features
to extend CISO. The complete scenario is formally represented as a DL

knowledge base with concepts, properties, and instances. The user interface
is tailored for end-users and domain experts. This is the main interface for
the users to develop the scenario and materialise it into the database.

– Scenario Analyser provides automatic consistency checking and reasoning
support for the scenario development. Its core is a DL reasoner that runs
under the hood and provides sophisticated services for checking the scenario
model. It provides well-defined interfaces for efficient interplay with Scenario
Editor. Models generated by users inside of Scenario Editor are pushed to
Scenario Analyser for consistency checking. Any logical inconsistency will be
pushed back to Scenario Editor and presented to the users.

– Real-time Communication Infrastructure is a Internet-based platform
for real-time collaborative working. It is the technical basis for the commu-
nication of the whole tool suite. Secured communication channel is chosen to
prevent any human-in-the-middle attacks. Real-time capability is one of the
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Fig. 3: Architecture of collaborative scenario development

key features to improve system usability. It also provides a transparent inter-
face to communicate with the backend scenario database with transactional
support.

This tool suite is able to export flat files with complete scenario data. Besides,
scenarios can also be uploaded into the scenario database for further interaction
with federated simulation environments.

5 Example Scenario - Train Derailment

In this section, an example CIP scenario - train derailment - is presented us-
ing the proposed method. It is original presented in the CIPRNet project [4] as
a fictitious scenario. The traditional method is used there to develop and de-
scribe the scenario - iterative face-to-face communications via text documents,
diagrams and data sheets.

With CISO we want to re-develop it as follows. First we need to create a
new knowledge based derived from CISO. As described in 3, the major task
of developing a scenario is to extend the concept CIPScenario by providing all
essential elements like threats, decision makers, CI models, etc. The first step is
creating the necessary scenario-specific elements:

CargoTrainDerailment(cargoDerailmentInEmmerich).

NationalDecisionMaker(germanCrisisManager).

NationalDecisionMaker(dutchCrisisManager).

Storyline(derailmentStoryline).

containsEvent(derailmentStoryline, derailment).

containsEvent(derailmentStoryline, fireAndExplosion).

containsEvent(derailmentStoryline, chemicalLeak).



Together with the pre-defined elements in CISO, the new scenario can be
defined as follows:

Thing(derailmentScenario).

useConseqAnalysisCriterion(derailmentScenario, criterionEU).

hasThreat(derailmentScenario, cargoDerailmentInEmmerich).

hasStoryline(derailmentScenario, derailmentStoryline).

involvesCI(derailmentScenario, railwayModelDeutscheBahn).

involvesCI(derailmentScenario, transmissionNetworkModel).

involvesCI(derailmentScenario, baseStations).

...

involvesDecisionMaker(derailmentScenario, germanCrisisManager).

hasContextInformation(derailmentScenario, strongWind).

containsMitigationAction(derailmentScenario, setupDetour).

hasResource(derailmentScenario, fireBrigade).

This new scenario is defined as an instance of Thing instead of CIPScenario.
The reason is that we want to use the reasoner to check the consistency of the
definition. If it is consistent it will be of type CIPScenario. If this is not the case,
users will get feedbacks from the reasoner. In other words, the goal is:

CIPScenario(derailmentScenario).

6 Related Work

Scenarios are widely used in different areas like military applications, opera-
tional research, etc. The Military Scenario Description Language (MSDL) [17]
is an XML-based language for developing military scenarios in an unambiguous
way. It provides a common vocabulary and XML-based schema for exchanging
scenario data in a networked environment for military use cases. The Coalition
Battle Management Language (C-BML) [18] is another standard approved by
the Simulation Interoperability Standards Organization in 2014. It is a dedicated
language for describing military scenarios focusing on expressing and exchang-
ing plans, orders, requests, and reports across command and control (C2) sys-
tems [18]. C-BML provides the information about who, what, when, where, why
and a plan contains orders, requests and reports. Both standards provide a com-
mon vocabulary for specific domains. They lack however the formal foundations
and cannot benefit from the state-of-the-art reasoners for automatic consistency
checking and reasoning.

Domain-specific ontologies exist for CIP research with federated simula-
tions [19]. An ontological framework to model CI and interdependencies is pro-
posed within the DIESIS project [19]. It introduces three ontologies: IONT -
Infrastructure Ontology, WONT - World Ontology, and FONT - Federation



Ontology for dependency modelling. It is however not sufficient to formalise
a complete crisis scenario with the essential elements described in section 2.
Similar approach is proposed in [9] for the interoperability of different domain-
specific simulators. This approach focuses on the ontology mediation of different
simulator ontologies, while ontological support for scenario development is not
mentioned. Another ontological modelling for CI is proposed in [10], which fo-
cuses on CI model for simulation with automatic reasoning support. However
scenario elements like mitigation actions, contextual information mentioned in
section 2 are not covered. In addition, DL-based knowledge base for emergency
plan is proposed in [3], which however has little support for the modelling CI.
Several guidelines [5, 2] have also been established for crisis exercises. These can
be integrated into the proposed framework for scenario validation.

7 Conclusion

Crisis scenarios play a central role in modelling and simulation based CIP re-
search. Existing approaches for crisis scenario development are more or less ad-
hoc without formal support. This is a big obstacle to improve interchangeabil-
ity, reusability and consistency of crisis scenarios for CIP. In this paper a novel
knowledge-driven approach is proposed to address this issue by providing a for-
mal knowledge base in DL with expressivity ALEQ and well-defined workflows
with sufficient software support. The major objective of this approach is to pro-
vide a formal foundation for building large-scale semantic rich crisis scenarios
to promote CIP research. End-users, domain experts and system developers can
collaborate with each other - with sufficient software tool support - to develop
crisis scenarios in a more efficient and effective manner. One of the long-term
goals of this knowledge-driven approach is to build a European-wide scenario
database with rich semantics, i.e. enabling consistency checking, automatic rea-
soning, etc. To achieve this, the software tools still need to be further developed
and improved to meet the requirements of different end-users. One of the major
challenges in simulation-based CIP research is the automatic generation of CI
models for domain-specific simulators. This is one limitation of the proposed ap-
proach - it still cannot generate these models automatically. However with the
envisioned future European-wide scenario database, this issue can be partially
addressed by analysing and correlating threats and CI models in the database.
Another major limitation of the proposed approach is that users are expected to
have basic knowledge about DL. This is for most end-users and domain experts
not the case. We try to tackle this limitation by providing easy-to-use software
tools with all the theoretical background embedded.
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