Lecture Notes in Computer Science

Commenced Publication in 1973
Founding and Former Series Editors:
Gerhard Goos, Juris Hartmanis, and Jan van Leeuwen

Editorial Board

David Hutchison

Lancaster University, Lancaster, UK
Takeo Kanade

Carnegie Mellon University, Pittsburgh, PA, USA
Josef Kittler

University of Surrey, Guildford, UK
Jon M. Kleinberg

Cornell University, Ithaca, NY, USA
Friedemann Mattern

ETH Zurich, Zurich, Switzerland
John C. Mitchell

Stanford University, Stanford, CA, USA
Moni Naor

Weizmann Institute of Science, Rehovot, Israel
C. Pandu Rangan

Indian Institute of Technology, Madras, India
Bernhard Steffen

TU Dortmund University, Dortmund, Germany
Demetri Terzopoulos

University of California, Los Angeles, CA, USA
Doug Tygar

University of California, Berkeley, CA, USA
Gerhard Weikum

Max Planck Institute for Informatics, Saarbriicken, Germany

10052



More information about this series at http://www.springer.com/series/7410


http://www.springer.com/series/7410

Sara Foresti - Giuseppe Persiano (Eds.)

Cryptology and
Network Security

15th International Conference, CANS 2016
Milan, Italy, November 14-16, 2016
Proceedings

@ Springer



Editors

Sara Foresti Giuseppe Persiano

Universita degli Studi di Milano Universita degli Studi di Salerno
Crema Fisciano

Italy Italy

ISSN 0302-9743 ISSN 1611-3349 (electronic)

Lecture Notes in Computer Science

ISBN 978-3-319-48964-3 ISBN 978-3-319-48965-0  (eBook)

DOI 10.1007/978-3-319-48965-0
Library of Congress Control Number: 2016955512
LNCS Sublibrary: SL4 — Security and Cryptology

© Springer International Publishing AG 2016

This work is subject to copyright. All rights are reserved by the Publisher, whether the whole or part of the
material is concerned, specifically the rights of translation, reprinting, reuse of illustrations, recitation,
broadcasting, reproduction on microfilms or in any other physical way, and transmission or information
storage and retrieval, electronic adaptation, computer software, or by similar or dissimilar methodology now
known or hereafter developed.

The use of general descriptive names, registered names, trademarks, service marks, etc. in this publication
does not imply, even in the absence of a specific statement, that such names are exempt from the relevant
protective laws and regulations and therefore free for general use.

The publisher, the authors and the editors are safe to assume that the advice and information in this book are
believed to be true and accurate at the date of publication. Neither the publisher nor the authors or the editors
give a warranty, express or implied, with respect to the material contained herein or for any errors or
omissions that may have been made.

Printed on acid-free paper
This Springer imprint is published by Springer Nature

The registered company is Springer International Publishing AG
The registered company address is: Gewerbestrasse 11, 6330 Cham, Switzerland



Preface

These proceedings contain the papers selected for presentation at the 15th International
Conference on Cryptology and Network Security (CANS 2016), held in Milan, Italy,
on November 14-16, 2016. The conference was held in cooperation with the Inter-
national Association of Cryptologic Research and focuses on technical aspects of
cryptology and of data, network, and computer security. These proceedings contain 30
full papers (with an acceptance rate of 25.86 %) and 18 short papers selected by the
Program Committee from 116 submissions. The proceedings also contain an extended
abstract for the 8 posters presented at the conference.

The many high-quality submissions made it easy to build a strong program but also
required rejecting good papers. Each submission was judged by at least three reviewers
and the whole selection process included about six weeks of reading and discussion in
the Program Committee.

The credit for the success of an event like CANS 2016 belongs to a number of
people, who devoted their time and energy to put together the conference and who
deserve acknowledgment. There is a long list of people who volunteered their time and
energy to organize the conference, and who deserve special thanks. We would like to
thank all the members of the Program Committee and all the external reviewers, for all
their hard work in evaluating all the papers during the summer. We are grateful to
CANS Steering Committee for their support. Thanks to Giovanni Livraga, for taking
care of publicity and chairing local organization. We are very grateful to the local
organizers for their support in the conference organization and logistics. We would like
to thank the keynote speakers for accepting our invitation to deliver a talk at the
conference.

Special thanks are due to the Universita degli Studi di Milano for its support and for
hosting the event, and to the Italian Association for Information Processing (AICA) for
support in the secretarial and registration process.

Last but certainly not least, our thanks go to all the authors who submitted papers
and posters and to all the conference’s attendees. We hope you find the program of
CANS 2016 interesting, stimulating, and inspiring for your future research.

November 2016 Sara Foresti
Pino Persiano
Pierangela Samarati
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