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Preface

It is our great pleasure to present the proceedings of the 5th Annual Privacy Forum
(APF), which took place in Vienna, Austria, during June 7–8, 2017, organized by the
European Union Agency for Network and Information Security, the European Com-
mission Directorate General for Communications Networks, Content and Technology,
and University of Vienna, as host. The oldest German-speaking university is looking
forward to the new challenges of the knowledge and network society, in particular to
the right to privacy for a free and democratic society. The General Data Protection
Regulation (GDPR) was published in the Official Journal on May 4, 2016, to enter into
force on May 25, 2018. On January 10, 2017, the Commission submitted the proposal
for the ePrivacy Regulation. The basic framework for the implementation of privacy in
electronic services is established but technological solutions and a viable implemen-
tation framework has to be further developed. Like last year, we focus on the imple-
mentation aspects of a sustainable future data protection framework. APF continues
striving to close the gap between research, policy, and industry in the field of privacy
and data protection. This includes presentations on privacy impact assessment, data
lifecycle, and privacy challenges of new technologies.

We received 41 submissions in response to our call for papers. Each paper was
peer-reviewed by at least four members of the international Program Committee (PC).
On the basis of significance, novelty, and scientific quality, we selected 12 full research
papers. Thus, this book presents 12 papers organized in three different chapters cor-
responding to the conference sessions.

The first chapter, “Data Protection Regulation,” discusses topics concerning big
genetic data, a privacy-preserving European identity ecosystem, the right to be for-
gotten and the re-use of privacy risk analysis. The second chapter, “Neutralization and
Anonymization,” discusses neutralization of threat actors, privacy by design data
exchange between CSIRTs, differential privacy, and database anonymization. Finally,
the third chapter, “Privacy Policies in Practice,” takes the user on board, discussing
privacy by design, privacy scores, privacy data management in health-care, and the
trade-offs between privacy and utility.

In addition, four panels were organized:

– “Privacy Regulation in a Global Context Considering New Challenges Like AI” –

to examine privacy-friendly solutions for a global market with big data analytics
allowing more personalized services

– “Towards a European Data Protection Certification Scheme” – to explore the state
of the art of certification mechanisms and data protection seals and marks

– “Practical Implementation of GDPR in Mobile Applications” – to discuss the
application of data protection obligations in the area of mobile applications

– “Lawful Interception and PETs” – to find practical solutions between privacy
enhancing tools and crime prevention.



We thank Springer for publishing the proceedings of APF2017 in the LNCS series.
APF 2017 would not have been possible without the commitment of many people

around the globe volunteering their competence and time. We would therefore like to
express our sincere thanks to the members of the PC – and to the authors who entrusted
us with their works. Many thanks also go to our sponsors, in particular Microsoft, and
to all conference attendees, who honored the work of the authors and presenters. Last
but not least, we would like to thank the Organizing Committee. Their excellent and
tireless efforts made this event possible.

July 2017 Erich Schweighofer
Herbert Leitold

Andreas Mitrakas
Kai Rannenberg

VI Preface



APF 2017

Annual Privacy Forum
Vienna, Austria, June 7–8, 2017

Organized by

European Union Agency for Network and Information Security (ENISA)
European Commission Directorate for Communications Networks,

Content and Technology (DG CONNECT)
University of Vienna



Organization

Program Committee

Luis Antunes University of Porto, Portugal
Bojana Bellamy CIPL, UK
Bettina Berendt KU Leuven, Belgium
Athena Bourka ENISA
Pompeu Casanovas Universitat Autònoma de Barcelona, Spain and La Trobe

University, Australia
Valentina Casola University of Naples Federico II, Italy
George Christou University of Warwick, UK
Fanny Coudert Centre for IT and IP Law (CiTiP), KU Leuven, Belgium
Malcolm Crompton Information Integrity Solutions Pty Ltd. and CSIRO,

Norway
José María De Fuentes Universidad Carlos III de Madrid, Spain
Paul de Hert LSTS, VUB Brussels, Belgium
Roberto Di Pietro Bell Labs, France
Josep Domingo-Ferrer Universitat Rovira i Virgili, Spain
Prokopios Drogkaris ENISA
Hannes Federrath University of Hamburg, Germany
Mathias Fischer University of Hamburg, Germany
Lorena González

Manzano
Universidad Carlos III de Madrid, Spain

Graham Greenleaf UNSW, Australia
Marit Hansen Unabhängiges Landeszentrum für Datenschutz

Schleswig-Holstein, Germany
Dominik Herrmann University of Hamburg, Germany
Marko Hölbl University of Maribor, Faculty of Electrical Engineering

and Computer Science, Slovenia
Walter Hötzendorfer Research Institute AG & Co KG, Vienna, Austria
Sokratis Katsikas Center for Cyber and Information Security, NTNU
Stefan Katzenbeisser TU Darmstadt, Germany
Dogan Kesdogan Universität Regensburg, Germany
Peter Kieseberg Kibosec GmbH, Austria
Els Kindt K.U. Leuven, ICRI, Belgium
Sabrina Kirrane Vienna University of Economics and Business, Austria
Dariusz Kloza Vrije Universitet Brussel, Belgium
Stefan Köpsell TU Dresden, Germany
Gwendal Le Grand CNIL, France
Daniel Le Métayer Inria, Université de Lyon, France
Herbert Leitold A-SIT, Austria



Fabio Martinelli IIT-CNR, Italy
Vashek Matyas Masaryk University and Red Hat Czech, Czech Republic
Chris Mitchell Royal Holloway, University of London, UK
Andreas Mitrakas ENISA
Gregory Neven IBM Research, Zurich, Switzerland
Sebastian Pape Goethe University Frankfurt, Germany
Peter Parycek Danube University Krems, Austria
Aljosa Pasic Atos, Spain
Hans-Juergen Pollirer Secur-Data Betriebsberatungs-GmbH, Austria
Joachim Posegga University of Passau, Germany
Charles Raab University of Edinburgh, UK
Kai Rannenberg Goethe University Frankfurt, Germany
Vincent Rijmen KU Leuven, Belgium
Heiko Roßnagel Fraunhofer IAO, Germany
Kazue Sako NEC, Japan
Peter Schartner Universität Klagenfurt, System Security Group, Germany
Ingrid

Schaumueller-Bichl
University of Applied Sciences Upper Austria, Austria

Stefan Schiffner ENISA
Erich Schweighofer University of Vienna, Austria
Jetzabel Serna Goethe University Frankfurt, Germany
Florian Skopik AIT Austrian Institute of Technology, Austria
Christoph Sorge Saarland University, Germany
Morton Swimmer Trend Micro, Inc., Germany
Christof Tschohl Research Institute AG & Co KG, Vienna, Austria
Patrick Van Eecke University of Antwerp, Belgium
Jozef Vyskoc VaF, Slovakia
Edgar Weippl SBA Research, Austria
Stefan Weiss Swiss Re, Switzerland
Diane Whitehouse IFIP working group 9.2 on social accountability and ICT,

Austria/UK
Bernhard C. Witt it.sec GmbH & Co. KG, Germany
Harald Zwingelberg Unabhängiges Landeszentrum für Datenschutz

Schleswig-Holstein, Germany

General Co-chairs

Erich Schweighofer University of Vienna, Austria
Kai Rannenberg Goethe University Frankfurt, Germany

Program Co-chairs

Erich Schweighofer University of Vienna, Austria
Herbert Leitold A-SIT, Graz, Austria
Andreas Mitrakas ENISA
Kai Rannenberg Goethe University Frankfurt, Germany

X Organization



Additional Reviewers

Christian Burkert University of Hamburg, Germany
Maximilian Blochberger University of Hamburg, Germany
Nicolas Fähnrich Fraunhofer IAO, Germany
Ioannis Fragkiadakis University of Piraeus, Greece
Majid Hatamian University of Frankfurt, Germany
Katharina Issel Universität Regensburg, Germany
Alina Khayretdinova Fraunhofer IAO, Germany
Marek Klein University of Passau, Germany
Sergio Martinez Universitat Rovira i Virgili, Spain
Alexander Marsalek IAIK, TU Graz, Austria
Sara Ricci Universitat Rovira i Virgili, Spain
Erik Sy University of Hamburg, Germany
Carles Angles-Tafalla Universitat Rovira i Virgili, Spain
Stephanie Weinhardt Fraunhofer IAO, Germany

Sponsors and Organizers

Organization XI



XII Organization



Contents

Data Protection Regulation

The GDPR and Big Data: Leading the Way for Big Genetic Data? . . . . . . . . 3
Kärt Pormeister

Towards a Privacy-Preserving Reliable European Identity Ecosystem. . . . . . . 19
Jorge Bernal Bernabe, Antonio Skarmeta, Nicolás Notario,
Julien Bringer, and Martin David

Forget Me, Forget Me Not - Redefining the Boundaries of the Right
to Be Forgotten to Address Current Problems and Areas of Criticism . . . . . . 34

Beata Sobkow

A Refinement Approach for the Reuse of Privacy Risk Analysis Results . . . . 52
Sourya Joyee De and Daniel Le Métayer

Neutralisation and Anonymization

A Gamified Approach to Explore Techniques of Neutralization of Threat
Actors in Cybercrime. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 87

Andreas Rieb, Tamara Gurschler, and Ulrike Lechner

Privacy by Design Data Exchange Between CSIRTs . . . . . . . . . . . . . . . . . . 104
Erich Schweighofer, Vinzenz Heussler, and Peter Kieseberg

Mr X vs. Mr Y: The Emergence of Externalities in Differential Privacy. . . . . 120
Maurizio Naldi and Giuseppe D’Acquisto

Diffix: High-Utility Database Anonymization . . . . . . . . . . . . . . . . . . . . . . . 141
Paul Francis, Sebastian Probst Eide, and Reinhard Munz

Privacy Policies in Practice

Towards a Principled Approach for Engineering Privacy by Design. . . . . . . . 161
Majed Alshammari and Andrew Simpson

PrivacyScore: Improving Privacy and Security via Crowd-Sourced
Benchmarks of Websites . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 178

Max Maass, Pascal Wichmann, Henning Pridöhl,
and Dominik Herrmann

http://dx.doi.org/10.1007/978-3-319-67280-9_1
http://dx.doi.org/10.1007/978-3-319-67280-9_2
http://dx.doi.org/10.1007/978-3-319-67280-9_3
http://dx.doi.org/10.1007/978-3-319-67280-9_3
http://dx.doi.org/10.1007/978-3-319-67280-9_4
http://dx.doi.org/10.1007/978-3-319-67280-9_5
http://dx.doi.org/10.1007/978-3-319-67280-9_5
http://dx.doi.org/10.1007/978-3-319-67280-9_6
http://dx.doi.org/10.1007/978-3-319-67280-9_7
http://dx.doi.org/10.1007/978-3-319-67280-9_8
http://dx.doi.org/10.1007/978-3-319-67280-9_9
http://dx.doi.org/10.1007/978-3-319-67280-9_10
http://dx.doi.org/10.1007/978-3-319-67280-9_10


Privacy Data Management and Awareness for Public Administrations:
A Case Study from the Healthcare Domain . . . . . . . . . . . . . . . . . . . . . . . . 192

Vasiliki Diamantopoulou, Konstantinos Angelopoulos, Julian Flake,
Andrea Praitano, José Francisco Ruiz, Jan Jürjens, Michalis Pavlidis,
Dimitri Bonutto, Andrès Castillo Sanz, Haralambos Mouratidis,
Javier García Robles, and Alberto Eugenio Tozzi

Better Data Protection by Design Through Multicriteria Decision Making:
On False Tradeoffs Between Privacy and Utility . . . . . . . . . . . . . . . . . . . . . 210

Bettina Berendt

Author Index . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 231

XIV Contents

http://dx.doi.org/10.1007/978-3-319-67280-9_11
http://dx.doi.org/10.1007/978-3-319-67280-9_11
http://dx.doi.org/10.1007/978-3-319-67280-9_12
http://dx.doi.org/10.1007/978-3-319-67280-9_12

	Preface
	APF 2017 Annual Privacy Forum Vienna, Austria, June 7–8, 2017
	Organization
	Contents



