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Preface

This volume contains the papers presented at NordSec 2017, the 22nd Nordic Con-
ference on Secure IT Systems. The conference was held during November 8–10, 2017,
in Tartu, Estonia.

The NordSec conferences started in 1996 with the aim of bringing together
researchers and practitioners in computer security in the Nordic countries, thereby
establishing a forum for discussions and cooperation between universities, industry,
and computer societies. NordSec addresses a broad range of topics within IT security
and privacy and over the years it has developed into an international conference that
takes place in the Nordic countries. NordSec is currently a key meeting venue for
Nordic university teachers and students with research interests in information security
and privacy.

NordSec 2017 received 42 submissions, with all valid submissions receiving three
reviews by the Program Committee (PC). After the reviewing phase, 18 papers were
accepted for publication and are all included in these proceedings. Furthermore, we had
a poster session that encouraged discussions and brainstorming on current topics of
information security and privacy.

We were honored to have had three brilliant invited speakers with talks on current
topics in information security focusing on machine learning, blockchains, and verifi-
able computation. More precisely, Dr. Ananth Raghunathan from Google gave a talk
on “Security and Privacy Challenges in Machine Learning,” Prof. Aggelos Kiayias
from the University of Edinburgh gave a talk on “Proof of Stake Blockchain Proto-
cols,” and Dr. Dario Fiore from IMDEA Software Institute gave a talk on “Homo-
morphic Authentication for Computing Securely on Untrusted Machines.”

We sincerely thank everyone involved in making this year’s instance a success
including but not limited to: the authors who submitted their papers, the presenters who
contributed to the NordSec program, and the PC members and the additional reviewers
for their thorough and very helpful reviews. Last but not least, we sincerely thank the
Cybernetica AS company for the support given to the NordSec 2017 conference.

November 2017 Helger Lipmaa
Aikaterini Mitrokotsa

Raimundas Matulevičius
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Homomorphic Authentication for Computing
Securely on Untrusted Machines

Dario Fiore

IMDEA Software Institute, Madrid, Spain
dario.fiore@imdea.org

Abstract. Due to phenomena like the ubiquity of the Internet and cloud com-
puting, it is increasingly common to store and process data on third-party
machines. In spite of its attractive aspects, this trend raises a number of security
concerns, including: how to ensure that the results computed by third parties are
correct (integrity) and no unauthorized information is leaked (privacy)? This talk
focuses on cryptographic solutions for integrity, and more specifically on the
notion of homomorphic authentication. It presents this notion, gives an overview
of the state of the art in this area, and covers some of the recent efficient
constructions.

Introduction

Due to phenomena like the ubiquity of the Internet and cloud computing, it is
increasingly common to store and process data on third-party machines. While this
computing trend is undoubtedly successful for its attractive features, it also raises a
number of security concerns, such as:

How to ensure that the results computed by third parties are correct (integrity) and no
unauthorized information is leaked (privacy)?

Recent work in cryptography has shown a variety of new cryptographic means for
protecting information processed on third-party, untrusted machines. For example, it is
widely known that fully homomorphic encryption [6] can solve privacy by allowing
one to compute on data that is encrypted. Here, we analyze the problem of guaranteeing
the authenticity of data during computation, and more specifically we focus on the
notion of homomorphic authentication.

Homomorphic Authenticators. Akin to standard authentication mechanisms (e.g.,
digital signatures or message authentication codes), homomorphic authenticators
(HAs) allow a user Alice to authenticate a collection of data items x1, …, xn using her
secret key. The distinguishing feature of HAs is that an untrusted party, without the
need of any secret, can use the authenticators on x1, …, xn to generate a value rP;y that
vouches for the correctness of y ¼ Pðx1; . . .; xnÞ. Finally, a user Bob who is given the
tuple ðP; y;rP;yÞ and Alice’s verification key can verify the authenticity of y as output
of the program P executed on data authenticated by Alice. In other words, Bob can



verify that the server did not tamper with the computation’s result and that it used the
very same data authenticated by Alice. Alice’s verification key can be either secret or
public. In the former case, this primitive is known as homomorphic MACs, while in the
latter case it is known as homomorphic signatures.

In terms of security, HAs must be unforgeable. Intuitively, this means that an
adversary must not be able to forge a valid authenticator on an incorrect computation’s
result y� 6¼ Pðx1; . . .; xnÞ. In addition to security, HAs are interesting because of two
additional properties. The first one is succinctness, which says that the authenticators
remain short, i.e., much shorter than P’s input size: this means that one can convince
Bob about the correctness of a program executed on a huge amount of data by sending
him only a very short piece of information. The second interesting property is com-
posability, which says that derived authenticators can be used further as inputs to new
computations: this means that one can, for example, distribute different subtasks to
several untrusted workers, ask each of them to produce a proof of its local task, and use
these proofs to create another single proof for the final job (as in the MapReduce
approach).

Thanks to these properties, homomorphic authenticators can provide a nice and
elegant solution to the problem of ensuring authenticity and integrity of data during
computation.

A glance at the state of the art.1 The notion of homomorphic authentication was first
introduced by Desmedt [4] and later reconsidered more formally by Johnson et al. [8].
A more formal definition, as the one depicted above, came only more recently starting
with the works of Boneh et al. [1, 2]. Since then, research was mainly devoted towards
two fundamental goals: (i) to broaden the class of functionalities that can be computed
homomorphically, and (ii) to obtain efficient instantiations. With respect to (i), research
has gone far up to the notable result of Gorbunov, Vaikuntanathan and Wichs who
showed a scheme that supports boolean circuits of bounded polynomial depth [7]. Yet,
the existence of truly fully homomorphic schemes remain an open problem. As far as
(ii) is concerned, the problem is less settled as practically efficient instantiations
essentially are confined to schemes supporting linear functions. The situation is slightly
better in the symmetric-key setting: a fully homomorphic MAC that can deal with all
circuits was proposed by Gennaro and Wichs [5] based on FHE, and a simpler, more
efficient homomorphic MAC supporting only NC1 circuits has been shown by
Catalano and Fiore [3] based on pseudorandom functions.

Talk Overview. This talk begins with an introduction to the notion of homomorphic
authentication and an overview of the state of the art. Next, it covers some recent
constructions, and finally concludes by discussing some of the main open problems in
this research area.

1 This is not meant to be an exhaustive analysis; we only mention a selection of milestones in the area.

XII D. Fiore
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Security and Privacy Challenges
in Machine Learning

Ananth Raghunathan

Google, Mountain View, CA, USA
pseudorandom@google.com

Abstract. This talk covers many of the security and privacy issues raised by the
recent advances in machine learning. In particular, I’ll present recent results in
protecting the privacy of sensitive training data, and recent attacks enabled by
semi-supervised learning and knowledge transfer.



Proof of Stake Blockchain Protocols

Aggelos Kiayias

University of Edinburgh, Edinburgh, UK
akiayias@inf.ed.ac.uk

Abstract. In this talk I will cover recent developments in the design of block-
chain protocols focusing on proof of stake based solutions. The talk will
overview design challenges and analysis approaches, from both a security and a
high performance perspective.
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