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Preface

ASIACRYPT 2017, the 23rd Annual International Conference on Theory and Appli-
cation of Cryptology and Information Security, was held in Hong Kong, SAR China,
during December 3-7, 2017.

The conference focused on all technical aspects of cryptology, and was sponsored
by the International Association for Cryptologic Research (IACR).

ASIACRYPT 2017 received 243 submissions from all over the world. The Program
Committee selected 67 papers (from which two were merged) for publication in the
proceedings of this conference. The review process was made by the usual
double-blind peer review by the Program Committee consisting of 48 leading experts
of the field. Each submission was reviewed by at least three reviewers, and five
reviewers were assigned to submissions co-authored by Program Committee members.
This year, the conference operated a two-round review system with rebuttal phase. In
the first-round review the Program Committee selected the 146 submissions that were
considered of value for proceeding to the second round. In the second-round review the
Program Committee further reviewed the submissions by taking into account their
rebuttal letter from the authors. All the selection process was assisted by 334 external
reviewers. These three-volume proceedings contain the revised versions of the papers
that were selected. The revised versions were not reviewed again and the authors are
responsible for their contents.

The program of ASIACRYPT 2017 featured three excellent invited talks. Dustin
Moody gave a talk entitled “The Ship Has Sailed: The NIST Post-Quantum Cryptog-
raphy ‘Competition’,” Wang Huaxiong spoke on “Combinatorics in Information-
Theoretic Cryptography,” and Pascal Paillier gave a third talk. The conference also
featured a traditional rump session that contained short presentations on the latest
research results of the field. The Program Committee selected the work “Identification
Protocols and Signature Schemes Based on Supersingular Isogeny Problems” by
Steven D. Galbraith, Christophe Petit, and Javier Silva for the Best Paper Award of
ASIACRYPT 2017. Two more papers, “Kummer for Genus One over Prime Order
Fields” by Sabyasachi Karati and Palash Sarkar, and “A Subversion-Resistant SNARK”
by Behzad Abdolmaleki, Karim Baghery, Helger Lipmaa, and Michat Zajac were
solicited to submit the full versions to the Journal of Cryptology. The program chairs
selected Takahiro Matsuda and Bart Mennink for the Best PC Member Award.

Many people have contributed to the success of ASTACRYPT 2017. We would like
to thank the authors for submitting their research results to the conference. We are very
grateful to all of the Program Committee members as well as the external reviewers for
their fruitful comments and discussions on their areas of expertise. We are greatly
indebted to Duncan Wong and Siu Ming Yiu, the general co-chairs, for their efforts and
overall organization. We would also like to thank Allen Au, Catherine Chan,
Sherman S.M. Chow, Lucas Hui, Zoe Jiang, Xuan Wang, and Jun Zhang, the local



VI Preface

Organizing Committee, for their continuous supports. We thank Duncan Wong and Siu
Ming Yiu for expertly organizing and chairing the rump session.

Finally, we thank Shai Halevi for letting us use his nice software for supporting all
the paper submission and review process. We also thank Alfred Hofmann, Anna
Kramer, and their colleagues for handling the editorial process of the proceedings
published at Springer LNCS.

December 2017 Tsuyoshi Takagi
Thomas Peyrin
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The Ship Has Sailed: the NIST Post-quantum
Cryptography “Competition”

Dustin Moody

Computer Security Division, National Institute of Standards and Technology

Abstract. In recent years, there has been a substantial amount of research on
quantum computers — machines that exploit quantum mechanical phenomena to
solve mathematical problems that are difficult or intractable for conventional
computers. If large-scale quantum computers are ever built, they will compro-
mise the security of many commonly used cryptographic algorithms. In par-
ticular, quantum computers would completely break many public-key
cryptosystems, including those standardized by NIST and other standards
organizations.

Due to this concern, many researchers have begun to investigate post-
quantum cryptography (also called quantum-resistant cryptography). The goal
of this research is to develop cryptographic algorithms that would be secure
against both quantum and classical computers, and can interoperate with
existing communications protocols and networks. A significant effort will be
required to develop, standardize, and deploy new post-quantum algorithms. In
addition, this transition needs to take place well before any large-scale quantum
computers are built, so that any information that is later compromised by
quantum cryptanalysis is no longer sensitive when that compromise occurs.

NIST has taken several steps in response to this potential threat. In 2015,
NIST held a public workshop and later published NISTIR 8105, Report on
Post-Quantum Cryptography, which shares NIST’s understanding of the status
of quantum computing and post-quantum cryptography. NIST also decided to
develop additional public-key cryptographic algorithms through a public stan-
dardization process, similar to the development processes for the hash function
SHA-3 and the Advanced Encryption Standard (AES). To begin the process,
NIST issued a detailed set of minimum acceptability requirements, submission
requirements, and evaluation criteria for candidate algorithms, available at http:/
www.nist.gov/pqcrypto. The deadline for algorithms to be submitted was
November 30, 2017.

In this talk, I will share the rationale on the major decisions NIST has made,
such as excluding hybrid and (stateful) hash-based signature schemes. I will also
talk about some open research questions and their potential impact on the
standardization effort, in addition to some of the practical issues that arose while
creating the APIL Finally, I will give some preliminary information about the
submitted algorithms, and discuss what we’ve learned during the first part of the
standardization process.


http://www.nist.gov/pqcrypto
http://www.nist.gov/pqcrypto

Combinatorics in Information-Theoretic
Cryptography

Huaxiong Wang

School of Physical and Mathematical Sciences,
Nanyang Technological University, Singapore
hxwang@ntu.edu.sg

Abstract. Information-theoretic cryptography is an area that studies crypto-
graphic functionalities whose security does not rely on hardness assumptions
from computational intractability of mathematical problems. It covers a wide
range of cryptographic research topics such as one-time pad, authentication
code, secret sharing schemes, secure multiparty computation, private informa-
tion retrieval and post-quantum security etc., just to mention a few. Moreover,
many areas in complexity-based cryptography are well known to benefit or stem
from information-theoretic methods. On the other hand, combinatorics has been
playing an active role in cryptography, for example, the hardness of Hamiltonian
cycle existence in graph theory is used to design zero-knowledge proofs. In this
talk, I will focus on the connections between combinatorics and information-
theoretic cryptography. After a brief (incomplete) overview on their various
connections, I will present a few concrete examples to illustrate how combi-
natorial objects and techniques are applied to the constructions and characteri-
zations of information-theoretic schemes. Specifically, I will show

1. how perfect hash families and cover-free families lead to better performance
in certain secret sharing schemes;

2. how graph colouring from planar graphs is used in constructing secure
multiparty computation protocols over non-abelian groups;

3. how regular intersecting families are applied to the constructions of private
information retrieval schemes.

Part of this research was funded by Singapore Ministry of Education under Research Grant
MOE2016-T2-2-014(S).
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