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Preface

Smart grid is a promising upgrade of the traditional power grid. It provides
advanced cooperation among the involved parties in the grid, such as electricity
consumers, utility companies, electric vehicles (EVs), and distributed generators
(DGs). Although smart grid can improve the electricity generation and distribution,
and customers’ services by utilizing various types of wired/wireless communication
networks to exchange information among different parties in the power grid, it will
be vulnerable to cyber-attacks from communication networks. Therefore, security
and privacy concerns are significant challenges in smart grid.

In this brief, we first present the smart grid technology and its main com-
munication networks: the customer-side networks, which communicate electricity
customers and utility companies via various networks, i.e., home area networks
(HANs), neighbor area networks (NANs), and wide area networks (WANs). The
second network is the communication between EVs and grid to charge/discharge
the vehicles’ batteries via vehicle-to-grid (V2G) connection. The last network is the
grid’s connection with measurements units that spread all over the grid to monitor its
status and send periodic reports to the main control center (CC) for state estimation
and bad data detection purposes. We then discuss the major security threats for
smart grid and propose the corresponding security and privacy-preserving schemes.
For customer-side networks, two lightweight lattice-based security and privacy-
preserving schemes are introduced: the first scheme is based on forecasting the
future electricity demands for a cluster of residential units, while the second solution
utilizes homomorphic aggregation to aggregate household appliances’ readings.
For the V2G connection, a lightweight secure and privacy-preserving scheme is
presented, in which the power grid guarantees its financial profits and at the
same time prevents EVs from acting maliciously. Finally, a protection technique is
presented to resist the severe false data injection (FDI) attacks, which insert fake grid
status measurements among the correct readings to mislead the CC to make wrong
decisions and consequently threaten the smart grid’s efficiency and reliability.
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Waterloo, ON, Canada Xuemin Shen
April 2018
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