Lecture Notes in Computer Science

Commenced Publication in 1973
Founding and Former Series Editors:
Gerhard Goos, Juris Hartmanis, and Jan van Leeuwen

Editorial Board

David Hutchison

Lancaster University, Lancaster, UK
Takeo Kanade

Carnegie Mellon University, Pittsburgh, PA, USA
Josef Kittler

University of Surrey, Guildford, UK
Jon M. Kleinberg

Cornell University, Ithaca, NY, USA
Friedemann Mattern

ETH Zurich, Zurich, Switzerland
John C. Mitchell

Stanford University, Stanford, CA, USA
Moni Naor

Weizmann Institute of Science, Rehovot, Israel
C. Pandu Rangan

Indian Institute of Technology Madras, Chennai, India
Bernhard Steffen

TU Dortmund University, Dortmund, Germany
Demetri Terzopoulos

University of California, Los Angeles, CA, USA
Doug Tygar

University of California, Berkeley, CA, USA
Gerhard Weikum

Max Planck Institute for Informatics, Saarbriicken, Germany

11093



More information about this series at http://www.springer.com/series/7408


http://www.springer.com/series/7408

Barbara Gallina - Amund Skavhaug
Friedemann Bitsch (Eds.)

Computer Safety,
Reliability, and Security

37th International Conference, SAFECOMP 2018
Visterds, Sweden, September 19-21, 2018
Proceedings

@ Springer



Editors

Barbara Gallina Friedemann Bitsch
Mailardalen University Thales Deutschland GmbH
Visteras Ditzingen

Sweden Germany

Amund Skavhaug
Norwegian University of Science
and Technology

Trondheim

Norway

ISSN 0302-9743 ISSN 1611-3349 (electronic)
Lecture Notes in Computer Science

ISBN 978-3-319-99129-0 ISBN 978-3-319-99130-6  (eBook)

https://doi.org/10.1007/978-3-319-99130-6
Library of Congress Control Number: 2018950937
LNCS Sublibrary: SL2 — Programming and Software Engineering

© Springer Nature Switzerland AG 2018

This work is subject to copyright. All rights are reserved by the Publisher, whether the whole or part of the
material is concerned, specifically the rights of translation, reprinting, reuse of illustrations, recitation,
broadcasting, reproduction on microfilms or in any other physical way, and transmission or information
storage and retrieval, electronic adaptation, computer software, or by similar or dissimilar methodology now
known or hereafter developed.

The use of general descriptive names, registered names, trademarks, service marks, etc. in this publication
does not imply, even in the absence of a specific statement, that such names are exempt from the relevant
protective laws and regulations and therefore free for general use.

The publisher, the authors and the editors are safe to assume that the advice and information in this book are
believed to be true and accurate at the date of publication. Neither the publisher nor the authors or the editors
give a warranty, express or implied, with respect to the material contained herein or for any errors or
omissions that may have been made. The publisher remains neutral with regard to jurisdictional claims in
published maps and institutional affiliations.

This Springer imprint is published by the registered company Springer Nature Switzerland AG
The registered company address is: Gewerbestrasse 11, 6330 Cham, Switzerland


http://orcid.org/0000-0002-6952-1053
http://orcid.org/0000-0001-6152-4121

Preface

This volume contains the proceedings of the 37th International Conference on Com-
puter Safety, Reliability and Security (SAFECOMP 2018) held during September
19-21, 2018, in Visteras, Sweden. Since 1979, when the conference was established
by the European Workshop on Industrial Computer Systems, Technical Committee 7
on Reliability, Safety and Security (EWICS TC?7), it has contributed to the state of the
art through knowledge dissemination and discussions of important aspects of computer
systems of our everyday life. With the proliferation of embedded systems, the
omnipresence of the Internet of Things, and the commodity of advanced real-time
control systems, our dependence on safe and correct behavior is increasing. Currently,
we are witnessing the beginning of the area of truly autonomous systems, perhaps with
driverless cars as the most well-known example to the non-specialist, where the safety
and correctness of their computer systems are already being discussed in the mainstream
media. In this context, it is clear that the relevance of the SAFECOMP conference series
is increasing.

The international Program Committee (PC), consisting of 56 members from 15
countries, received 63 papers from 24 nations. Of these, 20 papers were selected to be
presented at the conference resulting in an acceptance rate of 31.7%. The review
process was thorough with at least three reviewers, which ensured independency, and
20 of these reviewers met in person in Munich, Germany in April 2018 for the final
discussion and selection. Our warm thanks go to reviewers who offered their time and
competence in the PC work. We are grateful for the support we received from the PC
member Mario Trapp, Fraunhofer ESK, who generously hosted the PC meeting.

The conference featured three keynotes: “Software Engineering for Safety in
Molecular Programmed Systems” by Robyn Lutz, Professor of Computer Science at
Iowa State University; “Reviews?! We Do That! Cross-Domain Reuse of Engineering
Knowledge and Evidence” by Uma Ferrell, Software and Airborne Electronic Hard-
ware Designated Engineering Representative for the US Federal Aviation Adminis-
tration; “Experiences from the Industry, Design and Application of a Control System
Platform for Safety of Machinery” by Richard Hendeberg, Specialist in Functional
Safety at Epiroc Rock Drills AB.

As in the previous years, the conference was organized as a single-track conference,
allowing intensive networking during breaks and social events, and participation in all
presentations and discussions. The conference also included a fast abstracts session,
giving the opportunity for new ideas and work in progress to bloom in a fertile soil. The
Fast Abstracts proceedings are published in the HAL repository.

Finally, the conference also included a panel session, focusing on stimulating an
interactive discussion with the audience around the main theme of SAFECOMP 2018,
i.e., “Cross- and Intra-Domain Reuse of Engineering and Certification Artefacts:
Challenges and Opportunities.”



VI Preface

As has been the tradition for many years, the day before the main track of the
conference was dedicated to five regular workshops: DECSoS, ASSURE, SASSUR,
STRIVE, WAISE. Papers from these workshops are published in a separate LNCS
volume (11094).

We would like to express our gratitude to the many people who helped with the
preparations and running of the conference, especially Friedemann Bitsch as publica-
tion chair, Erwin Schoitsch as workshop chair, Jérémie Guiochet as fast abstracts chair,
Alexander Romanovsky as publicity chair, and not to be forgotten the local organi-
zation and support staff, Irfan Sljivo, Lena Jonsson, Martina Pettersson, Elena Rivani,
Linda Claesson, and Gunnar Widforss.

For its support, we wish to thank Milardalen University, represented by the School
of Innovation, Design, and Engineering and, more specifically, by the research group
Certifiable Evidences and Justification Engineering. We also wish to thank all other
supporting institutions.

Without the support from the EWICS TC7 headed by Francesca Saglietti, this event
could not have happened. We wish the EWICS TC7 organization continued success,
and we are looking forward to being part of this in the future.

Finally, the most important people to whom we want to express our gratitude are the
authors and participants. Your dedication, effort, and knowledge are the foundation
of the scientific progress. We hope you had fruitful discussions, gained new insights,
and had a memorable time in Visterds.

September 2018 Barbara Gallina
Amund Skavhaug
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Software Engineering for Safety
in Programmed Molecular Systems

Robyn R. Lutz

Iowa State University, Ames, IA 50011, USA
rlutz@iastate.edu

Abstract. Molecular programming uses the computational power of DNA and
other biomolecules to create nanoscale systems. Many of these envisioned
nano-systems are safety-critical, such as diagnostic biosensors that detect con-
taminants, drug capsules that dispense medicine when they encounter diseased
cells, and configurable nano-robots. Challenges to the safety engineering of the
nano-systems include their probabilistic behavior, their very small size, the very
large number of them that execute at once, and the dynamic environment in
which they operate. Designs need to assure safe outcomes from highly
fault-prone devices, hampered by the difficulty of defining the limits of their safe
operation.

I organize the talk around our interdisciplinary team’s development of an
essential safety building block for programmed molecular systems — an
embeddable, reusable, molecular Runtime Fault Detector. I describe how we
harnessed goal-oriented requirements and risk analyses, reaction network
modeling, and probabilistic model checking to specify, analyze, and verify the
safety requirements and design for this new nano-system. Finally, I suggest that
a similar approach also may be helpful in the safety engineering of
non-molecular systems composed of highly distributed, autonomous,
fault-prone components operating in dynamic environments.

Keywords: Software safety - Molecular programming - Software engineering
Chemical reaction networks

Acknowledgments. This research was supported in part by National Science Foun-
dation Grant 1545028.



Reviews?! We do that! Cross-Domain Reuse
of Engineering Knowledge and Evidence

Uma Ferrell

MITRE Corporation, 7515 Colshire Drive, McLean VA 22102, USA

Abstract. Both industry and certification authorities have reason to be excited
about the benefits and opportunities of reusing and building products for more
than one domain such as aviation and automobiles. Cross-domain reuse in an
increasingly complex world can inject novel technologies to conventional
domains to increase safety. Such opportunities come with social and ethical
responsibilities for the safe use of a product in the target environment, not just
whether the product and evidence are acceptable to certification authorities. The
evidence may be wrongly presented based only on the equivalency in the use of
expected language in pertinent standards. The evidence should be based on the
actual accomplishments met and whether those accomplishments are applicable
towards design assurance and safety in the target domain and environment.
Cross-domain reuse has many considerations. This talk is focused only on safety
and security. Obviously, consideration of reuse must include functionality, use
of standards in that domain, and certification concerns. All these considerations
have undercurrents of safety as well as security. Let us focus further on three
topics:

e Derivation of risk: Derivation of risk depends on the target domain and the
human/system use of the product. Also, the acceptable level of risk tolerance
is inherently different in different domains. Aviation is one of the few domains
where safety risk tolerance is codified. As stewards of safety in this society,
we need to be aware of the real idea behind certification, and promulgate a
safety culture to take responsibility for safe cross-domain use of the product
throughout the product life.

e Appropriate use of evidence: While acceptability for certification is
important, the knowledge and evidence for why a product is acceptable is
even more important. Evidence may have been produced in a previous
domain that appears to be usable in a target domain. Only the basis for that
evidence may have a different interpretation and implication in the target
domain because the terminology for even simple terms such as “reviews” may
not have the same meaning in different domains. Further, the same func-
tionality may be used in diverse ways in the two domains.

e Importance of systems engineering: There are certainly considerations that
may be codified and delegated to checklists. But blind use of checklists makes
a poor substitute for domain knowledge and engineering. Cross-domain use
does not just mean that one could deploy a product. Continued safe use of the
product in the target domain has specific implications for maintenance of the
product as well as maintenance of the system of which the product is just one
component. For example, an electro-mechanical system may need adjustments



Reviews?! We do that! Cross-Domain Reuse of Engineering

to maintenance cycles depending on the characteristics of the component
commanding the mechanical actions. In general, we must make sure that
component engineering is within the context of system safety and security.

Opportunities of cross-domain reuse indeed come with responsibilities to
understand, analyze, and engineer the product. Appropriate reuse considered in
the system context can be a powerful tool to introduce newer technologies to
solve complex problems.

XVl



Experiences from the Industry, Design
and Application of a Control System Platform
for Safety of Machinery

Richard Hendeberg

Epiroc Rock Drills AB, Orebro, Sweden
richard.hendeberg@epiroc.com

Abstract. Epiroc Rock Drills AB is a global manufacturer of mining and
construction machinery. These highly automated machines operates in an
incredibly harsh environment where reliability and availability is paramount. In
this talk, the focus is on Epiroc’s control systems platform and work with safety
of machinery. How a modular design, componentization of software and stan-
dardization on hardware modules has led to an efficient reuse of engineering
efforts and an automation platform, which is used throughout Epiroc’s entire
range of machinery. In this talk, it is also given an overview of Epiroc’s journey
with safety of control systems, leading up to the integration of safety functions
into the existing control system platform. The challenges of designing safety
functions for a harsh environment and why availability of the machine might be
as important for the safety of the operator as the reliability of the safety function.

Keywords: Mining machinery - Construction machinery - Safety of machinery
Hardware component reuse
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