Lattice-Based Threshold-Changeability for
Standard Shamir Secret-Sharing Schemes

Ron Steinfeld, Huaxiong Wang, and Josef Pieprzyk

Dept. of Computing, Macquarie University, North Ryde, Australia
{rons, hwang, josef}@ics.mq.edu.au
http://www.ics.mq.edu.au/acac/

Abstract. We consider the problem of increasing the threshold param-
eter of a secret-sharing scheme after the setup (share distribution) phase,
without further communication between the dealer and the sharehold-
ers. Previous solutions to this problem require one to start off with a
non-standard scheme designed specifically for this purpose, or to have
communication between shareholders. In contrast, we show how to in-
crease the threshold parameter of the standard Shamir secret-sharing
scheme without communication between the shareholders. Our technique
can thus be applied to existing Shamir schemes even if they were set up
without consideration to future threshold increases.

Our method is a new positive cryptographic application for lattice
reduction algorithms, inspired by recent work on lattice-based list decod-
ing of Reed-Solomon codes with noise bounded in the Lee norm. We use
fundamental results from the theory of lattices (Geometry of Numbers)
to prove quantitative statements about the information-theoretic secu-
rity of our construction. These lattice-based security proof techniques
may be of independent interest.

Keywords: Shamir secret-sharing, changeable threshold, lattice reduc-
tion, geometry of numbers.

1 Introduction

Background. A (t,n)-threshold secret-sharing scheme is a fundamental crypto-
graphic scheme, which allows a dealer owning a secret to distribute this secret
among a group of n shareholders in such a way that any ¢ shareholders can
reconstruct the secret, but no subset of less than ¢ shareholders can gain infor-
mation on the secret. Classical constructions for (¢,n) secret-sharing schemes
include the polynomial-based Shamir scheme [I8] and the integer-based Chinese
Remainder Theorem (CRT) scheme [2].

A common application for (t,n) secret-sharing schemes is for achieving ro-
bustness of distributed security systems. A distributed system is called robust
if system security is maintained even against an attacker who manages to break
into/eavesdrop up to a certain number of components of the distributed system.
For example, access control to a system can be enforced using a secret shared
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among n system servers using a (¢,n)-threshold secret-sharing scheme, while
maintaining security if less than t servers are compromised. In such applica-
tions, the threshold parameter ¢ must be determined by a security policy, based
on an assessment which is a compromise between the value of the protected sys-
tem and attacker capabilities on the one hand (which require as high a threshold
as possible) and user convenience and cost on the other hand (which require as
low a threshold as possible). In many settings, the system value and attacker
capabilities are likely to change over time, thus requiring the security policy
and hence threshold parameter ¢t to vary over time. In particular, an increase
in system value or attacker capabilities after the initial setup with a relatively
low threshold parameter ¢, will require an increase in the threshold parameter
to a higher value ¢’ > . The longer the lifetime of the system, the more likely
that such a change will be needed. Note that we assume that shareholders will
cooperate honestly in making the transition to the larger threshold ¢’ > ¢, since
the attacker in our setting is an outsider.

Previous Solutions. A trivial solution to the problem of increasing the threshold
parameter of a (t,n)-threshold secret-sharing scheme to ¢’ > ¢ is for the share-
holders to discard their old shares and for the dealer to distribute new shares of
a (t',n) secret-sharing scheme to all shareholders. However, this solution is not
very attractive, since it requires the dealer to be involved after the setup stage
and moreover requires communication between the dealer and each shareholder
(such communication may be difficult to establish after the initial setup stage).

A much better solution would allow the threshold to be changed at any time
without any communication between the dealer and shareholders after the setup
stage. We say that such schemes allow dealer-free threshold changeability. A
trivial dealer-free threshold changeable scheme can be constructed as follows:
the dealer initially sets up n — t 4+ 1 threshold schemes for each possible future
threshold ¢ € {t,t +1,...,n}, and gives to each shareholder n — ¢ + 1 shares
of the secret. Namely, for each t' € {t,...,n}, the shareholder receives a share
of the secret for a (¢',n)-threshold scheme. Such a trivial scheme may not be
applicable because of the following drawbacks:

(1) Non-standard Initial Scheme: The dealer must plan ahead for future thresh-
old increases by initially setting up a non-standard (¢, n)-threshold scheme
designed specifically for threshold-changeability, whose shares consist of n —
t+1 shares corresponding to the n—t+1 underlying (¢, n)-threshold schemes.
Hence the trivial scheme cannot be applied to increase the threshold of ex-
isting standard Shamir (¢,n)-schemes which were not originally designed for
threshold changeability and in which each shareholder has only a single share
of one Shamir (¢,n)-scheme.

(2) Large Storage/Communication Requirements for Shareholders: Each share-
holder must receive and store n — ¢ + 1 shares, where each share is as long
as the secret (assuming that perfect security is desired). Hence the trivial
scheme cannot be applied when storage or communication costs for n —t+1
shares are prohibitive.
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Other ‘dealer-free’ solutions to the threshold increase problem have been
proposed in the literature (see related work below), but they all suffer from at
least one of the two drawbacks above, or they require communication between
the shareholders.

Our Contributions. In this paper, we present a new method for increasing the
threshold of the standard Shamir (¢, n)-threshold secret-sharing scheme[I8], which
does not have any of the drawbacks discussed above. In particular, and in con-
trast to previous solutions, our method does not require communication between
the dealer and shareholders after the initial setup stage nor between sharehold-
ers, and can be applied to existing Shamir schemes even if they were set up
without consideration to future threshold increase. Storage and communication
costs are the same as for the standard Shamir scheme.

The basic idea of our method is the following: to increase the threshold from
t to t' > t, the shareholders add an appropriate amount of random noise to
their shares (or delete a certain fraction of the bits of their share) to compute
subshares which contain partial information about (e.g. half the most-significant
bits of ) the original shares. Since the subshares contain only partial information
about the original shares, a set of ¢ subshares may no longer be sufficient to
reconstruct the secret uniquely, but if one observes a sufficiently larger number
t’ > t of subshares then one can expect the secret to be uniquely determined by
these t' subshares (e.g. if the subshares contain only half the information in the
original shares then one can expect that ¢’ = 2t subshares will uniquely determine
the secret. By replacing the share combiner algorithm of the original (¢,n)-
threshold secret-sharing with an appropriate ‘error-correction’ algorithm which
can uniquely recover the secret from any ¢’ subshares, we obtain the desired
threshold increase from ¢ to ', leaving the secret unchanged.

Our efficient ‘error-correction’ combiner algorithm for the Shamir secret-
sharing scheme is constructed using lattice basis reduction techniques. Thus,
our method is a new positive cryptographic application for lattice reduction
algorithms. Furthermore, we make use of fundamental tools from the theory
of lattices (Geometry of Numbers) to prove quantitative statements about the
information-theoretic security and correctness of our construction. These lattice-
based security proof techniques may be of independent interest.

Although our threshold-increase method does not yield a perfect (¥, n) secret-
sharing scheme, we obtain a useful result about the information-theoretic secu-
rity of our method, which we believe suffices for many applications. Roughly
speaking, we prove that for any desired € > 0, our method can be used to change
the threshold to ¢ > ¢ (meaning that any ¢’ subshares can be used to recover
the secret) such that any ¢5 < ¢ — (¢//t) observed subshares leak to the attacker
at most a fraction e of the entropy of the secret, where € can be made as small
as we wish by an appropriate choice of security parameter.

! We remark that this intuitive reasoning is not rigorous, and indeed there exist ex-
amples for which it is incorrect. However, our results show that it is approximately
true for the Shamir scheme.
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Interestingly, our lattice-based methods can be adapted also to change the
threshold of the standard integer-based Chinese Remainder Theorem (CRT)
secret-sharing scheme[2]. We provide full details of this result in a companion

paper [22].

Related Work. Several approaches to changing the parameters of a threshold
scheme in the absence of the dealer have been proposed in the literature. The
technique of secret redistribution [5l[16] involves communication among the share-
holders to ‘redistribute’ the secret with the a threshold parameter. Although this
technique can be applied to standard secret-sharing schemes, its disadvantage is
the need for secure channels for communication between shareholders. Methods
for changing threshold which do not require secure channels have been studied
in [AT4,I5 03], but they all require the initial secret-sharing scheme to be a
non-standard one, specially designed for threshold increase (as a simple example
of such a non-standard scheme, the dealer could provide each shareholder with
two shares of the secret: one share for a (¢,n) scheme and one share for a (¢, n)
scheme).

Our scheme uses a lattice-based ‘error-correction’ algorithm which is a slight
variant of an algorithm for ‘Noisy Polynomial Approximation’ with noise bounded
in the Lee norm [20]. This algorithm in turn is one of a large of body of recent
work on ‘list decoding’ of Reed-Solomon and Chinese Remainder codes [9,[19][6]
[2T]. We remark also that although the correctness proof of our scheme is based
on the work of [20], our security proof is new and the lattice-based techniques
used may be of independent interest.

Organization of This Paper. Section 2] presents notations, known results on lat-
tices, and a counting lemma that we use. In Section Bl we provide definitions
of changeable-threshold secret-sharing schemes and their correctness/security
notions. In Section ] we present the original Shamir (¢, n)-threshold secret shar-
ing scheme, and our threshold-changing algorithms to increase the threshold to
t’ > t. We then provide concrete proofs of the correctness and security proper-
ties of our scheme. Section [ concludes the paper. Due to page limitations, some
proofs have been omitted. They are included in the full version of this paper,
available on the authors” web page.

2 Preliminaries

2.1 Notation

Vectors and Polynomials. For a vector v € IR", we write v = (v[0],...,v[n—1]),
where, for ¢ = 0,...,n — 1, v[i] denotes the ith coordinate of v. Similarly for
a polynomial a(z) = a[0] + a[l]z + ... + a[t — 1]a'™!, we let a[i] denote the
coefficient of 2. For a ring R, we denote the set of all polynomial of degree at
most ¢ with coefficients in the ring R by R[x;t].

Lee and Infinity Norm. For a prime p and an integer z we denote Lee norm
of z modulo p as ||z||1,, = mingez |z — kp|. Similarly, for a vector v € Z", we
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define the Lee norm of v modulo p by (V| L, = maxo<i<n—1 ||V[i]||z,p. For a
vector z = (z1,...,2,) € IR", we denote the infinity norm of z by ||z|. =
maxi<;<n |2;|. For integers a and p, we denote a mod p by |a],. For real z we
define Int(z) = [z] — 1 as the largest integer strictly less than z.

Sets. For a set S, we denote by #5S the size of S. For any set S and integer n,
we denote by S™ the set of all n-tuples of elements from S and by D(S™) the
set of all n-tuples of distinct elements from S. For integer n, we denote by [n]
the set {1,2,...,n}.

Entropy. We denote by log(.) the logarithm function with base 2. For a discrete
random variable s with probability distribution Ps(.) on a set S, we denote by
H(s € §) =3 ,cq Ps(x)log(1/Ps(x)) the Shannon entropy of s. Let ¢ be any
other random variable on a set T, and let u denote any element of T'. Let Ps(.|u)
denote the conditional probability distribution of s given the event ¢t = u. We
denote by H(s € Slu) = > g Ps(x|u)log(1/Ps(x|u)) the conditional entropy
of s given the event t = u.

2.2 Lattices

Here we collect several known results that we use about lattices, which can be
found in [RI0LT]. Let {by,...,b,} be a set of n linearly independent vectors in
IR". The set

L={zz=cbi+...+ce,by, 1,...,¢, EZ}

is called an n-dimensional (full-rank) lattice with basis {b1,...,b,}. Given a
basis B = (by,...,b,) € R" for a lattice £, we define the associated basis
matriz Mz g to be the (full-rank) n x n matrix whose ith row is the ith basis
vector b; for ¢ = 1,...,n. The quantity |det(M, )| is independent of B. It is
called the determinant of the lattice £ and denoted by det(L).

Given a basis for lattice £, the problem of finding a shortest non-zero vector in
L is known as the shortest vector problem, or SVP. An algorithm is called an SVP
approximation algorithm with ||| -approxzimation factor ysy p if it is guaranteed
to find a non-zero lattice vector ¢ such that [[c[loc < Ysvpminges\o||V|loo-
The celebrated LLL algorithm of Lenstra, Lenstra and Lovasz [12] is a fully
polynomial time SVP approximation algorithm with || - ||oc-approximation factor
yrrr = n'/?2"/2. Also, as shown in[IL[I1], there exists an SVP approximation
algorithm with || - ||sc-approximation factor ., = n'/? which polynomial time
in the size of elements of M.y, but not in dimension of L.

In this paper we actually need to solve a variation of SVP called the closest
vector problem (CVP): given a basis of a lattice £ in R" and a “target” vector t €
IR", find a lattice vector ¢ such that |[c—t||oo is minimized. An algorithm is called
a CVP approximation algorithm with || - ||ec-approzimation factor yoyp if it is
guaranteed to find a lattice vector ¢ such that |[c—t||oc < voyvp mingeg ||[v—t]co-
Babai[3] has shown how to convert the LLL algorithm into a fully polynomial
CVP approximation algorithm with ||-||-approximation factor yga, = n'/22"/2.
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In our proof of security we use several fundamental theorems from the theory
of lattices (‘Geometry of Numbers’). The original theorems are quite general,
but the restricted versions stated below suffice for our purposes. First, we need
the following definition of successive Minkowski minima of a lattice.

Definition 1 (Minkowski Minima). Let £ be a lattice inIR". Fori=1,...,n,
the ith succesive Minkowski minimum of L, denoted \;(L), is the smallest real
number such that there exists a set {b1,...,b;} of i linearly-independent vectors
in £ with ||bjllec < X(L) forallj=1,...1

Note that A;(£) is just the shortest infinity-norm over all non-zero vectors in
L. Next, we state Minkowski’s ‘first theorem’ in the geometry of numbers.

Theorem 1 (Minkowski’s First Theorem). Let £ be a lattice in R" and
let \1(L) denote the first Minkowski minimum of L (see Def.[dl). Then A\ (L) <
det(L)7.

We will use the following point-counting variant of Minkowski’s ‘first theo-
rem’, which is due to Blichfeldt and van der Corput(see [J]).

Theorem 2 (Blichfeldt-Corput). Let £ be a lattice in IR" and let K denote
the origin-centered box {v.€ R" : ||V|]e < H} of volume Vol(K) = (2H)".
Then the number of points of the lattice L contained in the box K is at least

2. Int (%) + 1, where for any z € R, Int(z) denotes the largest integer

which is strictly less than z.

Finally, we will also make use of Minkowski’s ‘second theorem’ [§].

Theorem 3 (Minkowski’s Second Theorem). Let £ be a full-rank lattice
in IR"™ and let \ (L),. .., \n(L) denote the n Minkowski minima of L (see Defi-
nition ). Then Ay (L) - (L) < 2™ det(L).

2.3  An Algebraic Counting Lemma

The following is a fundamental lemma that we use, interestingly, for both the
correctness and security proofs of our constructlon Fix a prime p deﬁmng the
finite field Z,, positive integer parameters (n,t, H ), and an arbitrary set A of
polynomials of degree at least 1 and at most t over Z,. The lemma gives us an
upper bound on the probability that, for n randomly chosen elements ay, ..., an

of Z,, there will exist a polynomial a(z) € A which has ‘small’ absolute value

modulo p (less than ﬁ) at all the points a1, ..., a~ We remark that a similar
(and more general) lemma was used in the analysis of a polynomial approxima-
tion algorithm [20]. Note that the lemma does not hold in general if we allow
A to contain constant polynomials, since these polynomials may have constant
coefficient smaller than H.

Lemma 1. Fiz a prime p, positive integers (ﬁ,tA,ﬁ), and a non-empty set A
of polynomials of degree at least 1 and at most t with coefficients in Z,,. Let



176 R. Steinfeld, H. Wang, and J. Pieprzyk

EM,L,H,A) C Z2 denote the set of vectors o = (041,..., ~) € Z2 for whz'ch
there exists a polynomzal a € A such that lla(ai)|lz,p < H for alli =1,.
The size of the set £(,t, H A) is upper bounded as follows:

#em, 1, H, A) < #A- (2H)".
,a~) € Z,; is such that there exists a polyno-

Proof. Suppose that o = (a, ...
mial a € A such that

la(a:)|lp,, < H fori=1,...,7. (1)

o~

It follows that there exist n integers rq, . .. ,7~such that, for eachi =1,...,n,
we have a(a;) —r; = 0 (mod p) with |r;| < H and hence a; is a zero of the
polynomial g;(z) = a(z) —r; over Z,,. But for each i, g; is a polynomial of degree
at least 1 and at most ¢ over Z, and hence has at most ¢ zeros in Z,. So for
each possible value for (r1,...,r,) € (—H, }AI);‘\ and a € A, there are at most 2
‘bad’ values for o = (,...,a~) in (Zp)2 such that (1) holds. Using the fact

that there are less than (2.@); possible values for (r1,...,r~) and less than #A
possible values for a, the claimed bound follows. O

3 Definition of Changeable-Threshold Secret-Sharing
Schemes

We will use the following definition of a threshold secret-sharing scheme, which
is a slight modification of the definition in [I7].

Definition 2 (Threshold Scheme). A (t,n)-threshold secret-sharing scheme
TSS = (GC, D, Q) consists of three efficient algorithms:

1. GC (Public Parameter Generation): Takes as input a security parameter k €
N and returns a string x € X of public parameters.

2. D (Dealer Setup): Takes as input a security/public parameter pair (k,x) and
a secret s from the secret space S(k,z) C {0,1}**! and returns a list of
n shares s = (s1,...,8,), where s; is in the ith share space S;(k,x) for
i=1,...,n. We denote by

Dio(y.) : S(k,z) x R(k,z) — S1(k,x) X -+ x S, (k, )

the mapping induced by algorithm D (here R(k,xz) denotes the space of ran-
dom inputs to the probabilistic algorithm D).

3. C (Share Combiner): Takes as input a security/public parameter pair (k,x)
and any subset sy = (s; : @ € I) of t out of the n shares, and returns a
recovered secret s € S(k,x). (here I denotes a subset of [n] of size #1 =1t).
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The correctness and security properties of a (¢,n)-threshold secret-sharing
scheme can be quantified by the following definitions, which are modifications
of those in [17].

Definition 3 (Correctness, Security). A (¢,n) threshold secret-sharing
scheme TSS = (GC, D, C) is said to be:

1. b.-correct: If the secret recovery fails for a ’bad’ set of public parameters of
probability py at most é.. Precisely, py is the probability (over x = GC(k) €
X ) that there exist (s,r) € S(k,x) x R(k,x) and I C [n] with #I =t such
that Cy ,(s1) # s, where s = Dy, ,(s,7) and sy def {s;:iel}.
We say that TSS is asymptotically correct if, for any 6 > 0, there exists
ko € N such that TSS is §-correct for all k > k.

2. (ts, bs,€s)-secure with respect to the secret probability distribution Py, on
S(k,x): If, with probability at least 1— 85 over the choice of public parameters
x = GC(k), the worst-case secret entropy loss for any ts observed shares is
at most €5, that is

|Lio(s1)] < [H(s € S(k,x)) — H(s € S(k,z)|s1)| < e,

foralls € S1(k,x) x -+ x Sp(k,z) and I C [n] with #I < ts. We say that
TSS is asymptotically ts-secure with respect to Py o if, for any 6 > 0 and
€ > 0 there exists ko € N such that TSS is (ts,6, € - k)-secure with respect to
Pz for all k> k.

The following definition of the Threshold Changeability without dealer assis-
tance for a secret sharing scheme is a modification of the definition in [I5].

Definition 4 (Threshold-Changeability). A (t,n)-threshold secret-sharing
scheme TSS = (GC, D, C) is called threshold-changeable to t' with 8.-correctness
and (ts, 85, €5)-security with respect to secret distribution Py, if there exist n
efficient subshare generation algorithms H; : S;(x, k) — T;(x, k) fori=1,...,n,
and an efficient subshare combiner algorithm C' such that the modified (t',n)-
threshold scheme TSS' = (GC,D’, C’"), with modified shares

D' ko(s,7) 2 (Hi(s1), ... Hu(sn)) € Ti(k,2) x - Ty (K, ),

where (s1,...,5n) = D x(8;7), is 6c-correct and (ts, b, €5)-secure with respect to
Py .. TSS is called asymptotically threshold-changeable to (¢s,¢") with respect to
Py, if there exist algorithms H; : S;(k,z) — Ti(k,z) (i =1,...,n) and C" such
that the (t',n)-threshold scheme TSS' defined above is asymptotically correct and
asymptotically ts-secure with respect to Py .

The idea captured by the above definition is that the change of threshold
from ¢ to t’ is implemented by getting each shareholder to replace his original
share s; by the subshare H;(s;) output by the subshare generation algorithm H;
(the original share s; is then discarded).
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4  Threshold-Changeability for Shamir Secret-Sharing

4.1 The Standard Shamir Scheme

The standard Shamir (¢, n)-threshold secret sharing scheme is defined as follows.

Scheme ShaTSS = (GC, D, C): Shamir (¢,n)-Threshold Secret-Sharing

1. GC(k) (Public Parameter Generation):

(a) Pick a (not necessarily random) prime p € [2¥, 281] with p > n.
(b) Pick uniformly at random mn distinct non-zero elements a =
(1,...,an) € D((Z,)"). Return 2 = (p, a).

2. Dy 4(s,a) (Dealer Setup): To share secret s € Z, using ¢ — 1 uniformly

random elements a = (ay,...,a;—1) € Z;_l, build the polynomial as »(z) =
starztasr?+. . 4a_qat € Z,[x;t—1]. The ith share is s; = a(a;) mod p
fori=1,...,n.

3. Ckz(sr) (Share Combiner): To combine shares sy = (s; : 4 € I) for some I C
[n] with #1 = ¢, compute by Lagrange interpolation the unique polynomial
b € Zy[z;t — 1] such that b(a;) = s; (mod p) for all i € I. The recovered
secret is s = b(0) mod p.

4.2  Threshold-Changing Algorithms

Our threshold-changing subshare generation and combiner algorithms to change
the (¢,n)-threshold scheme ShaTSS = (GC, D, C) into a (¢, n)-threshold scheme
ShaTSS' = (GC, D/, ') are defined as follows. Note that the subshare combiner
algorithm uses an efficient CVP approximation algorithm Acyp with || - |-
approximation factor yoyp. We define I'cyp = log([vove + 1]) (if we use the
Babai poly-time CVP algorithm, we have I'cyp <1+ 0.5(¢' +t + log(¢ +t))).

Scheme ShaTSS’: Changing Threshold to ¢’ > ¢

1. H;(s;) (ith Subshare Generation): To transform share s; € Z,, of original
(t,n)-threshold scheme into subshare t;, € Z, of desired (t',n)-threshold
scheme (¢ > t) the ith shareholder does the following (for all i = 1,...,n):
(a) Determine noise bound H which guarantees é.-correctness (typically, we

set 6, = k='):
i. Set H = max(|p®/2],1) with

il a=1- %:,'75 > 0 (noise bitlength fraction) and

ii. ép = Lk/t) (log(éc_l/tlmf) +Icyvp + 1) .

(b) Compute t; = «; - s; + ; mod p for a uniformly random integer r; with

‘Til < H.
2. C'j 4 (t7) (Subshare Combiner): To combine subshares t; = (¢; : ¢ € I) for
some I = {i[1],...,4[t']} with #I = ' (and guaranteed é.-correctness), do

the following:
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(a) Build the following (¢’ +t) x (¢’ + t) matrix Mgp,(ar, H, p), whose rows

form a basis for a full-rank lattice Lgp,(ar, H, p) in Q'
p 0 ... 0 0 0 .0

0O p ... 0 0 0 ..0

; g |00 000
Sha(a17 ap> - aé[l] ai2[2] .. O(é[t/] H/p 0 0

ai[l] 0‘1[2] e ai[t/] 0 H/p .. 0

0‘2[1] aE[Q] af[t/] 0 0 ...H/p

Here H = [p*/2], a0 = 1— %;55761: = (tk/t) (1og(551/t nt)+ Ioyvp + 1).

(b) Define t' = (ti[l]v ey ti[t’]a 0,0,... ,O) S Ztl-’_t.

(¢c) Run. CVP Approx. alg. Acvp on lattice Lgpa(ar, H,p)
given by Mgpe(ar, H,p) with target vector t'. Let ¢ =
(Cly vy ClryClraty ey Corag) € Q“‘t denote the output vector returned
by Acvp, approximating the closest vector in Lgp, to t'.

(d) Compute the recovered secret § = (p/H) - ¢;r41 mod p.

Remark 1. The reason for multiplying the shares s; by «; before adding the noise
r;, is that otherwise, the secret may not be uniquely recoverable from the noisy
subshares (indeed, a(o;) + r; = a(oy) + 14 (r; — 1), and typically |r; — 1| < H,
so secrets s and s + 1 would be indistinguishable).

Remark 2. 1t is not difficult to see that our method of adding a ‘small’ random
noise integer r; with |r;| < H to the share multiple «; - s; modulo p, is essentially
equivalent (in the sense of information on the secret) to passing the residues
«; - s; mod p through a deterministic function which chops off the log(2H) ~
(1—=1/(t'/t)) - k least-significant bits of the k-bit residues «; - s; mod p, and this
also yields shorter subshares than in our method above. However, since reducing
the length of the original shares is not our main goal, we have chosen to present
our scheme as above since it slightly simplifies our scheme and its analysis.
Similar results can be obtained, however, for the ‘deterministic’ approach of
chopping off least-significant bits.

Remark 3. Some special variants of the Shamir scheme use special values for
the points «;, such as o; =7 for i = 1,...,n, to which the above method does
not apply, because of its reliance on the random choice of the «;’s. However, it
turns out that our method can be modified to work even for these special Shamir
variants. The idea is to make up for the loss of randomness in the «;’s by getting
the shareholders to multiply their shares by additional random integers (say
B; € Z,) prior to adding the random noise r;. The B;’s are then sent along to
the combiner with the noisy subshares. We do not analyze this variant of our
scheme in this paper.
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4.3 Correctness

The following theorem shows that the choice of the parameter p used in our
threshold changing algorithm is sufficient to guarantee the 6.-correctness of our
scheme for all sufficiently large security parameters.

Theorem 4 (Correctness). The scheme ShaTSS’ (with parameter choice 6. =
k‘t,) is asymptotically correct. Concretely, for any choice of parameter 6. (0 <
be < 1), the (t',n) scheme ShaTSS’ is 6.-correct for all security parameters k
satisfying the inequality k > k), where

¢/t ,
r_ (vt —1/t
kg (t’/t — 1) (1og(6C nt)+ Ioyvp + 2) .

Proof. Fix a subshare subset I C [n] with #I = t'. We know by construction of
lattice Lgna(ar), that the dealer’s secret polynomial as () = s + a1z + ... +
ai—12'"1 € Z,[x;t — 1] gives rise to the lattice vector

/ a¢—1

a' = (ap)asalain)) = kip;s - - - Qi as,alaip) — kep, (=H), —H, ..., H),

S a1
p p p

which is “close” to the target vector
t' = (apjasaleuip)) — kip +7ip), - - - Qi) s,a(spy) — kvp + 1,0,0,...,0),

where k; = L%MJ € Z for all j = 1,...,¢. In particular we have,
using |r;;1| < H for all j = 1,...,¢, that ||[a’ — t/||c < H. Consequently, since
Acvp is a CVP approximation algorithm with ||.||s approximation factor vov p,
its output lattice vector ¢ will also be “close” to the target vector, namely we
have ||c — t'||c < Yovp - H. Applying the triangle inequality, we conclude that
the lattice vector z = ¢ — a’ satisfies

[2]l0c = llc — allc < (vevp + 1) H. (2)

Now, either £c[t'+1] = £a'[t'+1] =s (mod p) in which case the combiner
succeeds to recover secret s, or otherwise we have the ‘bad’ case that

P P Py
Ez[t +1] = Ec[t +1] - T [t'+1]#£0 (mod p). (3)

Hence, for fixed I, the combiner succeeds except for a fraction 6; of ‘bad’
choices of oy € D((Z;)t/), for which Lgne(ar) contains a ‘short’ and "bad’
vector z satisfying (@) and (B). To upper bound 67, consider the polynomial
f(x) = Bzt + 1z + - + Fz]t’ + t]zt. Note that, since z € Lgpq, we have
flag51) = z[j]  (mod p) and hence || f(a;p;))llLp < (Yove + 1)H for all j € [t']
using (). Also, f(z) mod p has zero constant coefficient and degree at least 1
and at most ¢ over Z,, using ([B). Applying Lemmal[Il (with parameters n = t/ t=
t,}AI = olover g, #E < p') we conclude that such a ‘bad’ polynomial f exists
for at most a fraction §; < pt(Zﬁt)t//#D((Z;)t/) of ay € D((Z;’;)t,)7 for each
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fixed I. Hence, the probability ¢ that a uniformly chosen a € D((Z;)") is ‘bad’
for some I C [n] with #I =’ is upper bounded as

5o (M)pt(2H)Y

T #D(Z)")’
and a straightforward calculation (see full paper) shows that the right-hand side
of @) is upper bounded by &, for all k¥ > (t,t/l%) (1og(5;1/t/nt) +Icve+ 2).
This completes the proof. O

(4)

4.4  Security

The concrete security of our scheme is given by the following result. It shows that,
for fixed (¢',n) and with parameter choice 8§, = k"', the (#/, n) scheme ShaTSS’
leaks at most fraction €;/k = O(logk/k) = o(1) of the entropy of the secret to
an attacker observing less than t' — (¢'/t) subshares (for all except a fraction
6s < 6. = o(1) of public parameters, and assuming the security parameter k is
sufficiently large).

Theorem 5 (Security). The scheme ShaTSS’ (with parameter choice 6. =
k=) is asymptotically Int(t' — (t' /t))-secure with respect to the uniform secret
distribution on Z,. Concretely, for any parameter choice 6. > 0, the (t',n)
scheme ShaTSS’ is (ts, b5, €5)-secure with:

v —('/t)
14 & (log(éc_l/t/nt) +Icve + 1)

log(26.1 (Z))
te+t—1
for all security parameters k > ko, where, lettingm = t;+t+1 and k{, as defined

in Theorem 4},

)

bs=0bc, €s=(B+T)(ts+1t)+tslogt+1, =

(t'/t+1)2

kozmax<k:6+ PIE—1

(B+1logt+3), (B +4)m? + 5tsmlogm> .

Proof. (Sketch) Fix an observed subshare subset I C [n] with #I = t,. Assuming
the secret is uniformly distributed on Z, it is easy to show (see full paper) that
the conditional probability Py . (s|sy) of the secret taking the value s € Z,, given
that the observed sub-share vector takes the value sy is given by:

#SS,P(alv tvpa Ha SI)

Py o (slsr) = #So1(ar,t,p, H,sp)’ ?

where, for any integers s > 0 and p > 1, we define the set

def .
Seolant,p, Hysp) = {a € Zy[zit — 1]« |aijjaleug) — sipyllopy < HYj € [t
and a(0) =5 (mod p)}.
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We will derive a probabilistic lower bound on #5Sp; and upper bound on
#S, p which both hold for all except a fraction ¢6; < 6§/(Z) of ‘bad’ choices
for a; € D((Z,)") assuming k > ko (with ¢,, 6, and ko defined in the theorem
statement). We then apply these bounds to (B to get a bound Py, ,.(s|sy) < 2% /p
for all s (with €z defined in the theorem statement) so that for fixed I, entropy
loss is bounded as Ly .(sr) < e, except for fraction &7 of ay € D((Z)%). Tt
then follows that Ly ,(s1) < €, for all I C [n] with #I = t4 except for a fraction
6 < (Z')(SI < és of @ € D((Z,)") assuming that k > ko, which proves the
theorem.

Reduction to Lattice Point Counting. It remains to derive the desired probabilis-
tic upper and lower bounds on #S’A; The following lemma shows that #SA; is
equal to the number of points of a certain lattice Lgp, (closely related to the lat-
tice used in our subshare combiner algoritm) contained in a (¢s + t)-dimensional
box of side length 2H, centered on a certain non-lattice vector S;.

Lemma 2. Fiz positive integers (t,ts,p, H,p) such that p > 2H and p is a di-
visor of p. Let 5 € Z;;, ar = (ap), - ) € Zyy and sp = (8] - -+ Sife.]) €
Zif .Define Lsna(ar,t,p, H,D) as the full-rank lattice in Q'=+" with basis consist-
ing of the rows of the matriz

P 0O ... O 0 0O ... 0
0 p ... 0 0 0 ... 0
y R D R Rty 0 0 ... 0
Sha(aly » Dy 7p) - ﬁai[l] ﬁai[z] . ﬁai[ts] QH/(p/ﬁ) 0 . 0 3
gl O - a?[ts] 0 2H/p ... 0
ajpyy Oy g 0 0 2H /p
and define the vector sy € Q;_,; by
et - 1423 1 1
Sy = (si[l]—sai[l],...7si[ts]—saz[ te]» H(l— » )7H(1_p)a"~aH(1_p)>'

Then the sizes of the following two sets are equal:
def .
Sg;(a;,t,p, H,s;) = {a € Zplx;t — 1] : |lupj1a(up)) — sipllpe < HY) € [ts]
and a(0) =5 (mod p)},
and
~  def ~ ~
V;;(afvt7p7 H7 SI) = {V S £Sha(a17t7p7 va) . HV - SIHOO < H}'

Finding a Lower Bound on #Vj 1. Lower bounding the number #Vj

of points of the lattice Lgp, in a symmetric box Ts,(H) = def {v ¢ Q" s L.
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Ilv —8rl|lec < H} centered on vector Sy seems a difficult ‘non-homogenous’ prob-
lem because Sy is in general not a lattice vector. But by ‘rounding’ 87 to a nearby
lattice vector 8} (with rounding error € = |8} —81||~ ), we reduce the problem to
two simpler problems: (1) The ‘homogenous’ problem of lower bounding the num-

ber of lattice points in an origin-centered box Ty e {ve Q" ||v|le < H—¢},
and (2) Upper bounding the largest Minkowski minimum A¢_y¢+(Lgnq) of the lat-
tice. This general reduction is stated precisely as follows.

Lemma 3. For any full-rank lattice £ in IR", vector s € R", and H > 0, we
have

H{vel:||v-=slew<H}>#{veEL:|V|]w<H—E¢}

where € = 5 - A\ (L).

To solve the ‘homogenous’ counting problem (1) above we directly apply
the Blichfeldt-Corput theorem (Theorem [2in Sec. 2]). To solve the problem (2)
above of upper bounding A, ++(Lspna), we apply Minkowski’s “second theorem”
(Theorem Bl in Sec. ) to reduce this problem further to the problem of lower
bounding the first Minkowski minimum \;(Lgpe). Namely, since A\;(Lspa) >

M (Lsha) for all i € [ty], then Minkowski’s second theorem gives A¢ 1+(Lsna) <

W Finally, to lower bound A;(Lsp,) (i-e. the infinity norm of the

shortest non-zero vector in Lgyp, ), we use a probabilistic argument based on the
algebraic counting lemmal[l] (similar to the argument used in proving Theorem H),
to obtain the following result.

Lemma 4. Fix positive integers (t,ts,p, H,p) and a positive real number 3, such
that p > max(2H,2t,) is prime and p € {1,p}. For each oy € D((Z;)"), let
Lshalar,p) denote the lattice in Q=" with basis matriz Mspa(oy,D) defined
in Lemma B, and let L, (ar) denote the lattice in Q""" with basis matriz
Mg, . (ar) obtained from Mgnq(cr,p) by removing the (ts+1)th row and column.
In the case p =1, if

1 < 27 BT det (Lona(ar, 1)) =70 < H

then, for at least a fraction 1 —27Ft+0 of oy € D((Z})*) we have

tslogt

A1 (Lsna(ar, 1)) > 27 P85 ]det(ESha(af,l))ﬁ.

In the case p = p, if
1< 27 PR det(L (o) 7T < H

then, for at least a fraction 1 — 27 Ft+=1 of o € D((Z})'+) we have

M (Lsna(ar) = A1 (Lsnalar,p) > 27 P55 det (Ll (7)) 77T
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Combining the above results (for (8,p) = (0,1)) we obtain the desired lower
bound on #Vj ;.

Finding an Upper Bound on #Vs ,. We first reduce the point counting prob-
lem in Lgpq(ar,p) to a point counting problem in the lower-dimensional lat-
tice LY, (ar) defined in Lemma Hl This is possible because all the vectors of
Lsna(ar,p) in the desired box have their (t5 + 1)th coordinate equal to 0.

Lemma 5. Let Lspa(ar,p) € Q1 and L, (ar) € Q! be the lattices
defined in Lemmal[j, let St be the vector in QT defined in Lemmald, and let S,
be the vector in Q=1 obtained from 81 by removing the (t, + 1)th coordinate.
Then #Vs, < #V! . where V, et {v € Lspalar,p) : |v—="51llcc < H} and

Sp!
def N
Vip = {veLyglarn): |v—5fle < H}.

By comparing the total volume of the #V; ;, disjoint boxes of sidelength A, (LY,,,)
centered on the lattice points in 1%, ( ) def {(ve @ ||v-8)e < H}, to

the volume of jis\, (H) = {veq +t Vv =8l < H 4 M (L,,,)/2} which
I

contains those disjoint boxes, we reduce the problem of upper bounding #V ,
to the problem of lower bounding the A;(L%,,). This general reduction can be
stated as follows.

def

Lemma 6. For any lattice £ in IR"™, vector s € IR™, and H > 0, we have

2H "
veL:||v-=slle<H}< |—+1| .
v e LV sle < H) < | 25 +1]

Now we apply the probabilistic lower bound on A (LY,,) from Lemma € in
Lemma [l (with (5,p) = (s,p)) to get the desired upper bound on #V; ,,.

After some straightforward calculation (see full paper), we find that the prob-
abilistic lower and upper bounds on #VAA obtained above hold for all except a
fraction 6; < &,/(]' ) of ‘bad’ choices for a; € D((Z,)") assuming k > ko (with

ts, 65 and kg defined in the theorem statement), and plugging the bounds in
[ gives the desired bound Py . (s|sy) < 2% /p for all s (with €, defined in the
theorem statement). This completes the proof sketch. O

An immediate consequence of the above results is the following.

Corollary 1. For any (t,n) and t' > t, the standard Shamir (t,n)-threshold
secret-sharing scheme ShaTSS is asymptotically threshold-changeable to
(Int(t' —t'/t),t") with respect to the uniform secret distribution.

5 Conclusions

We presented a new cryptographic application of lattice reduction techniques to
achieve threshold-changeability for the standard Shamir (¢, n)-threshold scheme.
We proved concrete bounds on the correctness and security of our method, mak-
ing use of fundamental results from lattice theory in our analysis.
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