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Preface

This volume contains the proceedings of ATC 2008, the 5th International Confer-
ence on Autonomic and Trusted Computing: Bringing Safe, Self-x and Organic
Computing Systems into Reality. The conference was held in Oslo, Norway, dur-
ing June 23–25, 2008.

ATC 2008 is a successor of the First IFIP Workshop on Trusted and Auto-
nomic Ubiquitous and Embedded Systems (TAUES 2005, Japan), the Interna-
tional Workshop on Trusted and Autonomic Computing Systems (TACS 2006,
Austria), the Third International Conference on Autonomic and Trusted Com-
puting (ATC 2006, China), and the 4th International Conference on Autonomic
and Trusted Computing (ATC 2007, Hong Kong).

Computing systems including hardware, software, communication and net-
works are growing dramatically in both scale and heterogeneity, becoming overly
complex. Such complexity is getting even more critical with the ubiquitous per-
meation of embedded devices and other pervasive systems. To cope with the
growing and ubiquitous complexity, Autonomic Computing (AC) focuses on self-
manageable computing and communication systems that exhibit self-awareness,
self-configuration, self-optimization, self-healing, self-protection and other self-x
operations to the maximum extent possible without human intervention or guid-
ance. Organic Computing (OC) additionally emphasizes natural-analogue con-
cepts like self-organization and controlled emergence.

Any autonomic or organic system must be trustworthy to avoid the risk of
losing control and to retain confidence that the system will not fail. Trust and/or
distrust relationships in the Internet and in pervasive infrastructures are key
factors in enabling dynamic interaction and cooperation of various users, systems
and services. Trusted/Trustworthy Computing (TC) aims at making computing
and communication systems as well as services available, predictable, traceable,
controllable, assessable, sustainable, dependable, persistable, security/privacy
protectable, etc.

A series of grand challenges remain before practical self-manageable auto-
nomic systems with truly trustworthy services become a reality. ATC 2008 ad-
dressed the most innovative research and development in these challenging areas,
and covered a multitude of technical aspects related to autonomic/organic com-
puting (AC/OC) and trusted computing (TC).

The ATC 2008 conference provided a forum for engineers and scientists in
academia, industry, and government to exchange ideas and experiences in devel-
oping AC/TC theory and models, architectures and systems, components and
modules, communication and services, tools and interfaces, services and appli-
cations. There were 75 papers submitted, representing 22 countries and regions,
from Asia, Europe, North America and the Pacific. All submissions were reviewed
by at least three Technical Program Committee members or external reviewers.



VI Preface

In order to allocate as many papers as possible and keep the high quality of
the conference, we finally decided to accept 25 regular papers for presentation,
which reflected a 33% acceptance rate. In addition, there were 26 special session
papers included in the proceedings. We believe that all of these papers and topics
not only provided novel ideas, new results, work in progress and state-of-the-art
techniques in this field, but also stimulated the future research activities in the
area of autonomic and trusted computing.

Organization of conferences with a large number of submissions requires a
lot of hard work and dedication from many people. We would like to take this
opportunity to thank numerous people whose work made this conference pos-
sible and ensured its high quality. We wish to thank the authors of submitted
papers, as they contributed to the conference technical program. We wish to
express our deepest gratitude to the Program (Vice) Chairs for their hard work
and commitment to quality when helping with paper selection. We would also
like to thank all Program Committee members and external reviewers for their
excellent job in the paper review process, the Steering Committee and Advisory
Committee for their continuous advice, and Erik Hjelmås for organizing a panel
on the important question: “Do we need a secure element in hardware?” A special
thanks to Yo-Ping Huang and Tsun-Wei Chang for organizing a special session
on “Sensor Networks, VoIP, and Watermarking.” We are also in debt to the Pub-
licity Chairs for advertising the conference, to the Local Organizing Committee
for managing registration and other conference organization-related tasks, and
to Oslo University College for hosting the conference. We are also grateful to
Son T. Nguyen for the hard work on managing the conference website and the
conference management system.

Chunming Rong
Martin Gilje Jaatun
Frode Eika Sandnes

Laurence T. Yang
Jianhua Ma
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Karl-André Skevik, Vera Goebel, and Thomas Plagemann

Real-Time IP Checking and Packet Marking for Preventing ND-DoS
Attack Employing Fake Source IP in IPv6 LAN . . . . . . . . . . . . . . . . . . . . . . 36

Gaeil An and Kiyoung Kim

Trust

A Semantic-Aware Ontology-Based Trust Model for Pervasive
Computing Environments . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 47

Mohsen Taherian, Rasool Jalili, and Morteza Amini

Using Automated Planning for Trusted Self-organising Organic
Computing Systems . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 60

Benjamin Satzger, Andreas Pietzowski, Wolfgang Trumler, and
Theo Ungerer

A Trusted Group Signature Architecture in Virtual Computing
Environment . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 73

Deqing Zou, Yunfa Li, Song Wu, and Weizhong Qiang

SepRep: A Novel Reputation Evaluation Model in Peer-to-Peer
Networks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 86

Xiaowei Chen, Kaiyong Zhao, and Xiaowen Chu



XII Table of Contents

Trusted Systems and Crypto

Off-Line Keyword Guessing Attacks on Recent Public Key Encryption
with Keyword Search Schemes . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 100

Wei-Chuen Yau, Swee-Huay Heng, and Bok-Min Goi

An Integrated Solution for Policy Filtering and Traffic Anomaly
Detection . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 106

Zhijun Wang, Hao Che, and Jiannong Cao

Secure Safety: Secure Remote Access to Critical Safety Systems in
Offshore Installations . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 121

Martin Gilje Jaatun, Tor Olav Grøtan, and Maria B. Line

SEMAP: Improving Multipath Security Based on Attacking Point in
Ad Hoc Networks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 134

Zhengxin Lu, Chen Huang, Furong Wang, and Chunming Rong

Autonomic Computing

Scheduling for Reliable Execution in Autonomic Systems . . . . . . . . . . . . . . 149
Terry Tidwell, Robert Glaubius, Christopher Gill, and
William D. Smart

Measuring and Analyzing Emerging Properties for Autonomic
Collaboration Service Adaptation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 162

Christoph Dorn, Hong-Linh Truong, and Schahram Dustdar

Artificial Immune System Based Robot Anomaly Detection Engine for
Fault Tolerant Robots . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 177

Bojan Jakimovski and Erik Maehle

Maximising Personal Utility Using Intelligent Strategy in Minority
Game . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 191

Yingni She and Ho-fung Leung

Organic Computing

Simulation-Based Optimization Approach for Software Cost Model
with Rejuvenation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 206

Hiroyuki Eto, Tadashi Dohi, and Jianhua Ma

Organic Control of Traffic Lights . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 219
Holger Prothmann, Fabian Rochner, Sven Tomforde, Jürgen Branke,
Christian Müller-Schloer, and Hartmut Schmeck

Concepts for Autonomous Control Flow Checking for Embedded
CPUs . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 234

Daniel Ziener and Jürgen Teich



Table of Contents XIII

Knowledge and Patterns

Autonomous Querying for Knowledge Networks . . . . . . . . . . . . . . . . . . . . . . 249
Kieran Greer, Matthias Baumgarten, Chris Nugent,
Maurice Mulvenna, and Kevin Curran

Discovery of Useful Patterns from Tree-Structured Documents with
Label-Projected Database . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 264

Juryon Paik, Junghyun Nam, Hee Yong Youn, and Ung Mo Kim

Pervasive Systems

Using Multiple Detectors to Detect the Backoff Time of the Selfish
Node in Wireless Mesh Network . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 279

Furong Wang, Yipeng Qu, Baoming Bai, Fan Zhang, and
Chen Huang

Self-reconfiguration in Highly Available Pervasive Computing Systems . . 289
Hadi Hemmati and Rasool Jalili

Modeling Modern Social-Network-Based Epidemics: A Case Study of
Rose . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 302

Sirui Yang, Hai Jin, Xiaofei Liao, and Sanmin Liu

An Evaluation Study of the Effectiveness of Modeling NASA
Swarm-Based Exploration Missions with ASSL . . . . . . . . . . . . . . . . . . . . . . 316

Mike Hinchey and Emil Vassev

Special Session Papers

Organic Computing

Distributed Performance Control in Organic Embedded Systems . . . . . . . 331
Steffen Stein and Rolf Ernst

An Operating System Architecture for Organic Computing in
Embedded Real-Time Systems . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 343

Florian Kluge, Jörg Mische, Sascha Uhrig, and Theo Ungerer

Towards an Autonomic Peer-to-Peer Middleware for Wireless Sensor
Networks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 358

Reinhard Mörgenthaler, Markus Zeller, and Josef Jiru

Embedding Dynamic Behaviour into a Self-configuring Software
System . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 373

Paul Ward, Mariusz Pelc, James Hawthorne, and Richard Anthony



XIV Table of Contents

Service Discovery of IP Cameras Using SIP and Zeroconf Protocols . . . . 388
Yi-Chih Tung, Chien-Min Ou, Wen-Jyi Hwang, and Wei-De Wu

Adaptability of the TRSIM Model to Some Changes in Agents
Behaviour . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 403

Alberto Caballero, Juan A. Botia, and Antonio Gómez-Skarmeta
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