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Abstract. A tripartite authenticated key agreement protocol is generally
designed to accommodate the need of three specific entities in communicating
over an open network with a shared secret key, which is used to preserve data
confidentiality and integrity. Since Joux proposed the first pairing-based one-
round tripartite key agreement protocol in 2000, numerous authenticated
protocols have been proposed after then. However, most of them have turned
out to be flawed due to their inability in achieving some desirable security
attributes. In 2005, Lin-Li had identified the weaknesses of Shim’s protocol and
subsequently proposed their improved scheme by introducing an extra
verification process. In this paper, we prove that Lin-Li’s improved scheme
remains insecure due to its susceptibility to the insider impersonation attack.
Based on this, we propose an enhanced scheme which will not only conquer
their defects, but also preserves the desired security attributes of a key
agreement protocol.

1 Introduction

A key agreement protocol is defined as a mechanism in which a shared secret key,
often known as session key, is derived by two or more protocol entities as a function
of information contributed by each of these parties such that no single entity can
predetermine the resulting value. Usually, this session key is established over a public
network controlled by the adversaries and it may varies with every execution round
(session) of the protocol. This secret key can subsequently be used to create a
confidential communication channel among the entities.

Generally, a key agreement protocol is said to be authenticated if the protocol is
able to ensure that the session key is known only to the intended entities in a protocol
run. Without authentication, a key agreement protocol would probably turn out to be
insecure since an adversary can easily intrude the scheme by using the man-in-the-
middle attack as well as other related cryptographic attacks.



Wilson and Menezes [19, 20] have defined a number of desirable security
attributes which are normally used to analyze key agreement protocols nowadays.
These security attributes are described as follows:

Known session key security. A protocol is considered to be known session key
secure if it remains achieving its goal in the face of an adversary who has learned
some previous session keys.

(Perfect) forward secrecy. A protocol enjoys forward secrecy if the secrecy of the
previous session keys is not affected when the long term private keys of one or more
entities are compromised. Perfect forward secrecy refers to the scenario when the
long term private keys of all the participating entities are compromised.
Key-Compromise Impersonation Resilience. Suppose that 4’s long term private
key is disclosed. Obviously an adversary who knows this value can now impersonate
A since it is precisely the value which identifies 4. We say that a protocol is key-
compromise impersonation resilient if this loss will not enable an adversary to
masquerade as other legitimate entities to 4 as well or obtain other entities’ secret
key.

Unknown Key-Share Resilience. In an unknown key-share attack, an adversary
convinces a group of entities that they share a key with the adversary whereas in fact,
the key is shared between the group and another party. This situation can be exploited
in a number of ways by the adversary when the key is subsequently used to provide
encryption of integrity.

Key Control Resilience. It should not be possible for any of the participants (or an
adversary) to compel the session key to a preselected value or predict the value of the
session key.

Over the years, countless key agreement protocols have been proposed. However,
most of them have been proven to be insecure [1, 2, 3, 8, 11, 12, 14, 15] due to their
inability in achieving all these desirable security attributes. In 2000, Joux [8] had
proposed the first one-round pairing-based tripartite Diffie-Hellman key agreement
protocol. However, Shim [15] had pointed out that Joux’s protocol does not
authenticate the communicating entities and therefore, it is susceptible to the man-in-
the-middle attack. Furthermore, Shim had proposed an improved scheme which
employs the public key infrastructure to overcome the security flaw in Joux’s protocol
and he claimed that the improved protocol is able to withstand the man-in-the-middle
attack. Unfortunately in 2005, Lin-Li [10] had identified the weaknesses of Shim’s
improved scheme and subsequently proved its vulnerability to the insider
impersonation attack as well as the key-compromise impersonation attack. In
addition, Lin-Li had proposed their enhanced scheme by introducing an extra
verification process in order to authenticate the communicating parties and they
claimed that their enhanced scheme is secure and efficient. However, we discover that
the extra verification process can be made ineffectual and their enhanced scheme is in
fact breakable.

Hence, in this paper, we will prove that Lin-Li’s one-round pairing-based tripartite
authenticated key agreement protocol remains insecure due to its vulnerability to the
insider impersonation attack. Based on this, we will propose our enhanced scheme
which will not only conquer their defects, but also preserve the desired security
attributes of a key agreement protocol. The structure of this paper is organized as
follows. In the next section, we will illustrate some basic properties of modified Weil



pairings and some Diffie-Hellman assumptions. In section 3, we will review Lin-Li’s
one-round pairing-based tripartite authenticated key agreement protocol. Then, we
will present our attacks on Lin-Li’s scheme in section 4 and subsequently demonstrate
our enhancements on their scheme as well as the associated security proofs in section
5. Last but not least, we will conclude this paper in Section 6.

2  Preliminaries

2.1 Modified Weil Pairing

Let p be a prime number such that p =2 (mod 3) and

p=06q-1 (1
for some prime g > 3. Let E[q] be a supersingular curve defined by
y=xt1 )

over F,. Let P € E/F, be a generator of the group of points with order
qg=(p+1)6. 3)

Let u, be a subgroup of F,»* that contains all elements of order g. The Weil pairing on
the curve £/ F,»* is a mapping e: G, x G, — u,. Hence, we define the modified Weil
pairing:

é:Gyx Gy — g, 4)

é(P,0) = e(P, y(Q)), (5)

where y(x, ¥) = (£x, y), 1 # { F,2* is a solution of x’ — 1 =0 (mod p) and G, is the
group of points with order g. The modified Weil pairing then satisfies the following
properties:

a) Bilinear:

é(aP, bQ)=é(P, Q)" = é(abP, Q) (6)
forany P, O € E[g]and a, b € Z*.
b) Alternative:
&P, Q)= &0, Py, (7)

c) Non-degenerate: There exists a point P € G, where é(P, P) # 1.
d) Polynomial-time computable: There is an efficient algorithm to compute
é(P,Q) forany P, O € G,.



A bilinear map which satisfies all these properties above is known as admissible
bilinear. It is noted that the modified Weil pairing associated with the supersingular
elliptic curves or abelian varieties, can create such bilinear maps.

2.2  Diffie-Hellman Assumptions

Now, we can describe some hard cryptographic problems:
Bilinear Diffie-Hellman Problem (BDHP). Let G,, G, be two groups of prime order
q (Gq is an additive group and G, is a multiplicative group). Let P be a generator of
G,. Given a quadruple (P, aP, bP, cP) with a, b, ¢ € Z,*, compute é(P, P) € G,.
An algorithm « is deemed to have an advantage ¢ in solving the BDHP in (G, G, é)
based on the random choices of a, b, ¢ in Z,* and the internal random operation of o if

Pr[a((P, aP, bP, cP)) = é(P, P)"*‘] > ¢. (8)

Discrete Logarithm Problem (DLP). Given two groups of elements P and Q, such
that

0 =nP. 9)

Find the integer n whenever such an integer exists.

Throughout this paper, we assume that BDHP is a hard computational problem
such that there is no polynomial time algorithm to solve BDHP and DLP with non-
negligible probability.

3 Review of Lin-Li’s Scheme

Setup:

Suppose that three protocol principals 4, B and C wish to communicate with each
other by agreeing on a common session key. The public domain parameters (p, ¢, E,
P, é, H) are made common to all entities, where H: Z — Z is a predefined collision-
free one-way hash function. Assume that the static public keys are exchanged via
certificates. Cert, denotes A ’s public-key certificate, containing his static public key

Y =aP (10)

(where a is A’s static private key) which uniquely identifies 4 (such as 4’s name and
address), and a certification authority CA’s signature over this information. Similarly,
Certg and Certc are the certificates for B and C respectively, with

Yz =bP (1)
and
Ye=cP (12)

as their static public keys, where b and c are the long-term private keys selected by B
and C respectively.



Message Exchange:

Suppose that x, y and z are the ephemeral private keys chosen by A4, B and C
respectively in a communication round. Then, the message broadcast process can be
accomplished as follows:

A— B, C:
T,=x(aP), Cert, (13)
my = H(ax) (14)
s4 = (ax)"(my + a) mod ¢ (15)

B—A4,C:
T =y(bP), Certy (16)
mg = H(by) a7)
sz = (by)(mz + b) mod ¢ (18)

C— A4, B:
Tc=z(cP), Certc 19)
mc = H(cz) (20)
sc = (cz)(mc+ ¢) mod ¢ (21)

Message Verification:

Iy :SAil modq (22)
uy = (t4m4) mod g (23)
tg = sB'l mod ¢ (24)
up = (tymp) mod g (25)
te =s¢' mod g (26)
uc = (tcmc) mod g (27)
UA'P+tA'YA 7= TA (28)
UB'P + tB'YB 7= TB (29)

uC~P +te YC 7= TC (30)



Key Generation:

KA = (YB + TB, YC+ TC)a+ax =8 (P, P)(a+ax) (b+by) (c+cz) (31)
KB — é (YA + TA, YC + TC)b+by — é (P, P)(a+ax) (b+by) (c+cz) (32)
Ke=6(Yy+ Ty, Yy + Tp) " F=é (P, )@ @ Crmicte 33)

a) A computes Eqgs. (24), (25), (26) and (27), and verifies whether Eqgs. (29) and
(30) hold simultaneously. If the verification process is successful, A
computes the session key by using Eq. (31).

b) B computes Egs. (22), (23), (26) and (27), and verifies whether Egs. (28) and
(30) hold simultaneously. If the wverification process is successful, B
computes the session key by using Eq. (32).

¢) C computes Egs. (22), (23), (24) and (25), and verifies whether Egs. (28) and
(29) hold simultaneously. If the verification process is successful, C
computes the session key by using Eq. (33).

Therefore, the shared session key can then be obtained as
K=kdfiK,|| 4| B|| C)=kdfiks| A B| €)= kdfike| 4| B ©), (34)

where kdf is denoted as the key derivation function.

4  Our Attacks

Suppose that W is the entity whose message is going to be authenticated, where
W e {4, B, C} in this tripartite authentication protocol. It is crucial to note that there is
no authentication provided for T in the verification process. As a result, an adversary
who impersonates W can simply broadcast his desired value of T), in order to be
accepted by the other legitimate entities in a protocol run. Hence in this section, we
will demonstrate how this minor flaw can be exploited in launching the insider
impersonation attack against their authenticated key agreement protocol.

4.1 Verification Process Infiltration

Assume that an adversary £, who wishes to impersonate entity ¥ in a protocol run,
has obtained Certy previously. Then, £ can launch his attack by carrying out the
following procedures:

Message Exchange:
First, E selects two random numbers j, n € Z,*, and computes

my’ = H(n), (335)



TW’=(]'mW’)P +jYw, CertW (36)
Then E defines
s =" (37)

and broadcasts his messages Ty, my” and sy’ to the other protocol entities.

Message verification:
The legitimate entities will now compute

tw = (sy’)" mod ¢ = mod g, (38)
uy = tymy’ mod g = jmy” mod q, 39)

and verify
MWp + tWyW: (ij’)P +jYW: TW’. (40)

Based on this, Eq. (40) will always be authenticated successfully regardless of the
forged value of 7). As we have defined earlier in Section 2, DLP is hard. Hence, no
single protocol entity would be able to suspect anything about 7% . In other words, the
protocol participants will mistakenly believe that entity W is trying to communicate
with them. In short, the verification process can easily be penetrated with a mere
employment of Egs. (35), (36) and (37). Once the authentication process has been
made ineffectual, this authentication protocol can be proved insecure effortlessly due
to its apparent susceptibility to the insider impersonation attack which we will
demonstrate them in the next subsection.

4.2  Insider Impersonation Attack

In a two-party’s authentication protocol, the adversary who impersonates the
communicating parties would probably be an outsider. However, in the n-party’s case
where n > 3, the adversary who impersonates the communicating parties might be a
legal entity of the communicating group, known as an insider and this kind of
impersonation attack is called the insider impersonation attack. The consequence of
this attack may be disastrous as the impersonated party might be a referee or an online
escrow agent.

In Lin-Li’s tripartite authentication scheme, suppose that B is the insider
impersonation attacker who wishes to fool 4 by masquerading as C to communicate
with A. Assume that B has obtained Certc previously and C has no knowledge about
this communication run.

Based on these assumptions, B then initiates a key agreement protocol with 4. At
the same time, B also plays another role as B¢ (B masquerading as C) and participates
in this communication round. B¢ initially defines m¢’ T¢” and s¢” by using Egs. (35),
(36) and (37) respectively and broadcast them to 4. The insider impersonation attack
algorithm can be illustrated as follows:



4— Ba BC: {TAa my, Sy, CertA}
B— Aa BC: {TBa mpg, Sp, CertB}
BC - As B: {TC’5 mC’a sC’a Certc}

As proven in Section 4.1, 4 will accept T’ since 4 will eventually verify that Eq. (40)
holds. Subsequently, the new session key can be computed by entities 4, B and B as
follows:

Ky=é Y+ Tp, Yo+ T) W =¢ (P, p) @i (41)
Kp=¢ Y+ Ty Yo+ T) 7= (P, P) @) T/t (42)
Kge=e(XY,+ Ty Yot TC’)b =g (P, P)(“ax) (bx b+ 43)

Since B is able to derive the new session key K and Kjp. by using merely his long
term private key b and his ephemeral private key y, B therefore has successfully
fooled A that C has participated in a protocol run but in fact, C did not. Hence, we
may conclude that Lin-Li’s protocol is vulnerable to the insider impersonation attack.

5  Our Enhancement Scheme

As we have noticed in the previous section, Lin-Li’s scheme has fallen into the
insider impersonation attack mainly due to their failure in authenticating the value of
Ty in the verification process. In this section, we propose an enhanced one-round
tripartite authenticated key agreement protocol based on Lin-Li’s work in order to
conquer their defects.

5.1 Protocol Improvement Description

Setup & Message Exchange. Our enhanced protocol has the same setup settings as
Lin-Li’s protocol. In the message exchange stage, 4, B and C computes respectively

R, =xP, (44)
RB = yP» (45)
Re = zP. (46)

The message broadcast process is accomplished as follows:

A — B, C: {Ry, Ty, my, s4, Cert,}
B —’A, C: {RB, TB) mp, Sp, CertB}
C— A, B: {Rc, Tc, mce, Sc, Cei’fc}



Message Verification & Key Generation. After receiving the messages from the
other legitimate entities,

Ty, P)=é(Ry, Yy) 47
é(Tp, P) = é(Rp, Ys) (48)
é(Te, P)=é(Re, Yo) (49)

a) A authenticates Ty and T by verifying whether Eqgs. (48) and (49) hold
respectively. Then, 4 computes Eqs. (24), (25), (26) and (27), and verifies
whether Eqs. (29) and (30) hold simultaneously. If these 2 verification
processes are successful, 4 computes the session key by using Eq. (31). If
any of the verification processes fails, 4 then rejects.

b) B authenticates 7, and T by verifying whether Eqs. (47) and (49) hold
respectively. Then, B computes Eqs. (22), (23), (26) and (27), and verifies
whether Eqgs. (28) and (30) hold simultaneously. If these 2 verification
processes are successful, B computes the session key by using Eq. (32). If
any of the verification processes fails, B then rejects.

c¢) C authenticates 7, and Ty by verifying whether Eqgs. (47) and (48) hold
respectively. Then, C computes Egs. (22), (23), (24) and (25), and verifies
whether Eqs. (28) and (29) hold simultaneously. If these 2 verification
processes are successful, C computes the session key by using Eq. (33). If
any of the verification processes fails, C then rejects.

5.2 Correctness

In our enhanced protocol, we have introduced an extra pairing operation in order to
authenticate T, T3, and T.. Now, we demonstrate the correctness of Egs. (47), (48)
and (49) accordingly.

&(T,, P) = é(axP, P) = 6(xP, aP) = é(Ry, Yy)
&(Ty, P) = 6(byP, P) = é(yP, bP) = 6(Rp, Y3)

&(T¢, P) = é(czP, P) = é(zP, cP) = é(R¢, Ye)

If any of T, T, and T¢ are forged by using Eq. (36), the legitimate entities would
be able detect it since Eqs (47), (48) or (49) will not hold. Hence, a protocol entity
would reject the session key if any of the verification process fails.

5.3  Protocol Security Analysis
In this subsection, we will examine our enhanced one-round tripartite authenticated

key agreement protocol in order to ensure that the security attributes for a key
agreement protocol are satisfied.



Known session key security. It is obvious that the session key of our protocol
varies with every protocol run since it is established according to the values of the
entities’ ephemeral private keys (x, y and z) in that particular session. Hence, the
knowledge of past session keys would not allow the adversary to deduce any future
session keys.

Perfect forward secrecy. Suppose that the entire long term private keys a, b and ¢
have been compromised. In addition, assume that the adversary has also obtained
some previously session keys established by the protocol entities. However, the
adversary is unable to derive any other previously established session keys as shown
in Egs. (31) (32) and (33) since he does not possess the ephemeral private keys
employed in that particular protocol run.

Key-Compromise Impersonation Resilience. Suppose that the long term private
key a has been compromised and the adversary wishes to impersonate B in order to
communicate with 4. However, he is unable to forge mp, sz and the session key Kjp
since he does not know b. In addition, he is also unable to compute the session key K
since he does not know x. Since this protocol is symmetric, the same situation would
results when the long term key b or ¢ is compromised.

Insider Impersonation Resilience. Although an insider attacker, who wishes to
impersonate B, could compute the session key, he could not forge mp and s since he
does not know b. Suppose that the attacker selects a random number, y’, computes T
and Ry by using Eqgs. (45) and (16) correspondingly and forges mj’ and sp’. Then, he
initiates a protocol run and broadcast these values to the other intended entities. In the
verification stage, the protocol entities would succeed in authenticating Eq. (48) but
not Eq. (29). Even if the attacker employs the attack demonstrated in Section 4, the
legitimate entities would have detected the counterfeit in verifying Eq. (48) and
hence, the attacker would not be able to forge 73 by using Eq. (36). In a nutshell,
without knowing B’s long term private key, our protocol is immune to the insider
impersonation attack.

Key Control Resilience. Apparently in our protocol, no single protocol participant
could force the session key to a predetermined or predicted value since the session
key of our protocol is derived by using the long term and ephemeral private keys of
all the protocol participants.

6 Conclusion

In this paper, we have highlighted the flaws of Lin-Li’s one-round authenticated
tripartite key agreement protocol. By penetrating their verification process, we have
further depicted the susceptibility of their scheme to the insider impersonation attack.
To overcome this, we have demonstrated our improvements on their verification
process by introducing an extra pairing operation in their authentication scheme.
More significantly, we have carried out a thorough security analysis in order to
scrutinize our enhanced scheme heuristically. Hence, we conclude that our enhanced
tripartite authenticated key agreement protocol has been proven to be secure against
various malicious attacks, while preserving the desired security attributes of a key
agreement protocol.
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