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Preface

The 10th Information Security Conference (ISC 2007) was held in Valparáıso,
Chile, October 9–12, 2007. ISC is an annual international conference covering
research in theory and applications of information security, aiming to attract
high quality papers in all of its technical aspects. ISC was first initiated as a
workshop (ISW) in Japan in 1997, ISW 1999 was held in Malaysia and ISW
2000 in Australia. The name was changed to the current one when the confer-
ence was held in Spain in 2001 (ISC 2001). The latest conferences were held
in Brazil (ISC 2002), the UK (ISC 2003), the USA (ISC 2004), Singapore (ISC
2005), and Greece (ISC 2006). This year the event was sponsored by the Univer-
sidad Técnica Federico Santa Maŕıa (Valparáıso, Chile), the Support Center for
Advanced Telecommunications Technology Research, Foundation, SCAT(Tokyo,
Japan), Microsoft Corporation, and Yahoo! Research.

Reflecting the conference’s broad scope, this year’s main Program Committee
consisted of a relatively large number (49) of experts. Additionally, given the
timely topic of cryptanalysis and design of hash functions and the NIST hash
competition, the conference also featured a special Hash Subcommittee, chaired
by Arjen Lenstra (EPFL and Bell Labs), as well as a panel on hashing, chaired
by Bill Burr (NIST). The conference received 116 submissions, 29 of which were
selected by the committee members for presentation at the conference, based on
quality, originality and relevance. Each paper was anonymously reviewed by at
least three committee members.

Extended abstracts of 28 of the selected papers (a decision was made that
only papers whose authors could commit to presenting them at the conference
would be published), many revised according to the reviewers’ suggestions, ap-
pear in these proceedings. An important ISC interest is to encourage and pro-
mote student participation. In line with that interest, the ISC 2007 Program
Committee had the pleasure of selecting three student-coauthored papers for
the Best Student Paper award—one from each region ISC rotates among: Asia,
Europe, and the Americas. The papers were, respectively, “Identity-Based Proxy
Re-encryption Without Random Oracles,” by Cheng-Kang Chu and Wen-Guey
Tzeng (National Chiao Tung University, Taiwan), “Detecting System Emula-
tors,” by Thomas Raffetseder, Christopher Kruegel, and Engin Kirda (Technical
University of Vienna, Austria), and “Impossible-Differential Attacks on Large-
Block Rijndael,” by Jorge Nakahara Jr. and Ivan Carlos Pavão (Catholic Uni-
versity of Santos, Brazil). The program also included invited lectures by Hugo
Krawczyk (IBM’s T.J. Watson Research Center, USA), and Brent Waters (SRI
International, USA).

First and foremost, I am extremely grateful to the members of the Pro-
gram Committee and Hash Subcommittee for their investment and effort in the
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process—many times difficult and delicate—of paper review and selection, as
well as to the large number of external reviewers for their valuable help.

Electronic submissions were made possible by the Web Submission and Re-
view Software developed by Shai Halevi, which was hosted at the Universidad
Técnica Federico Santa Maŕıa. Many thanks to Raul Monge for making that
possible—and for his perennial availability when problems arose, to Shai for his
support, and to Debbie Cook and Marcos Kiwi for their help in the handling of
the submissions.

Beyond the hosting of the submission software, Raúl Monge and his team
did a magnificent job managing and taking care of all aspects of the local or-
ganization. I am also most grateful to the general chairs, Masahiro Mambo and
René Peralta, for all their hard work, assistance and advice on a myriad of issues
related to this conference.

Finally, I wish to thank all the authors for submitting their work to ISC 2007,
and the authors of the accepted papers for their contribution to the high technical
quality of the program. As technology evolves and means of communication and
interaction become increasingly more complex and sophisticated, so does the
need not only for guaranteeing their soundness and safety when run in adversarial
settings, but also for novel techniques that actually make them possible. Without
a doubt, the new notions, methods and designs presented in these proceedings
constitute an important step in those directions.

August 2007 Juan A. Garay
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Chile

Program Committee

Michel Abdalla ENS, France
Mikhail Atallah Purdue University, USA
Michael Backes Saarland University, Germany
Feng Bao Institute for Infocomm Research, Singapore
Paulo Barreto University of Sao Paulo, Brazil



VIII Organization

John Black University of Colorado, USA
Debbie Cook Bell Labs, USA
Claudia Diaz K.U. Leuven, Belgium
Glenn Durfee PARC, USA
Nelly Fazio IBM Research, USA
Matthias Fitzi ETH Zürich, Switzerland
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