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Preface

These are the proceedings of Eurocrypt 2008, the 27th Annual IACR Euro-
crypt Conference. The conference was sponsored by the International Associ-
ation for Cryptologic Research (www.iacr.org), this year in cooperation with
Tubitak (www.tubitak.gov.tr).

The Eurocrypt 2008 Program Committee (PC) consisted of 28 members
whose names are listed on the next page. There were 163 papers submitted
to the conference and the PC chose 31 of them. Each paper was assigned to at
least three PC members, who either handled it themselves or assigned it to an
external referee. After the reviews were submitted, the committee deliberated
both online for several weeks and finally in a face-to-face meeting held in Bristol.
Papers were refereed anonymously, with PC papers having a minimum of five
reviewers. All of our deliberations were aided by the Web Submission and Re-
view Software written and maintained by Shai Halevi. In addition to notification
of the decision of the committee, authors received reviews; the default for any
report given to the committee was that it should be available to the authors as
well.

The committee decided to give the Best Paper Award to Ben Smith for his
paper “Isogenies and the Discrete Logarithm Problem in Jacobians of Genus
3 Hyperelliptic Curves.” The conference program also included two invited lec-
tures: one by Andy Clark entitled “From Gamekeeping to Poaching - Information
Forensics and Associated Challenges,” and the other by Clifford Cocks on “The
Growth and Development of Public Key Cryptography.”

I wish to thank all the people who made the conference possible. First and
foremost the authors who submitted their papers. The hard task of reading,
commenting, debating and finally selecting the papers for the conference fell on
the PC members. Without the hard work of the committee members and their
respective sub-reviewers the whole process would be so much harder to organize.
I thank Shai Halevi for handling the submissions and reviews server, and for also
organizing the phone conference for those people unable to attend the Bristol
PC meeting in person. I am also grateful to members of the IACR board, and
previous PC Chairs, who shared their invaluable advice with me and to A. Murat
Apohan and the rest of the local Organizing Committee.

Finally, I would like to say that it has been a great honor to be PC Chair
for Eurocrypt 2008 and I only hope the readers of the following papers obtain
as much enjoyment as I did in selecting them.

February 2008 Nigel Smart
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Gilles Van Assche

A New Mode of Operation for Block Ciphers and Length-Preserving
MACs . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 198

Yevgeniy Dodis, Krzysztof Pietrzak, and Prashant Puniya

Security/Efficiency Tradeoffs for Permutation-Based Hashing . . . . . . . . . . 220
Phillip Rogaway and John Steinberger



XII Table of Contents

New Key-Recovery Attacks on HMAC/NMAC-MD4 and
NMAC-MD5 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 237

Lei Wang, Kazuo Ohta, and Noboru Kunihiro

Collisions for the LPS Expander Graph Hash Function . . . . . . . . . . . . . . . 254
Jean-Pierre Tillich and Gilles Zémor

Second Preimage Attacks on Dithered Hash Functions . . . . . . . . . . . . . . . 270
Elena Andreeva, Charles Bouillaguet, Pierre-Alain Fouque,
Jonathan J. Hoch, John Kelsey, Adi Shamir, and Sebastien Zimmer

Efficient Two Party and Multi Party Computation Against Covert
Adversaries . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 289

Vipul Goyal, Payman Mohassel, and Adam Smith

Almost-Everywhere Secure Computation . . . . . . . . . . . . . . . . . . . . . . . . . . . . 307
Juan A. Garay and Rafail Ostrovsky

Truly Efficient 2-Round Perfectly Secure Message Transmission
Scheme . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 324

Kaoru Kurosawa and Kazuhiro Suzuki

Protocols and Lower Bounds for Failure Localization in the Internet . . . . 341
Boaz Barak, Sharon Goldberg, and David Xiao

HB#: Increasing the Security and Efficiency of HB+ . . . . . . . . . . . . . . . . . . 361
Henri Gilbert, Matthew J.B. Robshaw, and Yannick Seurin

Sub-linear Zero-Knowledge Argument for Correctness of a Shuffle . . . . . . 379
Jens Groth and Yuval Ishai

Precise Concurrent Zero Knowledge . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 397
Omkant Pandey, Rafael Pass, Amit Sahai,
Wei-Lung Dustin Tseng, and
Muthuramakrishnan Venkitasubramaniam

Efficient Non-interactive Proof Systems for Bilinear Groups . . . . . . . . . . . 415
Jens Groth and Amit Sahai

Zero-Knowledge Sets with Short Proofs . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 433
Dario Catalano, Dario Fiore, and Mariagrazia Messina

Strongly Multiplicative Ramp Schemes from High Degree Rational
Points on Curves . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 451

Hao Chen, Ronald Cramer, Robbert de Haan, and
Ignacio Cascudo Pueyo

Detection of Algebraic Manipulation with Applications to Robust
Secret Sharing and Fuzzy Extractors . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 471

Ronald Cramer, Yevgeniy Dodis, Serge Fehr, Carles Padró, and
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