Lecture Notes in Computer Science

Commenced Publication in 1973
Founding and Former Series Editors:
Gerhard Goos, Juris Hartmanis, and Jan van Leeuwen

Editorial Board

David Hutchison

Lancaster University, UK
Takeo Kanade

Carnegie Mellon University, Pittsburgh, PA, USA
Josef Kittler

University of Surrey, Guildford, UK
Jon M. Kleinberg

Cornell University, Ithaca, NY, USA
Alfred Kobsa

University of California, Irvine, CA, USA
Friedemann Mattern

ETH Zurich, Switzerland
John C. Mitchell

Stanford University, CA, USA
Moni Naor

Weizmann Institute of Science, Rehovot, Israel
Oscar Nierstrasz

University of Bern, Switzerland
C. Pandu Rangan

Indian Institute of Technology, Madras, India
Bernhard Steffen

University of Dortmund, Germany
Madhu Sudan

Massachusetts Institute of Technology, MA, USA
Demetri Terzopoulos

University of California, Los Angeles, CA, USA
Doug Tygar

University of California, Berkeley, CA, USA
Gerhard Weikum

Max-Planck Institute of Computer Science, Saarbruecken, Germany

5594



Colin Boyd Juan Gonzalez Nieto (Eds.)

Information Security
and Privacy

14th Australasian Conference, ACISP 2009
Brisbane, Australia, July 1-3, 2009
Proceedings

@ Springer



Volume Editors

Colin Boyd

Juan Gonzilez Nieto

Queensland University of Technology
Information Security Institute

GPO Box 2434, Brisbane, QLD 4001, Australia
E-mail: {c.boyd, j.gonzaleznieto} @qut.edu.au

Library of Congress Control Number: 2009930749

CR Subject Classification (1998): E.3, K.6.5, D.4.6, C.2,E4,F2.1, K.4.1
LNCS Sublibrary: SL 4 — Security and Cryptology

ISSN 0302-9743
ISBN-10 3-642-02619-2 Springer Berlin Heidelberg New York
ISBN-13 978-3-642-02619-5 Springer Berlin Heidelberg New York

This work is subject to copyright. All rights are reserved, whether the whole or part of the material is
concerned, specifically the rights of translation, reprinting, re-use of illustrations, recitation, broadcasting,
reproduction on microfilms or in any other way, and storage in data banks. Duplication of this publication
or parts thereof is permitted only under the provisions of the German Copyright Law of September 9, 1965,
in its current version, and permission for use must always be obtained from Springer. Violations are liable
to prosecution under the German Copyright Law.

springer.com

© Springer-Verlag Berlin Heidelberg 2009
Printed in Germany

Typesetting: Camera-ready by author, data conversion by Scientific Publishing Services, Chennai, India
Printed on acid-free paper SPIN: 12707515 06/3180 543210



Preface

The 2009 Australasian Conference on Information Security and Privacy was the
14th in an annual series that started in 1996. Over the years ACISP has grown
from a relatively small conference with a large proportion of papers coming from
Australia into a truly international conference with an established reputation.
ACISP 2009 was held at Queensland University of Technology in Brisbane, dur-
ing July 1-3, 2009.

This year there were 106 paper submissions and from those 30 papers were
accepted for presentation, but one was subsequently withdrawn. Authors of ac-
cepted papers came from 17 countries and 4 continents, illustrating the interna-
tional flavor of ACISP. We would like to extend our sincere thanks to all authors
who submitted papers to ACISP 2009.

The contributed papers were supplemented by two invited talks from emi-
nent researchers in information security. Basie von Solms (University of Johan-
nesburg), currently President of IFIP, raised the question of how well dressed is
the information security king. L. Jean Camp (Indiana University) talked about
how to harden the network from the friend within. We are grateful to both of
them for sharing their extensive knowledge and setting challenging questions for
the ACISP 2009 delegates.

We were fortunate to have an energetic team of experts who formed the
Program Committee. Their names may be found overleaf, and we thank them
warmly for their considerable efforts. This team was helped by an even larger
number of individuals who reviewed papers in their particular areas of expertise.
A list of these names is also provided which we hope is complete. We would like to
express our thanks to Springer for continuing to support the ACISP conference
and for help in the conference proceedings production.

We are delighted to acknowledge the generous financial sponsorship of ACISP
2009 by the Research Network for a Secure Australia (funded by the Australian
Research Council). The conference was hosted by the Information Security Insti-
tute at Queensland University of Technology, who provided first-class facilities
and material support. The excellent Local Organizing Committee was led by the
ACISP 2009 General Chair, Ed Dawson, with key contributions from Elizabeth
Hansford and Christine Orme. We made use of the iChair electronic submission
and reviewing software written by Thomas Baigneres and Matthieu Finiasz at
EPFL, LASEC.

July 2009 Colin Boyd
Juan Gonzalez Nieto
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