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Preface

This volume contains the papers presented at the 23rd Annual IFIP WG 11.3
Working Conference on Data and Applications Security (DBSEC) held at Con-
cordia University, Montreal, Canada, July 12–15, 2009. This year’s working
conference continued its tradition of being a forum for disseminating original
research results and practical experiences in data and applications security.

This year we had an excellent program consisting of 9 research paper ses-
sions with 18 full research papers, and 4 short papers which were selected from a
total of 47 submissions after a rigorous reviewing process by the Program Com-
mittee members and external reviewers. These sessions included such topics as
access control, security policies, privacy, intrusion detection, trusted computing
and data security in advanced application domains. In addition, the program
included a keynote address, a tutorial and a panel session. We would like to
thank Michael Reiter for his keynote address on “Better Architectures and New
Security Applications for Coarse Network Monitoring.” We would also like to
thank Joachim Biskup for a stimulating tutorial on “How to protect Informa-
tion: Inference Control for Logic-Oriented Information Systems.”

The success of this conference was a result of the efforts of many people. We
would like to extend our appreciation to the Program Committee members and
external reviewers for their hard work. We would like to thank the General Chair,
Mourad Debbabi, for taking care of the organizational aspects of the conference.
We would also like to thank Claudio Ardagna for serving as the Publicity Chair
and for promptly updating the conference website, Lingyu Wang for serving as
the Local Arrangements Chair, and the IFIP WG 11.3 Chair, Vijay Atluri, for
assisting us throughout. Special thanks go to Alfred Hofmann, Editorial Director
at Springer, for agreeing to include these conference proceedings in the Lecture
Notes in Computer Science series.

Last but not least, our thanks go to all of the authors who submitted pa-
pers and to all of the attendees. We hope you find the papers in this Volume
stimulating and beneficial for your research.

July 2009 Ehud Gudes
Jaideep Vaidya



Conference Organization

Executive Committee

General Chair Mourad Debbabi, Concordia University

Program Co-chairs Ehud Gudes, Ben-Gurion University of the Negev
Jaideep Vaidya, Rutgers University

Publicity Chair Claudio Agostino Ardagna, University of
Milan, Italy

Local Arrangements
Chair Lingyu Wang, Concordia University, Canada

IFIP WG 11.3 Chair Vijay Atluri, Rutgers University

Program Committee

Gail-Joon Ahn Arizona State University, USA
Claudio A. Ardagna University of Milan, Italy
Vijay Atluri Rutgers University, USA
Ken Barker University of Calgary, Canada
Steve Barker King’s College London University, UK
Sabrina De Capitani di

Vimercati University of Milan, Italy
Soon Ae Chun City University of New York, USA
Chris Clifton Purdue University, USA
Jason Crampton Royal Holloway, London University, UK
Mourad Debbabi Concordia University, Canada
Steve Demurjian University of Connecticut, USA
Wenliang Du Syracuse University, USA
Yuval Elovici Ben-Gurion University of the Negev, Israel
Csilla Farkas University of South Carolina, USA
Eduardo B. Fernandez Florida Atlantic University, USA
Elena Ferrari University of Insubria, Italy
Qijun Gu Texas State University, USA
Ehud Gudes Ben-Gurion University, Israel
Murat Kantarcioglu University of Texas at Dallas, USA
Peng Liu Pennsylvania State University, USA
Sharad Mehrotra University of California, Irvine, USA
Ravi Mukkamala Old Dominion University, USA
Martin Olivier University of Pretoria, South Africa
Sylvia Osborn University of Western Ontario, Canada
Brajendra Panda University of Arkansas, USA
Indrakshi Ray Colorado State University, USA
Indrajit Ray Colorado State University, USA



VIII Organization

Pierangela Samarati University of Milan, Italy
Andreas Schaad SAP Research, Germany
Dongwan Shin New Mexico Tech, USA
Basit Shafiq Rutgers University, USA
Anoop Singhal NIST, USA
Jaideep Vaidya Rutgers University, USA
Lingyu Wang Concordia University, Canada
Janice Warner Georgian Court University, USA
Duminda Wijesekera George Mason University, USA
Ting Yu North Carolina State University, USA



Table of Contents

Database Security I

Controlled Query Evaluation and Inference-Free View Updates . . . . . . . . 1
Joachim Biskup, Jens Seiler, and Torben Weibert

Implementing Reflective Access Control in SQL . . . . . . . . . . . . . . . . . . . . . . 17
Lars E. Olson, Carl A. Gunter, William R. Cook, and
Marianne Winslett

Security Policies

An Approach to Security Policy Configuration Using Semantic Threat
Graphs . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 33

Simon N. Foley and William M. Fitzgerald

Reaction Policy Model Based on Dynamic Organizations and Threat
Context . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 49

Fabien Autrel, Nora Cuppens-Boulahia, and Frédéric Cuppens

Towards System Integrity Protection with Graph-Based Policy
Analysis . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 65

Wenjuan Xu, Xinwen Zhang, and Gail-Joon Ahn

Privacy I

Practical Private DNA String Searching and Matching through Efficient
Oblivious Automata Evaluation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 81

Keith B. Frikken

Privacy-Preserving Telemonitoring for eHealth . . . . . . . . . . . . . . . . . . . . . . . 95
Mohamed Layouni, Kristof Verslype, Mehmet Tahir Sandıkkaya,
Bart De Decker, and Hans Vangheluwe

Intrusion Detection and Protocols

Analysis of Data Dependency Based Intrusion Detection System . . . . . . . 111
Yermek Nugmanov, Brajendra Panda, and Yi Hu

Secure Method Calls by Instrumenting Bytecode with Aspects . . . . . . . . . 126
Xiaofeng Yang and Mohammad Zulkernine



X Table of Contents

Access Control

Distributed Privilege Enforcement in PACS . . . . . . . . . . . . . . . . . . . . . . . . . 142
Christoph Sturm, Ela Hunt, and Marc H. Scholl

Spatiotemporal Access Control Enforcement under Uncertain Location
Estimates . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 159

Heechang Shin and Vijayalakshmi Atluri

Using Edit Automata for Rewriting-Based Security Enforcement . . . . . . . 175
Hakima Ould-Slimane, Mohamed Mejri, and Kamel Adi

Privacy II

Distributed Anonymization: Achieving Privacy for Both Data Subjects
and Data Providers . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 191

Pawel Jurczyk and Li Xiong

Detecting Inference Channels in Private Multimedia Data via Social
Networks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 208
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