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Preface

This book presents a collection of tutorial papers accompanying lectures from
the last three editions of the International School on Foundations of Security
Analysis and Design (FOSAD).

FOSAD has been one of the foremost educational events established with
the goal of disseminating knowledge in the critical area of security in computer
systems and networks. The main aim of FOSAD is to offer a good spectrum
of current research in foundations of security – ranging from programming lan-
guages to analysis of protocols, from cryptographic algorithms to access control
policies and trust/identity management – that can be of help for graduate stu-
dents and young researchers from academia or industry who intend to approach
the field. Another objective of FOSAD is to propose panels dedicated to topical
open problems and to allow a selected number of participants to give presenta-
tions about their ongoing work, in order to favor discussions and novel scientific
collaborations.

The topics covered in this book include cryptographic protocol analysis, pro-
gram and resource certification, identity management and electronic voting, ac-
cess and authorization control, wireless security, mobile code and communica-
tions security.

The opening paper presented by Santiago Escobar, Catherine Meadows, and
José Meseguer gives an overview of the Maude-NRL Protocol Analyzer, a tool for
the analysis of cryptographic protocols using functions that obey different equa-
tional theories. In a proof-carrying code framework, Gilles Barthe and César
Kunz present a technique to build, from a certificate of the source program,
a certificate for the result of its compilation. The paper by David Chadwick
addresses in a survey several different topics concerning federated identity man-
agement. Bart Jacobs and Wolter Pieters discuss technical and social aspects
of electronic voting systems, by presenting as a case study the system imple-
mented in practice in The Netherlands. The paper by Mart́ın Abadi provides an
overview of the role of logic in access control, by covering logical foundations for
access control and their applications in languages for security policies. Sebas-
tian Mödersheim and Luca Viganò introduce the open-source fixed-point model
checker OFMC for symbolic cryptographic protocol analysis. Rustan Leino, Pe-
ter Müller, and Jan Smans describe a verifier for concurrent programs called
Chalice, whose methodology centers around permissions and permission transfer.
Frédéric Besson, David Cachera, Thomas Jensen and David Pichardie propose a
tutorial on building analyzers using the Coq proof assistant. In particular, they
propose an interval analysis for the static verification of the absence of array-out-
of-bounds accesses. Elvira Albert, Puri Arenas, Samir Genaim, Germán Puebla,
and Damiano Zanardini present the COSTA system, a state-of-the-art analyzer
that automatically generates precise resource usage information for a large class
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of Java programs. In the last paper, Javier Lopez, Rodrigo Roman, and Cristina
Alcaraz analyze how different requirements of sensor networks can influence the
security mechanisms.

We would like to thank all the institutions that have promoted and founded
FOSAD in the last few years. In particular, we are grateful to the IFIP Work-
ing Group 1.7 on “Theoretical Foundations of Security Analysis and Design,”
which was established to promote research and education in security-related is-
sues. Among the sponsors, we would like to mention CNR-IIT, Department of
the Navy Grant N00014-08-1-1109 issued by Office of Naval Research Global,
EU projects SENSORIA and MOBIUS, International Workshop on Views On
Designing Complex Architectures (VODCA), and Università di Bologna. Every
year, FOSAD is supported by EATCS-IT, EEF, and ERCIM Working Group on
Security and Trust Management.

Finally, we also wish to thank the entire staff of the University Residential
Centre of Bertinoro for the organizational and administrative support.

June 2009 Alessandro Aldini
Gilles Barthe

Roberto Gorrieri
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Verification of Concurrent Programs with Chalice . . . . . . . . . . . . . . . . . . . . 195
K. Rustan M. Leino, Peter Müller, and Jan Smans

Certified Static Analysis by Abstract Interpretation . . . . . . . . . . . . . . . . . . 223
Frédéric Besson, David Cachera, Thomas Jensen, and
David Pichardie

Resource Usage Analysis and Its Application to Resource
Certification . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 258

Elvira Albert, Puri Arenas, Samir Genaim, Germán Puebla, and
Damiano Zanardini



VIII Table of Contents

Analysis of Security Threats, Requirements, Technologies and
Standards in Wireless Sensor Networks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 289

Javier Lopez, Rodrigo Roman, and Cristina Alcaraz

Author Index . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 339



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (ISO Coated v2 300% \050ECI\051)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Perceptual
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /Warning
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /Warning
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 150
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 600
  /MonoImageMinResolutionPolicy /Warning
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [595.276 841.890]
>> setpagedevice




