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Preface

This book presents a collection of tutorial papers accompanying lectures from
the last three editions of the International School on Foundations of Security
Analysis and Design (FOSAD).

FOSAD has been one of the foremost educational events established with
the goal of disseminating knowledge in the critical area of security in computer
systems and networks. The main aim of FOSAD is to offer a good spectrum
of current research in foundations of security — ranging from programming lan-
guages to analysis of protocols, from cryptographic algorithms to access control
policies and trust/identity management — that can be of help for graduate stu-
dents and young researchers from academia or industry who intend to approach
the field. Another objective of FOSAD is to propose panels dedicated to topical
open problems and to allow a selected number of participants to give presenta-
tions about their ongoing work, in order to favor discussions and novel scientific
collaborations.

The topics covered in this book include cryptographic protocol analysis, pro-
gram and resource certification, identity management and electronic voting, ac-
cess and authorization control, wireless security, mobile code and communica-
tions security.

The opening paper presented by Santiago Escobar, Catherine Meadows, and
José Meseguer gives an overview of the Maude-NRL Protocol Analyzer, a tool for
the analysis of cryptographic protocols using functions that obey different equa-
tional theories. In a proof-carrying code framework, Gilles Barthe and César
Kunz present a technique to build, from a certificate of the source program,
a certificate for the result of its compilation. The paper by David Chadwick
addresses in a survey several different topics concerning federated identity man-
agement. Bart Jacobs and Wolter Pieters discuss technical and social aspects
of electronic voting systems, by presenting as a case study the system imple-
mented in practice in The Netherlands. The paper by Martin Abadi provides an
overview of the role of logic in access control, by covering logical foundations for
access control and their applications in languages for security policies. Sebas-
tian Modersheim and Luca Vigano introduce the open-source fixed-point model
checker OFMC for symbolic cryptographic protocol analysis. Rustan Leino, Pe-
ter Miiller, and Jan Smans describe a verifier for concurrent programs called
Chalice, whose methodology centers around permissions and permission transfer.
Frédéric Besson, David Cachera, Thomas Jensen and David Pichardie propose a
tutorial on building analyzers using the Coq proof assistant. In particular, they
propose an interval analysis for the static verification of the absence of array-out-
of-bounds accesses. Elvira Albert, Puri Arenas, Samir Genaim, German Puebla,
and Damiano Zanardini present the COSTA system, a state-of-the-art analyzer
that automatically generates precise resource usage information for a large class
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of Java programs. In the last paper, Javier Lopez, Rodrigo Roman, and Cristina
Alcaraz analyze how different requirements of sensor networks can influence the
security mechanisms.

We would like to thank all the institutions that have promoted and founded
FOSAD in the last few years. In particular, we are grateful to the IFIP Work-
ing Group 1.7 on “Theoretical Foundations of Security Analysis and Design,”
which was established to promote research and education in security-related is-
sues. Among the sponsors, we would like to mention CNR-IIT, Department of
the Navy Grant N00014-08-1-1109 issued by Office of Naval Research Global,
EU projects SENSORIA and MOBIUS, International Workshop on Views On
Designing Complex Architectures (VODCA), and Universita di Bologna. Every
year, FOSAD is supported by EATCS-IT, EEF, and ERCIM Working Group on
Security and Trust Management.

Finally, we also wish to thank the entire staff of the University Residential
Centre of Bertinoro for the organizational and administrative support.

June 2009 Alessandro Aldini
Gilles Barthe
Roberto Gorrieri
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