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Preface

The 8th International Conference on Cryptology and Network Security (CANS
2009) was held at the Ishikawa Prefectural Museum of Art in Kanazawa, Japan,
during December 12–14, 2009. The conference was jointly co-organized by the
National Institute of Advanced Industrial Science and Technology (AIST), Japan,
and the Japan Advanced Institute of Science and Technology (JAIST). In addi-
tion, the event was supported by the Special Interest Group on Computer Secu-
rity (CSEC), IPSJ, Japan, the Japan Technical Group on Information Security
(ISEC), IEICE, the Japan Technical Committee on Information and Commu-
nication System Security(ICSS), IEICE, and the Society of Information Theory
and its Applications (SITA), Japan, and co-sponsored by the National Insti-
tute of Information and Communications Technology, Japan, ComWorth Co.,
LTD, Japan, Hitachi, Ltd., Hokuriku Telecommunication Network Co.,Inc., and
Internet Initiative Japan Inc.

The conference received 109 submissions from 24 countries, out of which
32 were accepted for publication in these proceedings. At least three Program
Committee (PC) members reviewed each submitted paper, while submissions
co-authored by a PC member were submitted to the more stringent evaluation
of five PC members. In addition to the PC members, many external reviewers
joined the review process in their particular areas of expertise. We were fortunate
to have this energetic team of experts, and are deeply grateful to all of them
for their hard work, which included a very active discussion phase—almost as
long as the initial individual reviewing period. The paper submission, review
and discussion processes were effectively and efficiently made possible by the
Web-based system iChair.

The main goal of CANS as a conference is to promote research on all aspects
of network security, as well as to build a bridge between research on cryptology
and on network security. The broad range of areas covered by the high-quality
accepted papers to the current edition, which include novel cryptographic and
number-theoretic constructs enabling new functionalities, the various security as-
pects of protocols and wireless and sensor networks, new cipher designs, advanced
cryptanalytic techniques without which soundness would be unattainable, and
the treatment of privacy in multifarious settings, from privacy-preserving com-
putation to privacy in the ever-popular social networks, attests—exceedingly—
to the fulfillment of that goal. In addition, the conference featured three invited
speakers: Craig Gentry from IBM Research, Adrian Perrig from Carnegie Mellon
University, and Adam Smith from The Pennsylvania State University, whose lec-
tures on cutting-edge research areas—“Computing on Encrypted Data,” “Build-
ing Secure Networked Systems with Code Attestation,” and “A Cryptographer’s-
Eye View of Privacy in Statistical Databases,” respectively—contributed in no
small part to the richness of the program.



VI Preface

Finally, we thank all the authors who submitted papers to this conference;
the Organizing Committee members, colleagues and student helpers for their
valuable time and effort; and all the conference attendees who made this event
a truly intellectually stimulating one through their active participation.

December 2009 Juan A. Garay
Atsuko Miyaji
Akira Otsuka
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Jean-Luc Beuchat, Emmanuel López-Trejo, Luis Mart́ınez-Ramos,
Shigeo Mitsunari, and Francisco Rodŕıguez-Henŕıquez
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