
Lecture Notes in Computer Science 6054
Commenced Publication in 1973
Founding and Former Series Editors:
Gerhard Goos, Juris Hartmanis, and Jan van Leeuwen

Editorial Board

David Hutchison
Lancaster University, UK

Takeo Kanade
Carnegie Mellon University, Pittsburgh, PA, USA

Josef Kittler
University of Surrey, Guildford, UK

Jon M. Kleinberg
Cornell University, Ithaca, NY, USA

Alfred Kobsa
University of California, Irvine, CA, USA

Friedemann Mattern
ETH Zurich, Switzerland

John C. Mitchell
Stanford University, CA, USA

Moni Naor
Weizmann Institute of Science, Rehovot, Israel

Oscar Nierstrasz
University of Bern, Switzerland

C. Pandu Rangan
Indian Institute of Technology, Madras, India

Bernhard Steffen
TU Dortmund University, Germany

Madhu Sudan
Microsoft Research, Cambridge, MA, USA

Demetri Terzopoulos
University of California, Los Angeles, CA, USA

Doug Tygar
University of California, Berkeley, CA, USA

Gerhard Weikum
Max Planck Institute for Informatics, Saarbruecken, Germany



Radu Sion Reza Curtmola Sven Dietrich
Aggelos Kiayias Josep M. Miret
Kazue Sako Francesc Sebé (Eds.)

Financial Cryptography
and Data Security

FC 2010 Workshops, RLCPS, WECSR, and WLC 2010
Tenerife, Canary Islands, Spain, January 25-28, 2010
Revised Selected Papers

13



Volume Editors

Radu Sion
Stony Brook University, Stony Brook, NY, USA
E-mail: sion@cs.stonybrook.edu

Reza Curtmola
New Jersey Institute of Technology, Newark, NJ, USA
E-mail: crix@njit.edu

Sven Dietrich
Stevens Institute of Technology, Hoboken, NJ, USA
E-mail: spock@cs.stevens.edu

Aggelos Kiayias
University of Connecticut, Storrs, CT, USA
E-mail: aggelos@cse.uconn.edu

Josep M. Miret
Francesc Sebé
Universidad de Lleida, Spain
E-mail: {miret, fsebe}@matematica.udl.cat

Kazue Sako
NEC Central Research Labs
Kawasaki, Japan
E-mail: k-sako@ab.jp.nec.com

Library of Congress Control Number: 2010932207

CR Subject Classification (1998): C.2, K.4.4, K.6.5, D.4.6, E.3, J.1

LNCS Sublibrary: SL 4 – Security and Cryptology

ISSN 0302-9743
ISBN-10 3-642-14991-X Springer Berlin Heidelberg New York
ISBN-13 978-3-642-14991-7 Springer Berlin Heidelberg New York

This work is subject to copyright. All rights are reserved, whether the whole or part of the material is
concerned, specifically the rights of translation, reprinting, re-use of illustrations, recitation, broadcasting,
reproduction on microfilms or in any other way, and storage in data banks. Duplication of this publication
or parts thereof is permitted only under the provisions of the German Copyright Law of September 9, 1965,
in its current version, and permission for use must always be obtained from Springer. Violations are liable
to prosecution under the German Copyright Law.

springer.com

© IFCA/Springer-Verlag Berlin Heidelberg 2010
Printed in Germany

Typesetting: Camera-ready by author, data conversion by Scientific Publishing Services, Chennai, India
Printed on acid-free paper 06/3180



Preface

This volume contains the workshop proceedings of the accompanying workshops
of the 14th Financial Cryptograpy and Data Security International Conference
2010, held on Tenerife, Canary Islands, Spain, January 25-28, 2010.

Financial Cryptography and Data Security is a major international forum for
research, advanced development, education, exploration, and debate regarding
information assurance, with a specific focus on commercial contexts. The con-
ference covers all aspects of securing transactions and systems and especially
encourages original work focusing on both fundamental and applied real-world
deployments on all aspects surrounding commerce security.

Three workshops were co-located with FC 2010: the Workshop on Real-Life
Cryptographic Protocols and Standardization (RLCPS), the Workshop on Ethics
in Computer Security Research (WECSR), and the Workshop on Lightweight
Cryptography for Resource-Constrained Devices (WLC).

Intimate and colorful by tradition, the high-quality program was not the
only attraction of FC. In the past, FC conferences have been held in highly
research-synergistic locations such as Tobago, Anguilla, Dominica, Key West,
Guadelupe, Bermuda, the Grand Cayman, and Cozumel Mexico. 2010 was the
first year that the conference was held on European soil, in the Spanish Canary
Islands, in Atlantic waters, a few miles across Morocco. Over 100 researchers
from more than 20 countries were in attendance.

FC 2010 Organizers
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