Lecture Notes in Computer Science

Commenced Publication in 1973
Founding and Former Series Editors:
Gerhard Goos, Juris Hartmanis, and Jan van Leeuwen

Editorial Board

David Hutchison

Lancaster University, UK
Takeo Kanade

Carnegie Mellon University, Pittsburgh, PA, USA
Josef Kittler

University of Surrey, Guildford, UK
Jon M. Kleinberg

Cornell University, Ithaca, NY, USA
Alfred Kobsa

University of California, Irvine, CA, USA
Friedemann Mattern

ETH Zurich, Switzerland
John C. Mitchell

Stanford University, CA, USA
Moni Naor

Weizmann Institute of Science, Rehovot, Israel
Oscar Nierstrasz

University of Bern, Switzerland
C. Pandu Rangan

Indian Institute of Technology, Madras, India
Bernhard Steffen

TU Dortmund University, Germany
Madhu Sudan

Microsoft Research, Cambridge, MA, USA
Demetri Terzopoulos

University of California, Los Angeles, CA, USA
Doug Tygar

University of California, Berkeley, CA, USA
Gerhard Weikum

Max Planck Institute for Informatics, Saarbruecken, Germany

6345



Dimitris Gritzalis Bart Preneel
Marianthi Theoharidou (Eds.)

Computer Security —
ESORICS 2010

15th European Symposium on Research in Computer Security
Athens, Greece, September 20-22, 2010
Proceedings

@ Springer



Volume Editors

Dimitris Gritzalis

Marianthi Theoharidou

Athens University of Economics and Business

Information Security and Critical Infrastructure Protection Research Group
Department of Informatics

76 Patission Ave., Athens, 10434, Greece

E-mail: {dgrit, mtheohar} @aueb.gr

Bart Preneel

Katholieke Universiteit Leuven

Department of Electrical Engineering-ESAT/COSIC
Kasteelpark Arenberg 10, Bus 2446, 3001 Leuven, Belgium
E-mail: bart.preneel @esat.kuleuven.be

Library of Congress Control Number: 2010933238

CR Subject Classification (1998): C.2, K.6.5, D.4.6, E.3, H.4, J.1
LNCS Sublibrary: SL 4 — Security and Cryptology

ISSN 0302-9743
ISBN-10 3-642-15496-4 Springer Berlin Heidelberg New York
ISBN-13 978-3-642-15496-6 Springer Berlin Heidelberg New York

This work is subject to copyright. All rights are reserved, whether the whole or part of the material is
concerned, specifically the rights of translation, reprinting, re-use of illustrations, recitation, broadcasting,
reproduction on microfilms or in any other way, and storage in data banks. Duplication of this publication
or parts thereof is permitted only under the provisions of the German Copyright Law of September 9, 1965,
in its current version, and permission for use must always be obtained from Springer. Violations are liable
to prosecution under the German Copyright Law.

springer.com

© Springer-Verlag Berlin Heidelberg 2010
Printed in Germany

Typesetting: Camera-ready by author, data conversion by Scientific Publishing Services, Chennai, India
Printed on acid-free paper 06/3180



Preface

The European Symposium on Research in Computer Security (ESORICS) has a
tradition that goes back two decades. It tries to bring together the international
research community in a top-quality event that covers all the areas of computer
security, ranging from theory to applications.

ESORICS 2010 was the 15th edition of the event. It was held in Athens,
Greece, September 20-22, 2010. The conference received 201 submissions. The
papers went through a careful review process. In a first round, each paper re-
ceived three independent reviews. For the majority of the papers an electronic
discussion was also organized to arrive at the final decision. As a result of the
review process, 42 papers were selected for the final program, resulting in an ac-
ceptance rate of as low as 21%. The authors of accepted papers were requested
to revise their papers, based on the comments received. The program was com-
pleted with an invited talk by Udo Helmbrecht, Executive Director of ENISA
(European Network and Information Security Agency).

ESORICS 2010 was organized under the aegis of three Ministries of the Gov-
ernment of Greece, namely: (a) the Ministry of Infrastructure, Transport, and
Networks, (b) the General Secretariat for Information Systems of the Ministry
of Economy and Finance, and (c) the General Secretariat for e-Governance of
the Ministry of Interior, Decentralization, and e-Government.

First and foremost, we would like to thank the members of the Program
Committee for their extensive efforts both during the review and the discussion
phase. Our task would not have been feasible without their collective knowledge
and wisdom. We would also like to express our thanks to the numerous external
reviewers for their contributions.

We are indebted to Sokratis Katsikas—our General Chair—for his kind en-
couragement, as well as to Nikos Kyrloglou—our Organizing Committee Co-
chair—for his continuous support. Our appreciation goes to Triaena Tours &
Congress S.A., our local organizer and official travel agent, for our fruitful co-
operation.

Last, but not least, we are sincerely grateful to our sponsor, Vodafone S.A.,
as well as to our supporters (in alphabetical order) Adacom S.A., Encode S.A.,
Ernst & Young S.A., Quality & Reliability S.A., and Unisystems S.A. for their
kind and generous support.

Finally, we would like to thank the submitters, authors, presenters, and par-
ticipants who, all together, made ESORICS 2010 a great success.

We hope that the papers in this volume can help you with your research and
professional activities, and serve as a source of inspiration during the difficult
but fascinating route towards an on-line world with adequate security.

September 2010 Dimitris Gritzalis
Bart Preneel
Marianthi Theoharidou
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