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Preface

The present volume contains the proceedings of the seventh international work-
shop on Formal Aspects of Security and Trust (FAST 2010), held in Pisa, Italy,
16-17 September 2010, as part of the 8th IEEE International Conference on
Software Engineering and Formal Methods (SEFM 2010).

FAST aims to foster cooperation among researchers in the areas of security
and trust. As computing and network infrastructures become increasingly perva-
sive, and as they carry increasing economic activity, society needs well-matched
security and trust mechanisms. These interactions increasingly span several en-
terprises and involve loosely structured communities of individuals. Participants
involved in these activities must control interactions with their partners based
on trust policies and business logic. Trust-based decisions effectively determine
the security goals for shared information and for access to sensitive or valuable
resources.

FAST sought original papers focusing on formal aspects of the following top-
ics: security and trust policy models; security protocol design and analysis; for-
mal models of trust and reputation; logics for security and trust; distributed
trust management systems; trust-based reasoning; digital assets protection; data
protection; privacy and ID issues; information flow analysis; language-based se-
curity; security and trust aspects of ubiquitous computing; validation/analysis
tools; web service security /trust /privacy; GRID security; security risk assessment;
and case studies.

The proceedings of this, the seventh FAST workshop, contains a paper by
Dusko Pavlovic based on his invited talk. It also comprises 14 revised papers se-
lected out of 42 submissions. Each paper was reviewed by at least three members
of the Program Committee, whom we wish to thank for their valuable efforts.
We are also grateful to the organizers of SEFM 2010 for having accepted FAST
2010 as an affiliated event and for providing a perfect environment for running
the workshop. Last but not least, many thanks to Andrei Voronkov, who allowed
us to use the free conference software system EasyChair, which greatly simplified
the work of the Program Committee.

December 2010 Pierpaolo Degano
Sandro Etalle
Joshua Guttman
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