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Preface

Publication is a self-invasion of privacy.

Marshall McLuhan

Individuals in the Information Society want to safeguard their autonomy and retain
control over their personal information, irrespective of their activities. Information
technologies generally do not consider those user requirements, thereby putting the
privacy of the citizen at risk. At the same time, the Internet is changing from a client-
server to a collaborative paradigm. Individuals are contributing throughout their life
leaving a life-long trace of personal data. This raises substantial new privacy chal-
lenges.

Saving digital privacy. By 2008, the European project PRIME (Privacy and Identity
Management for Europe) had demonstrated that existing privacy technologies can
enable citizens to execute their legal rights to control their personal information
in on-line transactions. It had raised considerable awareness amongst stakeholders
and has significantly advanced the state of the art in the areas of privacy and identity
management. PrimeLife has been building on the momentum created and the results
achieved by PRIME to address emerging challenges in the areas of privacy and
identity management and really bring privacy and identity management to live:

• A first, short-term goal of PrimeLife was to provide scalable and configurable
privacy and identity management in new and emerging internet services and ap-
plications such as virtual communities and Web 2.0 collaborative applications.

• A second, longer-term goal of PrimeLife was to protect the privacy of individuals
over their whole span of life. Each individual leaves a multitude of traces during
a lifetime of digital interactions. Technological advancements facilitate extensive
data collection, unlimited storage, as well as reuse and life-long linkage of these
digital traces.

• A third goal of PrimeLife was to support privacy and identity management by
progressing the state of the art on

– tools guaranteeing privacy and trust,
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– the usability experience of privacy and identity management solutions,
– security and privacy policy systems, and
– privacy-enabling infrastructures.

• The last but certainly important goal of PrimeLife was to disseminate our results
and enable their use in real life. We organized interdisciplinary Summer Schools
of Privacy, organized and participated in standardization groups and meetings,
and made the source code and documentation of most of our prototypes and
implementations available for free use.

This Book. After more than three years of work in PrimeLife, this book aims at giv-
ing an overview of the results achieved. It is therefore structured into an introduction
and six parts covering the most important areas of privacy and identity management
considering the life of today: Several aspects of “Privacy in Life” are discussed in

on “Infrastructures for Privacy and Identity Management,” before Part VI “Privacy
Live” comes full circle describing how PrimeLife is reaching out to the life of to-
day’s and the future’s netizens.

Acknowledgements. Editing and writing a multidisciplinary book like this is not
possible without many contributors that dedicated their knowledge, expertise, and

PrimeLife book, we would like to give a special thanks to:

• The partner organisations and individual researchers in PrimeLife that con-
tributed to this book and the underlying PrimeLife deliverables. They come from

• Els van Herreweghen who was instrumental in writing and submitting the project

• The international team of reviewers that as friends of PrimeLife dedicated their
time to improve and streamline the parts of this book. We are particularly
grateful to Bart De Decker, Ian Glazer, David-Olivier Jaquet-Chiffelle, Vaclav
Matyas, Vincent Naessens, Lasse Øverlier, Jakob Pagter, Michael Pedersen,
Claire Vishik, and Jozef Vyskoc for their most valuable comments and sugges-
tions.

• The people who helped to create this book:

– Michelle Cryer for transforming much of the nerds’ English in the draft ver-
sions of this book into English.

– The PrimeLife “Activity Leaders” Katrin Borcea-Pfitzmann, Sandra Stein-
brecher, Pierangela Samarati, Gregory Neven, Gökhan Bal, and Marit Hansen
for their support and coordination of the respective parts. Gregory also pro-
vided the Latex templates and wisdom on how to put the different chapters and
parts together into this book.

Part I, followed by Part II “Mechanisms for Privacy”. Part III is dedicated to “Hu-

time to make the work a success. Among the many people that worked on this

proposal and Dieter Sommer who did a wonderful job as coordinator.

seven Member States of the European Union, Switzerland, and the USA.

man Computer Interaction (HCI)”, and Part IV to “Policy Languages”. Part V focuses
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– Our colleagues at IBM Research – Zurich, Karlstad University, and Goethe
University Frankfurt for keeping our backs covered when we were working
on this book.

– Saskia Werdmüller for the final checking of the manuscript.
– Christian Rauscher at Springer for helping us with publication of the book.

• The European Commission for funding PrimeLife and our Project Officers
Manuel Carvalhosa and Maria-Concepcion Anton-Garcia, their management,
Jacques Bus, Jesus Villasante, Thomas Skordas, Gustav Kalbe, and Dirk van
Rooy, and the project reviewers Jean-Marc Dinant, Alberto Escudero-Pascual,
and Massimo Felici for most valuable feedback and encouragement.

• Last, but certainly not least, all the members of the PrimeLife Reference Group
for many inspiring discussions and lots of valuable and helpful feedback.

We hope that this book will contribute to the understanding that digital privacy can
be a reality: Many tools exist and are waiting to be deployed in practice.

Zurich, Karlstad, Frankfurt, Jan Camenisch
March 2011 Simone Fischer-Hübner
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Erik Wästlund
Karlstad University, Department of Psychology
Universitetsgatan 2, Karlstad, S-65188

Filipe Beato, Markulf Kohlweiss, Jorn Lapon, Stefan Schiffner, Karel Wouters
Katholieke Universiteit Leuven, ESAT - COSIC
Kasteelpark Arenberg 10, Leuven, B-3001

Laurent Bussard, Ulrich Pinsdorf
Microsoft EMIC

Security Gruneburgplatz 1, Frankfurt/Main, D-60629

Ritterstrasse 23, Aachen, D-52072



Preface xi

Claudio A. Ardagna, Sabrina De Capitani di Vimercati, Sara Foresti, Giovanni
Livraga, Eros Pedrini, Pierangela Samarati
Università degli Studi di Milano, Dip. di Tecnologie dell’Informazione
Via Bramante 65, Crema, I-26013

Michele Bezzi, Akram Njeh, Stuart Short, Slim Trabelsi
SAP Labs France
805, Avenue du Docteur Maurice Donat, BP 1216, Mougins Cedex, F-06254

Bibi van den Berg, Laura Klaming, Ronald Leenes, Arnold Roosendaal
Universiteit van Tilburg, TILT
Postbus 90153, Tilburg, NL-5000 LE

Marit Hansen, Leif-Erik Holtz, Ulrich König, Sebastian Meissner, Jan
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Roosendaal, Andreas Pfitzmann, Sandra Steinbrecher, Katalin Storf,
and Harald Zwingelberg
4.1 Challenges and Requirements . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 87

4.1.1 Dealing with Dynamics . . . . . . . . . . . . . . . . . . . . . . . . . . . . 87
4.1.2 Digital Footprint . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 91
4.1.3 Concepts for Delegation . . . . . . . . . . . . . . . . . . . . . . . . . . . . 94

4.2 Demonstrator . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 99
4.2.1 Overview of the Backup Demonstrator Architecture . . . . . 102



Contents xv

4.2.2 Deployment and Usage of the Demonstrator . . . . . . . . . . . 109
4.3 Concluding Remarks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 110
4.4 Acknowledgements . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 110

References Part I . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 111

Part II Mechanisms for Privacy

5 Cryptographic Mechanisms for Privacy . . . . . . . . . . . . . . . . . . . . . . . . . 117
Jan Camenisch, Maria Dubovitskaya, Markulf Kohlweiss, Jorn Lapon,
and Gregory Neven
5.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 117
5.2 Cryptography to the Aid . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 118
5.3 Private Credentials, Their Extensions, and Applications . . . . . . . . . 119

5.3.1 Extended Functionalities . . . . . . . . . . . . . . . . . . . . . . . . . . . 120
5.3.2 Direct Anonymous Attestation . . . . . . . . . . . . . . . . . . . . . . . 123

5.4 Other Privacy-Enhancing Authentication Mechanisms . . . . . . . . . . 123
5.4.1 Privacy-Enhancing Encryption . . . . . . . . . . . . . . . . . . . . . . 126

5.5 Electronic Voting, Polling, and Petitions . . . . . . . . . . . . . . . . . . . . . . 127
5.6 Oblivious Transfer with Access Control and Prices . . . . . . . . . . . . . 128
5.7 Oblivious Trusted Third Parties . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 130
5.8 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 134

6 Transparency Tools . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 135
Hans Hedbom, Tobias Pulls, and Marit Hansen
6.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 135
6.2 Setting the Scene . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 137
6.3 On Privacy Preserving and Secure Logs . . . . . . . . . . . . . . . . . . . . . . . 138

6.3.1 Attacker Model and Security Evaluation . . . . . . . . . . . . . . 139
6.4 Prior Work and Our Contribution . . . . . . . . . . . . . . . . . . . . . . . . . . . . 139
6.5 Technical Overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 140

6.5.1 State and Secrets . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 140
6.5.2 Entry Structure and Storage . . . . . . . . . . . . . . . . . . . . . . . . . 141
6.5.3 API . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 142
6.5.4 Unlinkability . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 142

6.6 Conclusion and Outlook . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 143

7 Interoperability of Trust and Reputation Tools . . . . . . . . . . . . . . . . . . . 145
Sandra Steinbrecher and Stefan Schiffner
7.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 145
7.2 Social need . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 146
7.3 Legal Aspect . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 147
7.4 Security and Privacy Requirements . . . . . . . . . . . . . . . . . . . . . . . . . . 148
7.5 Technical Implementability . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 149
7.6 Infrastructure . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 150

7.6.1 Interoperability with Applications . . . . . . . . . . . . . . . . . . . . 150



xvi Contents

7.6.2 Interoperability with Trust Management . . . . . . . . . . . . . . . 152
7.6.3 Interoperability with Identity Management . . . . . . . . . . . . 153
7.6.4 Resulting implementation . . . . . . . . . . . . . . . . . . . . . . . . . . . 154

7.7 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 155

8 Data Privacy . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 157
Michele Bezzi, Sabrina De Capitani di Vimercati, Sara Foresti,
Giovanni Livraga, Stefano Paraboschi, and Pierangela Samarati
8.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 157
8.2 Privacy Metrics and Information Theory . . . . . . . . . . . . . . . . . . . . . . 158

8.2.1 Basic Concepts . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 159
8.2.2 Traditional Privacy Metrics . . . . . . . . . . . . . . . . . . . . . . . . . 160
8.2.3 An Information Theoretic Approach for Privacy Metrics . 161
8.2.4 Protecting Privacy of Sensitive Value Distributions . . . . . . 164

8.3 Privacy Protection Techniques . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 165
8.3.1 Basic Concepts . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 165

8.4 Fragmentation and Encryption . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 167
8.4.1 Fragmentation Model . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 168
8.4.2 Minimal Fragmentation . . . . . . . . . . . . . . . . . . . . . . . . . . . . 169
8.4.3 Query Evaluation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 170

8.5 Departing from Encryption . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 171
8.5.1 Fragmentation Model . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 172
8.5.2 Minimal Fragmentation . . . . . . . . . . . . . . . . . . . . . . . . . . . . 172
8.5.3 Query Evaluation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 174

8.6 Preserving Utility in Data Publication . . . . . . . . . . . . . . . . . . . . . . . . 175
8.6.1 Visibility Requirements . . . . . . . . . . . . . . . . . . . . . . . . . . . . 175
8.6.2 Loose Associations . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 176

8.7 Conclusions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 179

9 Selective Exchange of Confidential Data in the Outsourcing
Scenario . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 181
Sabrina De Capitani di Vimercati, Sara Foresti, Stefano Paraboschi,
Gerardo Pelosi, and Pierangela Samarati
9.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 181
9.2 Preliminaries . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 183
9.3 Encryption Schema . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 184

9.3.1 Key Agreement . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 184
9.3.2 Key Derivation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 185
9.3.3 Encryption Policy . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 187

9.4 Resource Sharing Management . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 189
9.5 Comparison with the PGP’s Key-Management Strategy . . . . . . . . . 191
9.6 Exposure Evaluation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 192

9.6.1 Anonymous Accesses . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 192
9.7 Encryption Policy Updates . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 194

9.7.1 Two-Layered Encryption Model . . . . . . . . . . . . . . . . . . . . . 195
9.7.2 Over-Encryption . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 196



Contents xvii

9.7.3 Collusion Evaluation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 196
9.8 Conclusions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 198

References Part II . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 199

10 PET-USES . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 213
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Wästlund, and Manfred Tscheligi
11.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 221
11.2 Overview of HCI challenges . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 222

11.2.1 Challenge 1: Limited User Knowledge of PETs . . . . . . . . 222
11.2.2 Challenge 2: Technologically Driven Development of

PETs . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 223
11.2.3 Challenge 3: Understanding PET Related Terms . . . . . . . . 223
11.2.4 Challenge 4: Wrong Mental Models of PETs . . . . . . . . . . . 223
11.2.5 Challenge 5: Privacy as a Secondary Task . . . . . . . . . . . . . 224
11.2.6 Challenge 6: Complex Mechanisms are Hard to

Understand . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 225
11.3 Tackling the Challenges . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 225

11.3.1 Limited User Knowledge of PETs . . . . . . . . . . . . . . . . . . . . 225
11.3.2 Technologically Driven Development of PETs . . . . . . . . . 226
11.3.3 Understanding of PET Related Terms . . . . . . . . . . . . . . . . . 226
11.3.4 Wrong Mental Models of PETs . . . . . . . . . . . . . . . . . . . . . . 227
11.3.5 Privacy as a Secondary Task . . . . . . . . . . . . . . . . . . . . . . . . 227
11.3.6 Complex Mechanisms are Hard to Understand . . . . . . . . . 228

11.4 HCI Activities and Software Development . . . . . . . . . . . . . . . . . . . . 228
11.4.1 Backup Prototype . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 228
11.4.2 Privacy Dashboard . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 229
11.4.3 Examples Reflected . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 230

11.5 Discussion and Outlook . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 231

Part III Human Computer I nteraction (HCI)



xviii Contents

12 The Users’ Mental Models’ Effect on their Comprehension of
Anonymous Credentials . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 233
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