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Preface

Publication is a self-invasion of privacy.

Marshall McLuhan

Individuals in the Information Society want to safeguard their autonomy and retain
control over their personal information, irrespective of their activities. Information
technologies generally do not consider those user requirements, thereby putting the
privacy of the citizen at risk. At the same time, the Internet is changing from a client-
server to a collaborative paradigm. Individuals are contributing throughout their life
leaving a life-long trace of personal data. This raises substantial new privacy chal-
lenges.

Saving digital privacy. By 2008, the European project PRIME (Privacy and Identity
Management for Europe) had demonstrated that existing privacy technologies can
enable citizens to execute their legal rights to control their personal information
in on-line transactions. It had raised considerable awareness amongst stakeholders
and has significantly advanced the state of the art in the areas of privacy and identity
management. PrimeLife has been building on the momentum created and the results
achieved by PRIME to address emerging challenges in the areas of privacy and
identity management and really bring privacy and identity management to live:

• A first, short-term goal of PrimeLife was to provide scalable and configurable
privacy and identity management in new and emerging internet services and ap-
plications such as virtual communities and Web 2.0 collaborative applications.

• A second, longer-term goal of PrimeLife was to protect the privacy of individuals
over their whole span of life. Each individual leaves a multitude of traces during
a lifetime of digital interactions. Technological advancements facilitate extensive
data collection, unlimited storage, as well as reuse and life-long linkage of these
digital traces.

• A third goal of PrimeLife was to support privacy and identity management by
progressing the state of the art on

– tools guaranteeing privacy and trust,

vii



viii Preface

– the usability experience of privacy and identity management solutions,
– security and privacy policy systems, and
– privacy-enabling infrastructures.

• The last but certainly important goal of PrimeLife was to disseminate our results
and enable their use in real life. We organized interdisciplinary Summer Schools
of Privacy, organized and participated in standardization groups and meetings,
and made the source code and documentation of most of our prototypes and
implementations available for free use.

This Book. After more than three years of work in PrimeLife, this book aims at giv-
ing an overview of the results achieved. It is therefore structured into an introduction
and six parts covering the most important areas of privacy and identity management
considering the life of today: Several aspects of “Privacy in Life” are discussed in

on “Infrastructures for Privacy and Identity Management,” before Part VI “Privacy
Live” comes full circle describing how PrimeLife is reaching out to the life of to-
day’s and the future’s netizens.

Acknowledgements. Editing and writing a multidisciplinary book like this is not
possible without many contributors that dedicated their knowledge, expertise, and

PrimeLife book, we would like to give a special thanks to:

• The partner organisations and individual researchers in PrimeLife that con-
tributed to this book and the underlying PrimeLife deliverables. They come from

• Els van Herreweghen who was instrumental in writing and submitting the project

• The international team of reviewers that as friends of PrimeLife dedicated their
time to improve and streamline the parts of this book. We are particularly
grateful to Bart De Decker, Ian Glazer, David-Olivier Jaquet-Chiffelle, Vaclav
Matyas, Vincent Naessens, Lasse Øverlier, Jakob Pagter, Michael Pedersen,
Claire Vishik, and Jozef Vyskoc for their most valuable comments and sugges-
tions.

• The people who helped to create this book:

– Michelle Cryer for transforming much of the nerds’ English in the draft ver-
sions of this book into English.

– The PrimeLife “Activity Leaders” Katrin Borcea-Pfitzmann, Sandra Stein-
brecher, Pierangela Samarati, Gregory Neven, Gökhan Bal, and Marit Hansen
for their support and coordination of the respective parts. Gregory also pro-
vided the Latex templates and wisdom on how to put the different chapters and
parts together into this book.

Part I, followed by Part II “Mechanisms for Privacy”. Part III is dedicated to “Hu-

time to make the work a success. Among the many people that worked on this

proposal and Dieter Sommer who did a wonderful job as coordinator.

seven Member States of the European Union, Switzerland, and the USA.

man Computer Interaction (HCI)”, and Part IV to “Policy Languages”. Part V focuses
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– Our colleagues at IBM Research – Zurich, Karlstad University, and Goethe
University Frankfurt for keeping our backs covered when we were working
on this book.

– Saskia Werdmüller for the final checking of the manuscript.
– Christian Rauscher at Springer for helping us with publication of the book.

• The European Commission for funding PrimeLife and our Project Officers
Manuel Carvalhosa and Maria-Concepcion Anton-Garcia, their management,
Jacques Bus, Jesus Villasante, Thomas Skordas, Gustav Kalbe, and Dirk van
Rooy, and the project reviewers Jean-Marc Dinant, Alberto Escudero-Pascual,
and Massimo Felici for most valuable feedback and encouragement.

• Last, but certainly not least, all the members of the PrimeLife Reference Group
for many inspiring discussions and lots of valuable and helpful feedback.

We hope that this book will contribute to the understanding that digital privacy can
be a reality: Many tools exist and are waiting to be deployed in practice.

Zurich, Karlstad, Frankfurt, Jan Camenisch
March 2011 Simone Fischer-Hübner
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Schallaböck, Katalin Storf, Harald Zwingelberg
Unabhängiges Landeszentrum für Datenschutz Schleswig-Holstein
Holstenstrasse 98, Kiel, D-24103

Carine Bournez, Dave Raggett, Rigo Wenning
World Wide Web Consortium (W3C)
Route des Lucioles, BP 93, Sophia-Antipolis, F-06902





Contents

Introduction

1 5
Andreas Pfitzmann, Katrin Borcea-Pfitzmann, and Jan Camenisch
1.1 Motivation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5
1.2 Vision and Objectives of the PrimeLife Project . . . . . . . . . . . . . . . . . 7
1.3 Defining Privacy . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8
1.4 From Identity via Identity Management to Privacy by Identity

Management . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9
1.4.1 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10
1.4.2 Presentation of Identities – Pseudonyms . . . . . . . . . . . . . . . 13
1.4.3 Time Aspects of Identity Management and Privacy . . . . . 17

1.5 Further Facets of Privacy . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 19
1.6 . . . . . . . . . 20

Part I - Privacy in Life . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 22
1.6.2 22
1.6.3 23
1.6.4 Part IV - Policy Languages . . . . . . . . . . . . . . . . . . 24
1.6.5
1.6.6 Part VI- Privacy Live . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 25

References Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 27

Part I Privacy in Life

2 Privacy in Social Software . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 33
Bibi van den Berg, Stefanie Pötzsch, Ronald Leenes, Katrin
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