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Preface

Privacy is a basic human need, and losing privacy is perceived as an extremely
threatening experience. Privacy embraces solitude, personal space, or intimacy with
family and friends and as such, it is a ubiquitous and trans-cultural phenomenon.
Privacy leverages well-being; without privacy we are at risk of becoming physically
or mentally ill.

Our fundamental need for privacy is contrasted by a second powerful mecha-
nism of social interaction: self-disclosure to others is similarly important for social
functioning and psychological well-being. We need to self-disclose to bond with
others, form meaningful relationships, and receive social support. A lack of ability
to self-disclose causes clinical symptoms such as loneliness and depression.

Striking the right balance between creating private spaces and self-disclosure is a
complex task, if not the most challenging one in interacting with others. Today, in
times of online communication and the Social Web, this task is further complicated
by two confusing facts:

Firstly, our online communication is usually accessible to a vast number of
people. On social network sites, it is very common for several hundred online
friends to have access to the personal information, status updates, and private
pictures of a profile owner. In addition to these online friends as a “known
audience,” there are other “unknown audiences,” such as advertisers who purchase
the users’ aggregated profile information from social media companies to address
their target audiences.

Secondly, many users appear not to feel threatened in terms of their need for and
experiences of privacy when communicating online. On social network sites,
micro-blogs, or in forums, they publish a vast amount of information that is
considered private or even intimate in other contexts. Although they are aware of
their data’s publicity on an abstract level, many feel free to speak and to open up to
others.

Consequently, we are facing a new situation that demands answers to a variety of
pressing questions: Does online self-disclosure change our need for and experiences
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of privacy? What are the benefits of self-disclosure online? How does the loss of
informational privacy influence our online communication?

These and many more questions will be addressed in the following chapters. We
are extremely grateful to the authors who contributed to this volume. All of the
chapters offer new theoretical approaches to online privacy. The work presented
here goes far beyond a summary of existing research: it offers new theoretical
models on the psychological functioning of online privacy, novel ideas on the hows
and whys of online privacy, and intriguing solutions for some of the most pressing
issues and problems in the field of online privacy.

We would like to thank the German Research Foundation (Deutsche For-
schungsgemeinschaft, DFG) for supporting the work and the meetings of the
“Young Scholar’s Network on Privacy and Web 2.0” — a group of scientists from
five different countries dealing with online privacy — that have generated fruitful
discussions and helped develop many of the ideas expressed in this volume. We
hope that these ideas will stimulate future research and contribute to our under-
standing of the complex challenges to privacy in an online world.

The volume Privacy Online is dedicated to those that inspire us and allow for
creativity, change, and new perspectives: our families, solitude, and personal space.

Hamburg, August 2011 Sabine Trepte
Leonard Reinecke
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