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Preface

The first edition of this book was published in 2003. Inevitably, certain parts of the
book became outdated quickly. At the same time new developments have contin-
ued apace, including new concrete protocols, new understanding of protocol security
properties, and new cryptographic primitives and techniques which can be used in
protocol design. Work on a new edition began as early as 2010, but even as it was
being written its scope expanded. We are aware that some important protocols have
been omitted, and that there are emerging areas which will see considerable activity
in the near future (post-quantum secure protocols being one obvious example). How-
ever, we still hope that we have been able to capture most of the main developments
that have occurred since the first edition.

This second edition has broadly the same purpose and scope as the first edition.
We hope to provide a helpful reference for the expert while still being accessible
to those newer to the topic, including those trying to obtain a broad overview of
the field. In comparison with the first edition, there are three new chapters and all
the other chapters (one renamed) have been extensively revised. The new book is
around 50% larger with around 225 concrete protocols described and a bibliography
with almost twice as many references. Some older material, which we deemed less
relevant today, has been removed.

Chapter 1 replaces the first two chapters from the first edition. The chapter is in-
tended to provide the necessary background on cryptography, attack scenarios
and protocol goals with an expanded coverage. The initial tutorial introduction
has been moved to an appendix, while some parts of Chapter 2 from the first edi-
tion were removed as they seemed no longer relevant. An updated, but somewhat
shortened, introduction to protocol verification is also included.

Chapter 2 is the first completely new chapter, describing computational models for
key exchange and authentication. The purpose of this chapter is not to provide
a tutorial on how to read, let alone write, computational proofs, but rather to
try to help readers understand what a computational proof provides and how to
compare the many different computational models in use. In later chapters we
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have freely made reference to the major computational models when discussing
specific protocols and their security.

Chapter 3 is an updated chapter covering protocols using shared key cryptography.
This includes major updates on the status of the protocols in the ISO 9798-2 and
11770-2 standards.

Chapter 4 is an updated chapter on protocols using public key cryptography. Again,
this includes new developments of the ISO standard protocols, this time for the
9798-3 and 11770-3 protocols. Coverage of TLS is moved to the new Chap. 6
which is devoted to TLS.

Chapter 5 on key agreement is, as in the first edition, the longest chapter. There is
an amazing diversity of ideas in design of key agreement protocols, even in the
simplest case covered in this chapter, which is limited to two-party protocols in
the public key setting. Even though several older protocols from the first edi-
tion have been omitted, the revised chapter is now more than ten pages longer,
illustrating that there are still many new developments occurring.

Chapter 6 is a completely new chapter on the TLS protocol. As the most prominent
key establishment protocol in use today, we believe it is more than justifiable to
devote a chapter to TLS. The development of the protocol in the past 10 years,
culminating in the new TLS 1.3 protocol, provides many lessons for those re-
searching and implementing key establishment protocols.

Chapter 7 is the third new chapter and is dedicated to ID-based protocols. While
it gathers in some early ID-based protocols already included in the first edition,
the coverage of pairing-based protocols forms the bulk of the chapter and is
completely new.

Chapter 8 is an updated chapter on password-based protocols. This is another topic
where there has been a great deal of research activity since the first edition lead-
ing to a significant expansion in the chapter.

Chapter 9 is an updated (and renamed) chapter on group key establishment. Al-
though group protocols have a long history there has been much recent work to
modernise the topic with stronger security properties and formal proofs.

Appendix A covers standards for key establishment and authentication protocols
from various standards bodies, updated and expanded from the first edition.

Appendix B consists of a tutorial introduction to protocols for authentication and
key establishment. This is unchanged from the corresponding section in the first
edition, apart from some small notational revisions.
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9.21 Boyd–González Nieto group key agreement protocol . . . . . . . . . . . . . . 432
9.22 Burmester–Desmedt star protocol . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 435
9.23 Hirose–Yoshida group key transport protocol . . . . . . . . . . . . . . . . . . . . 436
9.24 Mayer–Yung group key transport protocol . . . . . . . . . . . . . . . . . . . . . . . 438
B.1 First protocol attempt in conventional notation . . . . . . . . . . . . . . . . . . . 451



List of Attacks

1.1 Reflection attack on Protocol 1.3 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 17
1.2 Typing attack on Otway–Rees protocol . . . . . . . . . . . . . . . . . . . . . . . . . 19
1.3 Certificate manipulation attack on MTI protocol . . . . . . . . . . . . . . . . . . 21
1.4 Attack on Protocol 1.6 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23
1.5 An attack on Protocol 1.7 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 27
1.6 Lowe’s attack on Protocol 1.10 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 32
3.1 An oracle attack on Protocol 3.1 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 97
3.2 Chosen protocol attack on MAP1 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 99
3.3 Attack on Protocol 3.6 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 100
3.4 Abadi’s attack on Protocol 3.12 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 103
3.5 Clark–Jacob attack on Andrew protocol . . . . . . . . . . . . . . . . . . . . . . . . . 105
3.6 Lowe’s attack on revised Andrew protocol . . . . . . . . . . . . . . . . . . . . . . . 106
3.7 Chevalier–Vigneron attack on Denning–Sacco protocol . . . . . . . . . . . . 112
3.8 Buchholtz’s attack on Bauer–Berson–Feiertag protocol . . . . . . . . . . . . 113
3.9 Attack on Otway–Rees protocol without plaintext checking . . . . . . . . 114
3.10 Attack on Otway–Rees protocol modified by Burrows et al. . . . . . . . 115
3.11 Chen–Mitchell attack on ISO/IEC 11770-2 Key Establishment

Mechanism 8 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 118
3.12 Replay attack on Protocol 3.33 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 120
3.13 Typing attack on Protocol 3.33 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 120
3.14 Attack on Cheng and Comley’s Protocol 3.34 . . . . . . . . . . . . . . . . . . . . 121
3.15 Attack on wide-mouthed-frog protocol . . . . . . . . . . . . . . . . . . . . . . . . . . 122
3.16 Syverson’s attack on modified Yahalom protocol . . . . . . . . . . . . . . . . . 124
3.17 Syverson’s alternative attack on modified Yahalom protocol . . . . . . . . 124
3.18 Insider attack on Protocol 3.47 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 130
4.1 Chen–Mitchell attack on Protocol 4.4 . . . . . . . . . . . . . . . . . . . . . . . . . . . 140
4.2 Canadian attack on Protocol 4.6 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 141
4.3 Attack of Clark and Jacob on SPLICE/AS protocol . . . . . . . . . . . . . . . 143
4.4 Attack on Helsinki protocol . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 148
4.5 Lowe’s attack on Needham–Schroeder public key protocol . . . . . . . . . 150
4.6 Bana–Adão–Sakurada attack on Needham–Schroeder–Lowe protocol 151

XXVII



XXVIII List of Attacks

4.7 Key compromise impersonation attack on Needham–Schroeder–
Lowe protocol . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 152

4.8 Meadows’ attack on NSPK-KS . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 153
4.9 Attack of Cervesato et al. on public-key Kerberos . . . . . . . . . . . . . . . . 156
4.10 Attack on Beller–Yacobi protocol . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 159
4.11 Abadi’s attack on AKA protocol . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 162
5.1 Man-in-the-middle attack on basic Diffie–Hellman . . . . . . . . . . . . . . . 171
5.2 Small subgroup attack on MTI C(1) . . . . . . . . . . . . . . . . . . . . . . . . . . . . 179
5.3 Unknown key-share attack on MTI B(0) . . . . . . . . . . . . . . . . . . . . . . . . 180
5.4 Lim–Lee attack on MTI A(0) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 181
5.5 Just–Vaudenay impersonation attack on MTI A(0) . . . . . . . . . . . . . . . . 182
5.6 Key compromise impersonation attack on MTI C(0) . . . . . . . . . . . . . . 185
5.7 Unknown key-share attack on generic protocol . . . . . . . . . . . . . . . . . . . 186
5.8 Key compromise impersonation attack on Just–Vaudenay–Song–

Kim protocol . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 189
5.9 Kaliski’s unknown key-share attack on MQV protocol . . . . . . . . . . . . . 192
6.1 Ray and Dispensa’s attack on TLS renegotiation . . . . . . . . . . . . . . . . . . 275
7.1 Sun and Hsieh’s attack on Shim’s protocol . . . . . . . . . . . . . . . . . . . . . . 307
8.1 Ding and Horster’s attack on Protocol 8.25 . . . . . . . . . . . . . . . . . . . . . . 374
8.2 Lin–Sun–Hwang attack on Protocol 8.25 . . . . . . . . . . . . . . . . . . . . . . . . 374
8.3 Attack on Protocol 8.28 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 377


	Preface
	Contents
	List of Protocols
	List of Attacks



