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Foreword

“Work smarter not harder.” So goes the age old adage. Unfortunately, we in the
digital forensics community have continued to work harder and harder over the
years—developing distributed computing models and tools, leveraging collabora-
tion platforms, and mastering the task force approach to large scale investigation
and analysis. This isn’t to say the community hasn’t benefited from increasingly
“smart” tools and people. Our community is full of superb tool developers and a
highly skilled, technically adept community of investigators. “Smart” surely isn’t a
quality lacking in our field, as I continue to be impressed with technically adept
practitioners, researchers, and tool developers.

The future also looks bright as I peer years ahead, anticipating an increasingly
smart suite of tools that more fully leverage the machine learning wave that’s gaining
momentum and finding its rightful place in our field. I look forward to the day, in the
not too distant future, where the analyst’s toolkit transcends the simple ‘search,
extract, and present’ paradigm of old and begins to truly reduce the analytical burden
and overhead that still plagues today’s investigators. Yet today, we seem to be stuck
at the dangerous intersection of “collect and search every literal bit of evidence” and
“storage capacity and use eclipses modern, common place processing capabilities.”
And in my view, simply throwing additional compute at the problem, to index and
present voluminous amounts of data to the investigator faster isn’t the right solution.
We are drowning in a deluge of data, more and more every day.

This book not only provides a great review and critical analysis of the current
literature surrounding big data forensics, it provides useful and paradigm shifting
frameworks for approaching the problem we face today—where the amount of data
far eclipses the intelligence of our analytical platforms. Simply put, in this book,
Drs. Quick and Choo provide transformative frameworks for selective imaging,
quick analysis, and intelligence driven information fusion. This book provides
mechanisms, backed up by empirical studies, to work smarter not harder in
answering investigative questions today. Thankfully, they do so while remaining
mindful of the need to preserve evidence for more in-depth analysis.
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In this book, the authors provide useful frameworks that augment current
approaches, not replace them. They provide frameworks that make investigations
more effective and efficient. They provide a compelling argument for changing the
way we currently do business. In short, anyone interested in advancing the field of
big data forensics will find this book a great resource for surveying the field. I hope
and expect this book will facilitate greater discussion of the big data challenges and
solutions thereto in the very important field of digital investigations.

San Antonio, USA Nicole Beebe, Ph.D., CISSP, CCFP, EnCE, ACE
Director, The Cyber Center for Security and

Analytics, Associate Professor of Cyber Security,
The University of Texas at San Antonio (Computer
Crime Investigator, U.S. Air Force Office of Special

Investigations 1998–2007)
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Preface

Digital forensic analysis is the process of identification, preservation, analysis, and
presentation of digital and electronic evidence in a manner that is legally accept-
able. A major challenge to digital forensic analysis is the ongoing growth in the
volume of data seized and presented for analysis. This is a result of the continuing
development of storage technology, consumer devices, and cloud storage, which
has led to increasing backlogs of evidence awaiting analysis, often many months to
years, affecting even the largest digital forensic labs.

There have been many calls for research to address the volume challenge. While
more people are needed to undertake analysis, there is also a potential to develop
innovative methods to collect relevant data to conduct analysis, reducing the time a
practitioner spends sorting the wheat from the chaff, or looking for needles in
ever-growing haystacks. Data mining is a process of knowledge discovery which
may offer a faster way to understand the ever-increasing volume of data. Applying
the process of data mining to digital forensic data may lead to a methodology to
assist practitioners in analyzing the vast volumes of data.

The research outlined herein involved collecting and assembling a corpus of test
data from a range of devices: mobile phones, portable storage, and computers, as
well as other sources of digital forensic data. Research was then undertaken using
the collected data in relation to applying data reduction and intelligence analysis
methodologies to determine which, if any, are applicable to digital forensic
analysis.

In the following book, a framework for data mining and data reduction is out-
lined, including a methodology for data reduction, which paves the way for Volume
2, in which a process of quick analysis, in-depth analysis, semi-automated infor-
mation and entity extraction, and link charting in conjunction with link analysis is
outlined. In Volume 1, the framework is explained, and then applied to a test data
corpus and real-world data to ensure the process is valid and applicable to
real-world data and investigations.

The data experiments observed a reduction to 0.206% of the original source data
volume, as an example, from 8.57TB of data to 12.3GB in a digital forensic data
subset. The data subsets were then used in Volume 2 to explore processes of quick
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analysis, and semi-automated information and entity extraction, including a process
of value adding to the data subset with open-source information, with positive
results.

The proposed digital forensic data reduction and data mining framework pro-
vides forensic practitioners with a methodology to guide through the process of
digital forensic analysis, allowing for instances where the practitioner can decide
whether to undertake full forensic imaging and analysis, or rapidly collect data
which is then processed and reviewed in a timely manner. Should the reduction and
review process not discover evidence or intelligence of value, the framework
provides for this by including an ability to traverse between rapid collection and
timely review, and full forensic imaging and analysis. This is not seen in other
digital forensic frameworks for analysis.

Adelaide, Australia Darren Quick
San Antonio, USA Kim-Kwang Raymond Choo
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