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Foreword

This book provides a systematic introduction to the fundamental concepts, major
challenges, and effective solutions in Wireless Sensor Networking (WSN).
Distinguished from other books, it focuses on the networking aspects of WSNs and
covers the most important networking issues, including network architecture
design, medium access control, routing and data dissemination, node clustering,
node localization, query processing, data aggregation, transport and Quality of
Service, time synchronization, and network security.

This book is a collection of state-of-the-art research papers discussing current
applications and deployment experiences, and also the network layer communica-
tion and Quality of Service issues that are fundamental in further developing
solutions to applications.

With contributions from researchers, this book strikes a balance between fun-
damental concepts and new technologies, providing readers with unprecedented
insights into WSNs from a networking perspective. It is an essential reading for a
broad audience, including academic researchers, research engineers, and practi-
tioners in industry. The readership of this book is intended to be postgraduate/
postdoctoral researchers, and professional engineers. It is also suitable as a textbook
or supplementary reading for computer engineering and computer science courses
at the graduate level.

January 2020 N. R. Shetty
Former Vice-Chancellor

Bangalore University

Bengaluru, India
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Preface

Wireless Sensor Networks are composed of inexpensive, low powered micro-sensor
nodes capable of sensing, processing, and communicating with limited computa-
tional resources. The sensor nodes organize themselves dynamically to form a
network and communication is established between the nodes through broadcasting
using radio signals. WSNs do not have a definite fixed infrastructure and hence the
network topology changes continuously based on the type of sink, number of hops,
types of nodes, and type of scheduling.

Wireless Sensor Networks basically keep track of the physical environment and
co-operatively transmit data to the destination via the self organized network.
A large amount of sensor nodes are widely deployed at high density regions where
surveillance and monitoring is required, especially, at the frontiers of land, medical
applications, commercial, industries, home automation, automobiles, chemical
industries, in remote areas like forest, mountains, and valleys etc., where
deployment of monitoring devices becomes impossible due to practical limitations.
They can also be embedded in an environment to monitor variety of physical and
environmental information, interact, assimilate, and interpret real time data in smart
environmental applications. Emerging WSNs have a set of stringent Quality of
Service (QoS) requirements that include timeliness, high reliability, availability,
and integrity.

Chapter 1 introduces the basic idea of QoS in Wireless Sensor Networks and the
unique design requirements and challenges for providing QoS in WSNs. The
organization of the book is outlined in this chapter. QoS issues related to network
layer and MAC layer routing are presented.

Chapter 2 presents Link Reliability based Two-Hop Routing (LRTHR) that
explores the idea of incorporating Quality of Service parameters in making routing
decisions, i.e., (i) reliability (ii) latency, and (iii) energy efficiency. The algorithm
selects links providing greater Packet Reception Ratio (PRR) on the route, hence
the throughput can be increased, lowering the Deadline Miss Ratio (DMR) and
augmenting the energy efficiency of the forwarding nodes due to lower number of
collisions and re-transmissions. The algorithm provides a two-hop neighborhood
information scheme incorporated with the dynamic velocity assignment policy

ix
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which provides enhanced foresight to the sender in identifying the node pair that
can provide the largest velocity towards the destination.

In order to satisfy the QoS requirements and energy constraints for WSNs,
hierarchical (clustering) techniques have been an attractive approach to organize
sensor nodes based on their power levels and proximity. Chapter 3 proposes a Fault
Tolerant QoS Adaptive Clustering Algorithm (FTQAC) that employs a dual cluster
head mechanism in the cluster with respect to the working of the cluster head and
guarantees the desired QoS by including delay and bandwidth parameters in the
route selection process.

In order to sustain the QoS path when sensor nodes deteriorate and malfunction,
node fault detection and recovery techniques are necessary. Expected Transmission
Count and Round-Trip Time Delay (ETXTD) based Fault Detection Algorithm is
explained in Chap. 4 that is able to identify working and faulty sensors in a
computationally effective manner. The traffic is redirected to the working sensors
and the QoS level is maintained throughout the duration of the connection.

Time synchronization is an important parameter for an event action, coordination
among nodes and time measurements for common time on distributed sensor nodes.
Chapter 5 proposes a Distributed QoS in Time Synchronized MAC (DQTSM)
protocol that is a primary service for coordination of scattered sensor nodes regu-
larly by exchanging messages in the WSNs applications in home automation,
industrial automation, military, and medical etc. The DQTSM is important for the
operation of WSNs in considering local clocks at each sensor node that need to be
synchronized with reference to the clock at Master node. The synchronization error
is due to the non-deterministic random time delay for a message transfer between
the Master node and the Receiver nodes. DQTSM reduces sources of synchro-
nization error at the MAC layer in channel contention and reduces the network
traffic required for time synchronization.

Chapter 6 proposes an Efficient Retransmission Random Access Protocol
(ERRAP) that retransmits a new frame within a pre-calculated time slot, which
combines scheme of collision avoidance and energy management for low-cost,
short-range wireless radios, and low-energy sensor nodes applications. This scheme
focuses on efficient MAC scheme to provide autonomous Quality of Service
(QoS) to the sensor nodes in one-hop QoS retransmission group in WSNs. The
wireless sensor nodes joins the network only during random access time. The time
interval between random access time could be small. Our simulation results
demonstrate the performance of ERRAP protocol which increases the delivery
probability and reduces the energy consumption.

It is challenging to design a hybrid MAC scheme for delay aware data traffic in
WSNs. The Contention Based Hybrid MAC (CBH-MAC) protocol is proposed in
Chap. 7, where each sensor node operates the reservation procedure used in cross
and chain topology, resulting in energy efficiency, maximizing the packet delivery
ratio, minimizing contention around the nodes, and reducing end-to-end delay. The
neighboring sensor nodes of the receiver and sender receive their individual reser-
vation control packets. The sender transmits data and receives Acknowledgment
packets during the adaptive contention-free period. As the reservation packets pass
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through the sensor along the routing path, the sensor nodes reserve the time slots
consecutively in multi-hop. The scheme has significant improvement of the
end-to-end latency, packet delivery ratio, and energy efficiency.

Chapter 8 proposes a QoS Multi-hop Sensor Routing (QMSR) protocol that is
developed for Mobile Wireless Sensor Networks (MWSNs). This protocol manages
Admission Control Scheme (ACS) with minimum overhead resources for fresh
flows without degrading the performance of the existing flows. ACS is an important
strategy for regulating the parallel flows in a contention based channels to meet the
requirements of QoS. QMSR estimates the available bandwidth before allocating
the resources on a per hop basis. The protocol minimizes the overall energy con-
sumption and guarantees the end-to-end delay.

Chapter 9 presents Passive Clustering. Passive Clustering does not employ
control packets to collect topological information in a Mobile Wireless Sensor
Network. In our proposal, we avoid making frequent changes in cluster architecture,
due to repeated election and re-election of cluster heads and gateways. Our primary
objective has been to make Passive Clustering more practical, robust and to min-
imize the quantity of cluster information on the data packets.

Chapter 10 proposes a Secure Aggregation for Approximate Queries in Wireless
Sensor Networks (SAAQ) where Message Authentication Codes (MACs) are
transmitted along with the synopses that are generated using primitive polynomials.

The authors appreciate the suggestions from the readers and users of this
book. Kindly communicate the errors, if any, to the following e-mail address:
venugopalkr@gmail.com.

Bengaluru, India K. R. Venugopal
January 2020
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