
Lecture Notes in Computer Science 3325
Commenced Publication in 1973
Founding and Former Series Editors:
Gerhard Goos, Juris Hartmanis, and Jan van Leeuwen

Editorial Board

David Hutchison
Lancaster University, UK

Takeo Kanade
Carnegie Mellon University, Pittsburgh, PA, USA

Josef Kittler
University of Surrey, Guildford, UK

Jon M. Kleinberg
Cornell University, Ithaca, NY, USA

Friedemann Mattern
ETH Zurich, Switzerland

John C. Mitchell
Stanford University, CA, USA

Moni Naor
Weizmann Institute of Science, Rehovot, Israel

Oscar Nierstrasz
University of Bern, Switzerland

C. Pandu Rangan
Indian Institute of Technology, Madras, India

Bernhard Steffen
University of Dortmund, Germany

Madhu Sudan
Massachusetts Institute of Technology, MA, USA

Demetri Terzopoulos
New York University, NY, USA

Doug Tygar
University of California, Berkeley, CA, USA

Moshe Y. Vardi
Rice University, Houston, TX, USA

Gerhard Weikum
Max-Planck Institute of Computer Science, Saarbruecken, Germany



Chae Hoon Lim Moti Yung (Eds.)

Information Security
Applications

5th International Workshop, WISA 2004
Jeju Island, Korea, August 23-25, 2004
Revised Selected Papers

1 3



Volume Editors

Chae Hoon Lim
Sejong University
Department of Internet Engineering
98 Gunja-Dong, Kwangjin-Gu, Seoul, 143-747, Korea
E-mail: chlim@sejong.ac.kr

Moti Yung
Columbia University
Department of Computer Science
S. W. Mudd Building, New York, NY 10027, USA
E-mail: moti@cs.columbia.edu

Library of Congress Control Number: 2005920313

CR Subject Classification (1998): E.3, D.4.6, F.2.1, C.2, J.1, C.3, K.6.5

ISSN 0302-9743
ISBN 3-540-24015-2 Springer Berlin Heidelberg New York

This work is subject to copyright. All rights are reserved, whether the whole or part of the material is
concerned, specifically the rights of translation, reprinting, re-use of illustrations, recitation, broadcasting,
reproduction on microfilms or in any other way, and storage in data banks. Duplication of this publication
or parts thereof is permitted only under the provisions of the German Copyright Law of September 9, 1965,
in its current version, and permission for use must always be obtained from Springer. Violations are liable
to prosecution under the German Copyright Law.

Springer is a part of Springer Science+Business Media

springeronline.com

© Springer-Verlag Berlin Heidelberg 2005
Printed in Germany

Typesetting: Camera-ready by author, data conversion by Olgun Computergrafik
Printed on acid-free paper SPIN: 11352440 06/3142 5 4 3 2 1 0



Preface

The 5th International Workshop on Information Security Applications (WISA
2004) was held in Jeju Island, Korea during August 23-25, 2004. The workshop
was sponsored by the Korea Institute of Information Security and Cryptology
(KIISC), the Electronics and Telecommunications Research Institute (ETRI)
and the Ministry of Information and Communication (MIC).

The aim of the workshop is to serve as a forum for new conceptual and ex-
perimental research results in the area of information security applications from
the academic community as well as from the industry. The workshop program
covers a wide range of security aspects including cryptography, cryptanalysis,
network/system security and implementation aspects.

The program committee received 169 papers from 22 countries, and accepted
37 papers for a full presentation track and 30 papers for a short presentation
track. Each paper was carefully evaluated through peer-review by at least three
members of the program committee. This volume contains revised versions of 36
papers accepted and presented in the full presentation track. Short papers were
only published in the WISA 2004 pre-proceedings as preliminary versions and
are allowed to be published elsewhere as extended versions.

In addition to the contributed papers, Professors Gene Tsudik and Ross
Anderson gave invited talks, entitled Security in Outsourced Databases and What
does ‘Security’ mean for Ubiquitous Applications?, respectively.

Many people have helped and worked hard to make WISA 2004 success-
ful. We would like to thank all the people involved in the technical program
and in organizing the workshop. We are very grateful to the program commit-
tee members and the external referees for their time and efforts in reviewing
the submissions and selecting the accepted papers. We also express our special
thanks to the organizing committee members for making the workshop possible.
Finally, we would like to thank all the authors of the submitted papers and the
invited speakers for enabling an interesting workshop program.

December 2004 Chae Hoon Lim
Moti Yung
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