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PREFACE 

This study investigates the impacts and risk assessment of technology-ena
bled information (TET), v^hich are engaged in the process of discovering the 
opportunities and challenges presented by TEI to the new form of small medi
um enterprises (SME) business transactions: Technology Enable Information 
Small Medium Enterprises (TEISME). Within the UK economy, the notion of 
TEISMEs is one that forms the focus for this research. Other technologies that 
enabled information are also discussed. For example electronic mail (e-mail), 
voice mail, facsimile machines (fax), teleconferencing, data conferencing, vid
eo conferencing, electronic data interchange (EDI), and mobile phone (WAP), 
which are geared towards ease of transferring information are investigated. 
The electronic marketplace itself can be described as an on-line location for 
buyers and sellers to meet and conduct their business and complete transac
tions. 

This study identified ways of minimising the risk liability of TEISME busi
ness operations as a result of their dependences on TEI (Internet-eC). The rapid 
evolution and spread of information technology (IT) during the last few years 
is challenging SMEs, governments and the Internet security professionals to 
rethink the very nature of risk exposure. Parallel to this notion is the task of 
identifying: the technologies for Internet Security, the generic problems with 
network protocol layers, and key elements or threads that might be common to 
all TEISMEs business operations. 

However, the study has revealed that there is an urgent need for a risk as
sessment model that can be applied to TEISME business operational risks. It 
has also been found that it is necessary for all TEISME to identify the products' 
(goods or services) suitability for Internet-eC. The suitability of any products 
that may be sold on the Internet-eC is just one factor that needs to be taken into 
account by TEISME. Many TEISMEs launch Internet-eC websites without 
thinking through what it will take and how the website will impact on their 
business operations. Without a solid business plan, regardless of whether the 
business has an 'e ' in front of it or not, the TEISME have already prescribed 
their own downfall. Nevertheless, a trend is apparently beginning to emerge 
regarding which commodities sell well electronically and which do not. It ap
pears that the sectors of travel, technology, literature and music are reaping the 
benefits of online retailing, whilst other sectors are missing out. 

Furthermore, the success of the Internet-eC will also depend on a variety 
of factors independent of the Predictive Model of Internet-eC suitability, such 
as security and risk assessment of TEISME business operations. It has also 
been established that the weaknesses in the existing security risk assessment 
approaches have many delimiting factors, which are problematic in nature. 
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