
Lecture Notes in Computer Science 
Edited by G. Goos, J. Hartmanis and J. van Leeuwen 

1438 



Colin Boyd Ed Dawson (Eds.) 

Information Security 
and Privacy 
Third Australasian Conference, ACISP'98 
Brisbane, Australia, July 13-15, 1998 
Proceedings 

Springer 



Series Editors 

Gerhard Goos, Karlsruhe University, Germany 
Juris Hartmanis, Cornell Universitg NY, USA 
Jan van Leeuwen, Utrecht University, The Netherlands 

Volume Editors 

Colin Boyd 
Ed Dawson 
Information Security Research Centre 
Queensland University of Technology 
2 George Street, Brisbane Q 4001,Australia 
E-mail: { boyd,dawson } @fit.qut.edu.au 

Cataloging-in-Publication data applied for 

Die Deutsche Bibliothek - CIP-Einheitsaufnahme 

Information security and privacy : third Australasian conference ; 
proceedings / ACISP '98, Brisbane, Australia, July 13 - 15, 1998. Ed 
Dawson ; Colin Boyd (ed.). - Berlin ; Heidelberg ; New York ; 
Barcelona ; Budapest ; Hong Kong ; London ; Milan ; Paris ; 
Singapore ; Tokyo : Springer, 1998 

(Lecture notes m computer science ; Vol. 1438) 
ISBN 3-540-64732-5 

CR Subject Classification (1991): E.3, K.6.5, D.4.6, C.2, E.4,F.2.1-2, K.4.1 

ISSN 0302-9743 
ISBN 3-540-64732-5 Springer-Verlag Berlin Heidelberg New York 

This work is subject to copyright. All rights are reserved, whether the whole or part of the material is 
concerned, specifically the rights of translation, reprinting, re-use of illustrations, recitation, broadcasting, 
reproduction on microfilms or in any other way, and storage in data banks. Duplication of this publication 
or parts thereof is permitted only under the provisions of the German Copyright Law of September 9, 1965, 
in its current version, and permission for use must always be obtained from Springer -Verlag. Violations are 
liable for prosecution under the German Copyright Law. 

�9 Springer-Verlag Berlin Heidelberg 1998 
Printed in Germany 

Typesetting: Camera-ready by author 
SPIN 10637980 06/3142 - 5 4 3 2 1 0 Printed on acid-free paper 



Preface  

ACISP'98, the Third Australasian Conference on Information Security and Pri- 
vacy, was held in Brisbane, Australia, July 13-15 1998. The conference was 
sponsored by the Information Security Research Centre at Queensland Univer- 
sity of Technology, the Australian Computer Society, ERACOM Pty Ltd, and 
Media Tech Pacific Pty Ltd. We are grateful to all these organizations for their 
support of the conference. 

The conference brought together researchers, designers, implementors and 
users of information security systems. The aim of the conference is to have a 
series of technical refereed and invited papers to discuss all different aspects of 
information security. The Program Committee invited four distinguished speak- 
ers: Doug McGowan, Per Kaijser, Winfried Miiller, and William Caelli. Doug 
McGowan from Hewlett Packard Company presented a paper entitled "Cryptog- 
raphy in an international environment: It just might be possible!"; Per Kaljser 
from Siemens presented a paper entitled "A review of the SESAME develop- 
ment"; Winfried Miiller from University of Klagenfurt in Austria presented a 
paper entitled "The security of public key cryptosystems based on integer fac- 
torization"; and William Caelli from Queensland University of Technology pre- 
sented a paper entitled "CIR versus CRYP: Critical infrastructure protection 
and the cryptography policy debate". 

There were sixty-six technical papers submitted to the conference from an 
international authorship. These papers were refereed by the Program Committee 
and thirty-five papers have been accepted for the conference. We would like to 
thank the authors of all papers which were submitted to the conference, both 
those whose work is included in these proceedings, and those whose work could 
not be accommodated. 

The papers included in the conference come from a number of countries in- 
cluding fifteen from Australia, three each from the USA, Japan, and Germany, 
two each from Finland and Taiwan, and one each from Singapore, Yugoslavia, 
Austria, Hong Kong, Norway, Belgium, and the Czech Republic. These papers 
covered topics in network security, block ciphers, stream ciphers, authentication 
codes, software security, Boolean functions, secure electronic commerce, public 
key cryptography, cryptographic hardware, access control, cryptographic proto- 
cols, secret sharing, and digital signatures. 

The conference included a panel session entitled "Can E-commerce be safe 
and secure on the Internet?". This panel was chaired by William Caelli and 
included leaders in technology, law, and public policy related to the issues and 
problems of safety and security of global electronic commerce on the Internet. 

We would like to thank all the people involved in organizing this conference. 
In particular we would like to thank members of the program committee for their 
effort in reviewing papers and designing an excellent program. Special thanks 
to members of the organizing committee for their time and effort in organizing 



VI 

the conference especially Andrew Clark, Gary Gaskell, Betty Hansford, Mark 
Looi, and Christine Orme. Finally we would like to thank all the participants at 
ACISP'98. 

May 1998 Colin Boyd and Ed Dawson 
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