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Abstract. The implementation of electronic health record systems (EHRs) may
cause multidimensional patient safety issues that deserve research attention. Our
research aims to identify the current body of evidence on EHRs-related incident
types and how incidents are classified in these studies. A literature search resulted
in 44 peer-reviewed papers and six papers were included in the final analysis. The
error types do not concern solely the technological features of the EHRs but may
involve also non-technical aspects. Our review indicates that standard classification
systems would facilitate comparisons across countries. To achieve the goal, more
research evidence, testing and development of classifications are required.
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1. Introduction

Health and biomedical informatics communities have long been interested in unintended
consequences arising from the implementation of electronic health record systems
(EHRs). While EHRs may enhance the safety of patient care, it is also assumed that an
increase in the implementation of information technology within healthcare systems will
lead to patient safety incidents by introducing novel vulnerabilities and unique risks.
Even if the body of research identifying technology-induced errors related to EHRs is
growing, there is a lack of risk reporting, and data describing those risks is still limited.
[1-4]

There is a growing body of evidence pointing to several methods that can be used
to address technology-induced errors. Patient safety incident reporting by end-users is
the primary mechanism by which it is possible to learn about these concerns [3-5]. The
European Council [6] recommends that Member States support blame-free reporting
systems, which provide information about the extent, types, and causes of incidents.
Incident reporting systems (IRS) have now been in place for more than a decade in many
countries but it is not well established how to define and classify events in these systems.
Moreover, comprehending the limitations of patient safety incident data is indispensable
in avoiding the misinterpretation of the data [5, 7].
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EHR concerns as a multidimensional patient safety issue deserve research
attention. Analysis of patient safety incidents produces useful data [3-4, 14]. Based on a
literature review our research aims to identify the current body of evidence on EHRs-
related incident types based on classification systems. Our research questions are: (1)
Which are the most common types of electronic health record system-related patient
safety incidents? 2) How EHRs-related patient safety incidents are classified in these
studies?

2. Methods

In this paper, we apply a method for our literature review, which is consistent with
guidelines by Templier and Par¢ [8]. Steps consist of formulating the research questions,
searching the literature, screening for inclusion, extracting data, and analyzing data. Step
“assessing the quality of primary studies” was excluded due to the research focus. Terms
for literature searches in the PubMed database were composed according to appropriate
MeSH terms “patient safety”, “incident reporting”, “voluntary incident reporting”,
“patient safety reporting”, “electronic health record/system”, “EHR/s”, “information
system” and “computer”. The terms were grouped into sets and terms were combined
with the “OR” operator, and all sets were then combined with the “AND” operator.

In this context, we conceptualize EHRs-related patient safety incidents as errors
being realized in a complex healthcare environment during the use of EHRs [e.g. 5].
Research that focused on technology-induced errors associated with EHRs in connection
with IRS were eligible for inclusion. Our search strategy covered the use of all types of
EHRs in any type of clinical setting. Studies published in peer-reviewed journals or
conference proceedings were included but editorials were excluded. Papers published in
English without any restrictions of timeframe were included.

A literature search in the middle of July 2020 resulted in 44 peer-reviewed papers.
After removing duplicates and the first exclusion round based on the researcher reading
the abstracts, 12 papers were selected for further reading. Criteria for exclusion were the
following: the language was not English and the research was out of scope, e.g. the focus
was on incident reporting system development. After full paper reading, an additional
seven of the research papers were excluded as they were out of scope. Additionally, one
peer-reviewed article was retrieved based on full paper review [3]. A total of six papers
was included in the final analysis based on our research questions.

3. Results

3.1. Common Types of Electronic Health Record System-Related Patient Safety
Incidents

The results indicate that there is yet little evidence for research on types of EHRs-related
patient safety incidents. Some studies reported underlying causes of incidents and
mentioned e.g. failures related to communication with other care providers [9]. However,
a more detailed EHRs-related analysis was not the scope of the study.

Magrabi et al. [10] performed a study, which examined a broader scope of computer-
related patient safety incidents. Computer-related patient safety incidents in a national
AIMS database were analyzed. Only 0.2% of all reports in the database were computer-
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related. Machine-related problems were more common than human-computer interaction
issues. However, they also found human-computer interaction errors related to the
selection of patient and clinical information, as well as display errors.

A study on radiology systems revealed that communication breakdown was a
contributing factor in 49% of incidents (n=209) reported. An association with data
collection, storage, or retrieval of electronic information was found in 147 of the 209
incidents. One-tenth of the incidents indicated that EHRs contributed to errors. [11]

Research on radiation oncology incident reports focused on potentially significant
clinical consequences. Totally, 53% of events (n=1507) with a potential high severity
rating were related to human error. The most common human error reported concerned
about the design of a suboptimal treatment plan. Almost one-third of events were related
to an error at the level of the human-software interface, 2% were hardware failures, 1%
were software failures, and 1% concerned an error in the software-hardware interface.
Additionally, events rated with a maximum potential severity were related to a mismatch
of information between the treatment planning software and the treatment management
system and with manual data entry errors. [12]

Patient safety incidents, which included all aspects of IT within the healthcare
context were studied in the UK. The majority of the reports (77%) were machine-related
technical problems, such as software errors, access, and display problems, and system
downtime. A further 10% of the reports were related to human-computer interaction
issues, and 13% of the incidents could not be classified using the framework. Only rare
human error events were identified. [13]

EHRs-related safety issues reported within a voluntary reporting system by applying
a sociotechnical conceptual model that included both technical and non-technical
dimensions of safety. Non-technical dimensions, such as workflow, policies, and
personnel, interacted frequently with technical dimensions, which included
software/hardware, content, and user interface, to produce safety concerns. A total of
94% of incidents related to unmet data display needs in the EHR, data transmission
problems and ‘hidden dependencies’ related to the EHR. [3]

EHRs-related patient safety incidents were analysed in an incident reporting
database in hospitals with 100% EHR implementation rate. Data from 23 hospitals
during a 2-year period indicated that the proportion of electronic health record-related
incidents was higher than in previous studies with similar data. Human-computer
interaction problems were the most frequently reported. [14]

3.2. Classification Systems of EHRs -Related Patient Safety Incidents

Our research illustrates that classification development is documented in heterogeneous
ways. For example, in Australia [10] work was carried out to identify natural categories
for classification based on the incident data available. Based on previous research and
analysis of incident reports, the Advanced Incident Management System (AIMS)
classifies incidents to 13 incident types. It distinguishes human-computer interaction-
based errors (e.g. wrong patient selected) from machine-related problems. After that,
incidents were subdivided based upon problems at the point of data entry (input), data
transfer (transfer), or data retrieval (output). A category of ‘contributing factors’ was also
included to account for other socio-technical contextual variables that contributed to
computer-related incidents (e.g. multi-tasking while using a computer).

Similarly, information technology-related incidents were analysed based on a
Welsh voluntary IRS [13] to understand the implications of these incidents for
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healthcare. In the analysis, the AIMS classification was used. The results point out that
the AIMS classification is dependent on the original data used to develop it, and thus,
not all clinical relevance of the Welsh incidents could be captured with the classification.
The research suggests that a different approach is needed to explore the clinical
implications of incidents more appropriately. In a Dutch cohort study [9], the underlying
causes of incidents were classified with three main classes (organizational, human, and
patient-related), where the two first classes have several sub-classes. The research
indicates that incomplete patient records increase the risk of incidents.

In the English National Health Service (NHS) context [3], an EHR implementation
research with a patient safety focus was carried out by applying a sociotechnical model
and a three-phase patient safety model (safe technology, safe use of technology, and use
of technology to improve safety) to data from 12 NHS hospitals. Patient safety concerns
were classified into eight main classes where each class had defined characteristics,
continued with a review of risks and incidents related to each class with the professionals
to both review the incident and to develop the model. Although the classification relates
to risks of EHRs during the implementation phase, it may have the potential to inform
safety risks.

The Finnish patient safety IRS (HaiPro) based classification was used to define
safety incidents in hospitals with 100% EHRs implementation rate [14]. Here, incidents
are classified with 13 main classes and their sub-classes, of which the most frequently
used main classes are ‘Medication and Transfusions’, ‘Information Flow’ and
‘Information Management’ categories as well as ‘Laboratory’, ‘Imaging’ and ‘Other
Patient Treatment Procedures’ categories. The classification was built into the HaiPro
system, and as such could not be modified by the incident reporter.

Research in an oncology setting [12] applied a French Nuclear Safety Authority
(ASN) 5-point scale to classify events. ASN has seven classes: human, software and
hardware errors, errors in communication between two humans, at the human-software
interface, at the software-hardware interface, and at the human-hardware interface. The
results indicate that the NRS could inform also other classification development.

4. Discussion

Researchers have developed ways of identifying and addressing types of errors in EHRs.
Patient safety incident reporting systems (IRS) are an important part of safety programs,
but the difficulty in analyzing error reports has limited their utility [4,5]. Research data
on IRS is still scarce. In our review, the error types are not related solely to the
technological features of the EHRs but may involve users of EHRs, their workflows, and
aspects of the organizations in which they function. In summary, presumably, patient
safety risks associated with EHRs vary along the adoption and implementation timeline
of EHRs [see also, 3].

Our review indicates that the use of standard classifications would facilitate data use
across countries. However, research notes that there is limited evidence of the
development of investigative frameworks or classifications to categorize and
comprehend the nature and e.g. clinical implications of the incidents [13]. There is a need
to continually standardize the incident categories as well as train health professionals
about how to report on types of EHRs-related errors [5]. For example, in EHRs, a
medication administration error may have been due to missing data, but it is reported as
a medication incident rather than a data capture event [13, 14]. Moreover, narrative
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information and evidence-based classification development presented in research may
serve as a basis for improving classifications and in turn, incident reporting.

Although IRS serves a purpose to corrective actions, attention has to be paid to the
potential bias in reporting patterns that comes from uneven participation [12]. One of the
limitations of these studies is that number of events that are reported is likely low.
Reports do not provide exact frequencies of incidents but rather a descriptive analysis of
EHRs-related safety problem types [14].

As a conclusion, there are only a little research results on EHRs-related error types.
Classifications are potential tools and key enablers for the identification of incidents and
for better use of data across countries. To achieve the goal, more research evidence and
testing and development of existing classifications are needed.
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