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ABSTRACT

In vehicular ad-hoc networks (VANETS), a use case for mo-
bile ad-hoc networks (MANETS), the ultimate goal is to let
vehicles communicate using wireless message exchange to
provide safety, traffic efficiency, and entertainment applica-
tions. Especially traffic efficiency applications benefit from
wide-area message dissemination, and aggregation of infor-
mation is an important tool to reduce bandwidth require-
ments and enable dissemination in large areas. The core
idea is to exchange high quality summaries of the current
status rather than forwarding all individual messages. Se-
curing aggregation schemes is important, because they may
be used for decisions about traffic management, as well as
traffic statistics used in political decisions concerning road
safety and availability. The most important challenge for
security is that aggregation removes redundancy and the
option to directly verify signatures on atomic messages. Ex-
isting proposals are limited, because they require roads to
be segmented into small fixed-size regions, beyond which ag-
gregation cannot be performed. In this paper, we introduce
SeDyA, a scheme that allows more dynamic aggregation
compared to existing work, while also providing stronger
security guarantees. We evaluate SeDyA against existing
proposals to show the benefits in terms of information accu-
racy, bandwidth usage, and resilience against attacks.

Categories and Subject Descriptors

C.2.0 [Computer-Communication Networks|: General—
Security and protection (e.g., firewalls); C.2.2 [Computer-
Communication Networks]: Network Protocols

General Terms
Algorithms; Design; Security
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1. INTRODUCTION

In the past decade, research on vehicular ad-hoc networks
(VANETS) has developed from a challenging research ap-
plication of mobile ad-hoc networks (MANETS) to a viable
type of networks that is set to be deployed in the coming
decade. A number of standards have been developed, includ-
ing IEEE 802.11p-2010 Amendment, which was recently in-
corporated into 802.11-2012 19|, the IEEE 1609 draft stan-
dards [20], and ETSI TS 102 637-* [7H9] to facilitate this
deployment. These standards provide specifications for on-
board units (OBUs) with which vehicles will be equipped
and the communication they will use to create a VANET.
Communication will potentially be supported by a network
of road-side units (RSUs) that provide connection to a back-
end infrastructure and the Internet. However, RSU coverage
is likely to be sparse, especially on highways. The core re-
search challenges of VANETSs include the highly dynamic
network topology and short reaction times, which provide
strict bandwidth limitations.

For some envisioned applications for VANETS, it suffices
to provide high-frequency periodic one-hop communication
(beaconing) [8] between vehicles, to exchange current posi-
tion, speed, and other environmental data. However, many
next-generation applications, especially traffic efficiency ap-
plications, require multi-hop communication, creating a de-
mand for even more bandwidth. To improve traffic effi-
ciency, knowledge about the area beyond the direct neigh-
borhood of the vehicle is necessary, typically in the order of
several kilometers. Such knowledge allows for the detection
of traffic jams and alternative routes. However, it is not
feasible to simply forward messages generated by beacon-
ing in large areas, due to the well-studied broadcast storm
problem [27]. However, applications such as traffic infor-
mation systems often do not require exact information for
their decisions. Information about average speed in certain
regions is enough to enable efficient routing. Hence, many
authors have proposed to apply in-network aggregation to
VANETs |[2[21}[22}/26,/29]. While aggregation can be ap-
plied to many different applications, including traffic infor-
mation systems, road conditions, temperature, and parking
spot availability, we will focus on traffic information sys-
tems as the main use case for the remainder of the paper.
However, we note that our scheme is flexible enough to be
applied to other domains, as well. In traffic information sys-
tems, aggregation does not only involve the computation of
a sum, count or average, but also the dynamic selection of
the area over which the aggregate should be computed.

Besides bandwidth efficiency, security is a highly challeng-



ing goal for VANETS, due to the potential impact of a suc-
cessful attack, which could cause crashes or traffic jams [3].
To provide security, the IEEE 1609.2 standard 18] provides
certification for each vehicle, requiring signatures on all the
messages that are sent. For privacy protection, short-term
certificates, typically called pseudonyms, are used. While
signatures and certificates provide reasonable sender attribute
authentication, hence preventing attacks with commodity
hardware, it is likely that insider attackers will be able to
extract key material from cars they own and use it for at-
tacks. Therefore, additional security mechanisms are re-
quired, both to detect misbehavior of nodes, as well as to
maintain a minimum level of information accuracy. For ag-
gregation, security is even more challenging, because vehi-
cles merge information received from several other vehicles
and remove redundancy, as well as the original signatures
and certificates. Then, only the aggregates information is
disseminated further. Thus, unstructured aggregation can
allow an attacker to claim his sensor readings are supported
by hundreds of vehicles, while these vehicles never existed.
Moreover, legitimate nodes may transmit invalid data if they
aggregate a set of messages that includes messages from an
attacker. Conventional cryptographic signatures, as pro-
vided by IEEE 1609.2 [18], cannot solve these two challenges,
because they do not foresee advanced cryptographic proto-
cols beyond basic signatures and certificates.

To address these shortcomings, researchers have proposed
several new aggregation mechanisms that explicitly address
security. Most of these mechanisms are based on a specific
underlying aggregation mechanism, which assumes a fixed
segmentation of the road. Such aggregation mechanisms are
known to not scale well to large area dissemination. More-
over, most existing schemes employ probabilistic counting
techniques, such as Flajolet-Martin (FM) sketches [12]| as
their underlying data structure. Due to the probabilistic
nature of the sketches, the resulting schemes that allow ag-
gregation of discrete values still allow attackers to influence
aggregated values within certain error bounds.

In this paper, we introduce a new scheme, called Secure
Dynamic Aggregation (SeDyA), to provide a stronger and
more flexible security mechanism, while still remaining fea-
sible in terms of bandwidth requirements. In particular,
our mechanism uses aggregation with flexible road segmen-
tation to allow for good scalability. Like existing schemes,
we use secured FM sketches as a basis for our aggregation
mechanism, but add to the basic signature-based security
mechanisms with a combination of plausibility checks and
advanced cryptography, in particular multisignatures and
identity-based signatures, to provide stronger guarantees.
We evaluate our mechanism against multi-hop beaconing,
as well as existing secure aggregation schemes to assess the
bandwidth efficiency, accuracy, and security against attacks.
In addition, a variant of our scheme that applies only our
novel security mechanism, without the security on the FM
sketches themselves, provides an improved trade-off between
security and bandwidth consumption.

The remainder of the paper is structured as follows: first
we introduce the requirements and attacker model in Sec-
tion |2 followed by a discussion of related work in Section
We discuss our new scheme in Section @] and evaluate it in
Section Section [f] concludes the paper with a discussion
of open issues and future work.
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Figure 1: Comparison of atomic message dissemination and
aggregation.

2. SYSTEM MODEL

To foster a better understanding of our proposed secu-
rity mechanisms, we will introduce a generic model for data
aggregation mechanisms, and outline the specific attacker
model we assume.

2.1 Network Model

VANETS are a form of mobile ad-hoc network, which is
formed by vehicles on the road. Each vehicle is equipped
with a wireless communication device operating at 5.9 GHz
according to the IEEE 802.11p-2010 Amendment now in-
corporated in 802.11-2012 [19]. Wireless communication
operates similar to the well-known 802.11a-1999 Amend-
ment in 802.11-2012 [19], but on dedicated frequencies. The
expected communication range is approximately 250 me-
ters, depending on shadowing effects. Some papers foresee
that the networks are supported by roadside infrastructure,
which could relay information from and to back-end systems.
Additionally, cellular networks could be envisioned to pro-
vide additional information dissemination means. However,
both kinds of infrastructure are unlikely to be deployed on a
large scale. Especially in highway scenarios, the availability
of infrastructure is unlikely in the near future. Thus, com-
munication protocols should ideally rely solely on commu-
nication between vehicles, possibly spanning multiple hops.
The main challenge for multi-hop protocols is to overcome
the ephemeral nature of vehicular communication due to
high vehicle mobility.

Both periodic single hop data dissemination and multi-
hop dissemination of event notifications have recently been
standardized in Europe [8,[9] and the US [20]. However,
no mechanisms have been standardized yet to support pe-
riodic multi-hop dissemination of environmental data, such
as current traffic situation. One of the reasons for missing
standardization is that simple relaying of information is too
bandwidth inefficient to be used for large scale dissemination
of messages, as shown in Figure [}

Hence, a number of protocols have been proposed (cf. Sec-
tion that employ information aggregation. The basic
idea is simple: whenever a vehicle receives information from
a neighbor, it decides whether the received information can
be merged with already known information, and only the
merged information is disseminated further. Further vehi-
cles do the same, resulting in an aggregated view of a stretch
of road. For instance, a traffic information system will form
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Figure 2: Basic architecture model of aggregation mecha-
nisms.

aggregates like “there is a traffic jam from kilometer X to
kilometer Y on road Z”, which can be encoded efficiently
and disseminated in large regions.

Due to the lack of infrastructure, the aggregated view is
created as a collaborative effort of all vehicles on the road,
and each vehicle operates as an equal peer. While variations
are possible, most aggregation mechanisms follow the basic
structure shown in Figure [2| [4]. Four main components de-
fine the aggregation process. A vehicle receives information
from local sensors or remote vehicles.

e The decision component compares newly-received in-
formation with other information already contained in
the world model and decides whether two items of in-
formation are similar enough to be aggregated.

e The fusion component takes two items of information
and merges them to form an aggregate, for instance by
averaging the speed contained.

e The world model represents a vehicle’s current knowl-
edge about the surroundings.

e Periodically, the dissemination component selects a,
possibly further summarized, subset of the world model
for dissemination to other nodes.

The main challenge of the different components is to cre-
ate a bandwidth-efficient yet non-biased summary of the real
world situation that is still accurate enough to support ap-
plications such as advanced navigation systems.

2.2 Attacker Model

We assume an insider attacker that aims to disrupt traf-
fic, typically for his own gain, by creating false traffic jam
reports or hiding real traffic jams. Besides such targeted
attacks, we also assume attackers interested in disrupting
the aggregation mechanisms, exploiting denial of service at-
tacks, and reducing the quality of disseminated information
by as much as possible.

We assume that the entire implementation of the aggre-
gation mechanism and all its parameters are known to the
attacker, allowing the computation of a maximum impact
given sufficient information about other vehicles on the road.
Moreover, the attacker has complete control of the OBU
of any vehicle he physically owns, including key material.
However, the attacker cannot obtain private key material
from other cars remotely. Like most other works, we do not
consider denial of service attacks that simply disrupt the
network by jamming globally, or by violating MAC protocol
parameters to prevent any transmissions from occurring.

Although the attacker may control multiple vehicles, it
is assumed that the majority of the network participants is
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honest. Due to the relatively large aggregation areas that
SeDyA will use, this assumption also implies that the aggre-
gation area contains an honest majority. The assumption
of an honest majority is motivated by the price of a vehi-
cle. The attacker cannot obtain many pseudonyms for the
same vehicle in the same timespan, because we assume that
the pseudonym mechanism is secure. This means that the
pseudonyms provided to the vehicle are bounded to use in a
relatively short timespan, on the order of a few minutes.

However, for location privacy, it has been shown that
it is not sufficient to have one pseudonym at any time.
To solve this issue, pseudonym exchange schemes like Mix-
Zones |15] use several pseudonyms in the exchange period,
requiring a period in which an attacker can have more than
one pseudonym. There are many pseudonym mechanisms
in related work, but a discussion of these is out of scope
for this paper. For the purpose of this work, we assume
that the attacker is bounded to at most three pseudonyms
at any time, which allows for the complete overlap of two
pseudonym change periods.

3. RELATED WORK

Data aggregation is a well-researched field with applica-
tions in different domains that require data summarization
to achieve higher efficiency. Before the advent of VANETS,
aggregation has been widely researched in the domain of
wireless sensor networks (WSNs). Several mechanisms for
data aggregation |11] and corresponding integrity protec-
tion mechanisms [25] have been proposed. In contrast to
VANETSs, WSNs typically consist of low-cost sensor devices,
which are deployed in the field to collect a set of data. Data
aggregation is used to combine data from several nodes,
which is then forwarded to central back-end systems. Ag-
gregation mechanisms developed for WSNs are typically not
applicable to VANETS, because they assume limited node
mobility, hierarchic structures, and few data sinks interested
in the aggregation result.

Hence, a different set of mechanisms, which is optimized
for high node mobility and a large set of interested vehicles,
has been proposed for aggregating data in VANETs. We
will first survey a number of aggregation schemes that do
not consider security specifically to highlight a number of
challenges when designing an efficient aggregation schemes
for VANETSs. Following, we introduce existing work on se-
cure aggregation.

3.1 VANET Aggregation

One of the first mechanisms proposed is SOTIS [29]. Here,
the road is divided into segments of fixed size, which cor-
respond to wireless range. All vehicles continuously send
beacons containing their current velocity, and beacons from
the same segment are combined by calculating the average
speed. Only the average speed per segment is disseminated
in a larger area. While SOTIS reduces the communication
overhead by only forwarding averages per segment, it does
not scale to larger areas [26]. Since segment size is fixed,
the total bandwidth reduction achieved is constant, as op-
posed to schemes which use larger segment sizes to dissemi-
nate information about areas further away. Moreover, fixed
segments can fail to correctly depict small traffic jams at
segment borders, and waste bandwidth in case of larger phe-
nomena spanning multiple segments, which could be aggre-
gated further. Hence, newer aggregation schemes use flex-
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Figure 3: Two vehicles with identities c1, c2 add their count
to an existing sketch. The initial sequence of uninterrupted
ones, here [ = 2, is used to approximate the total number of
values in the sketch.

ible road segmentation [2}3}[22] to better adapt to the real
situation on the road.

The aforementioned schemes suffer from the problem of
duplicate reports. If a vehicle’s velocity is counted multi-
ple times in the same aggregate, the resulting average will
be biased. Lochert et al. [21] propose to use an enhanced
version of Flajolet Martin (FM) sketches [12] for aggregat-
ing the number of free parking spots in certain city regions
with automatic duplicate elimination. We will shortly intro-
duce the FM sketch data structure, because several secure
aggregation mechanisms build on the idea of securing FM
sketches against malicious manipulation.

Originally used for large databases, FM sketches are a
counting method that can be used to approximate the total
number of distinct unique values with low storage overhead.
The data structure used is a sequence of m bits, which is
initially set to all zeros. To increase the sketch’s count by
1, a hash H(c;) of an element’s unique id ¢; is calculated
where H is a geometric hash function. Using a geometric
hash function, the probability that the output is n is 1/2.
Then, the h(i)-th bit in the sketch is set to 1, as shown in
Figure Because the hash is based on the unique id, the
same element can be added multiple times without setting
more than one bit to 1. The number of elements in the
sketch can be approximated using the length [ of the initial
uninterrupted sequence of one bits in the sketch as:

#elements = 2" /p

with p =~ 0.775351. To increase the approximation’s accu-
racy, multiple sketches can be used and their results aver-
aged. The approach using multiple sketches is called Prob-
abilistic Counting with Stochastic Averaging (PCSA) [12].

In addition to simple counts, sketches can be adapted to
represent sums and averages. Due to their efficient represen-
tation of duplicate insensitive merging functions, they have
been widely adopted for aggregation schemes.

3.2 Secure Aggregation

The aggregation mechanisms discussed so far do not con-
sider security, most notably integrity, of aggregates explic-
itly. Hence, it is possible for a malicious attacker to mod-
ify the reported values. Raya et al. [24] propose a security
mechanism that can be applied to fixed segments aggrega-
tion schemes, such as SOTIS. Once all vehicles within a seg-
ment have agreed on an average value, the goal is to secure
the average against further modification. The paper dis-
cusses three different signature schemes to achieve integrity
protection. Simply attaching all participating vehicles’ sig-
natures as a list achieves the lowest computational overhead
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while requiring a lot of bandwidth to accommodate all sig-
natures. Onion signatures, meaning that each vehicle re-
signs the aggregate’s existing signature instead of adding its
own signature to a list, reduce the bandwidth usage. On
the other hand, they increase the computational overhead,
because each receiving vehicle needs to re-calculate all sig-
natures. The biggest limitation of the scheme is that it can
only be applied to fixed segments aggregation, which has
been proven to not scale well [26].

Instead of first agreeing on an aggregate value and then
signing it, Dietzel et al. [5] add signed atomic reports, which
have been used in an aggregate’s calculation, as attestation
meta-data. This meta-data is then used to verify that the
atomic values have been correctly aggregated. To save band-
width, only a subset of of all atomic values is added. The
subset is chosen such that the atomic reports’ locations are
equally distributed throughout the aggregate area. Still, the
resulting mechanism can only provide a heuristic for the ag-
gregates’ correctness. Because not all signed atomic reports
are added, an attacker can still modify the resulting ag-
gregate within certain limits. However, the scheme can be
applied to arbitrary dynamic aggregation schemes, because
no fixed values need to be agreed before calculating the at-
testation meta-data.

Picconi et al. [23] follow a different idea for achieving prob-
abilistic integrity protection. Their scheme borrows from in-
teractive commitment schemes where a sender calculates the
aggregated value and a cryptographic commitment on the
value and sends both to the receiver who then asks for one or
more atomic reports used in the calculation. To avoid inter-
activity, Picconi et al. use trusted hardware in the sender’s
vehicle, which challenges the commitments instead of the
actual receiver. In case of misuse, the role of the trusted
hardware is to guarantee that a proof of the failed challenge
is sent to allow other vehicles to detect the attacker. Beyond
the reliance on trusted hardware, one of the scheme’s prob-
lems is that it can still only provide a probabilistic detection
of attackers.

A first attempt to secure an FM-sketch-based aggregation
scheme is made by Garofalakis et al. [13]. The authors only
consider aggregation schemes, which count the number of
witnesses of a binary event, such as “there is an accident at
position X.” Each vehicle that agrees to the event hashes its
id into the corresponding FM sketch. For each bit set to
1, the vehicle id, bit position in the sketch, and a signature
on these values is added as proof data. Hence the sketch
is protected against inflation by an attacker. However, a
signature and corresponding certificate have to be kept for
each bit set to 1. To protect against deflation, a second
sketch is kept that represents the inverse count ¢’, that is,
¢ = N — ¢ if ¢ is the actual count and N the maximum
expected value.

Similarly, [17] counts witnesses on binary events, but re-
duces the overhead of signatures and certificates needed. In-
stead of FM sketches, z-smallest is used as underlying prob-
abilistic counting method. The idea of z-smallest is that,
given n elements uniformly distributed between 0 and 1, the
z-smallest element gives an approximation of n by calculat-
ing z/c where c is the value of the z-smallest element. To
protect against inflation, the authors exploit the fact that it
is difficult for an attacker to forge z signed reports with a
value smaller than or equal to c.

Han et al. present SAS [16], a scheme to protect average



values rather than binary events. The authors assume that
the underlying aggregation scheme uses fixed segments to
calculate the average values. Moreover, the authors assume
that vehicle only report aggregates to traffic management
centers (TMC), which allows then to use symmetric cryp-
tography and shared keys between each car and the TMC.
As counting method, FM sketches are used. However, a
number of enhancements over Garofalakis’ scheme are pro-
posed.

For inflation protection, again signatures for each 1 bit
are generated. However, the signatures on those 1 bits that
are part of the initial uninterrupted sequence of ones are
merged. Only the signatures of the additional 1 bits are kept
separate. To protect against deflation, the authors propose
to use a hash chain that represents the length of the initial
sequence of one bits. Because the hash cannot be inverted,
attackers cannot remove bits from the sequence. The size
of the hash chain is constant, as is the combined signature
on the initial sequence of ones. Only the extra signatures
on one bits, which are not part of the initial sequence, use
extra space.

SAS eliminates the limitation to binary events and offers a
number of bandwidth improvements over other secure aggre-
gation schemes. In addition, SAS provides good protection
against inflation and deflation of sketch values. However,
the scheme only allows central infrastructure to check the
integrity of aggregates. More importantly, the scheme is
limited to fixed segments and consequently suffers from lim-
ited scalability.

3.3 Open Issues

Having discussed related work, we now point out some
key remaining issues, which are the goals that our scheme,
SeDyA will aim to solve. The challenge is twofold: dynamic
aggregation and secure aggregation.

First, an issue that all secure aggregation schemes have in
common is that they are bounded to a predefined aggrega-
tion area. This area is defined either completely in advance
(fixed segments) or determined when the aggregate is first
generated and not changed afterwards. On the other hand,
when we examine most VANET aggregation schemes that
do not consider security, we observe that the aggregation is
performed in a dynamically defined region. This key distinc-
tion prohibits secure aggregation schemes from achieving the
same accuracy and scalability as aggregation schemes that
do not consider security.

Second, there is the challenge of security. A core challenge
of secure aggregation is that a receiver of an aggregate must
be able to verify that the aggregation process was preformed
correctly. One solution that allows such verification is the set
of mechanisms applied by SAS [16]. However, SAS does not
fit our requirements, as our goal is to directly disseminate in-
formation in the network rather than reporting summarized
to a centralized back-end. Thus, the goal for SeDyA is to
provide a way to allow for dynamic aggregation and address
the requirements of typical VANET aggregation scenarios,
as discussed in the previous sections. Beyond dynamic seg-
ments, the removal of the TMC allows for potential vulner-
abilities, as the hash chains that SAS uses can no longer be
employed. This is due to the fact that the hash chains are
bound to the usage of a central authority (the TMC). We
will address these vulnerabilities in the construction of our
new scheme, SeDyA.
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4. SEDYA

SeDyA provides improvements on related work in two
important areas: security and dynamic aggregation. The
mechanism is divided into three phases, as shown in Fig-
ure |4} the aggregation phase (Phase 1) where vehicles col-
laboratively agree on an aggregate, the finalization phase
(Phase 2) where additional signatures are added to attest
aggregate correctness, and the dissemination phase (Phase
3) where the finalized aggregates are disseminated in larger
regions. We will provide a short overview of all three phases
before explaining each in more detail.

For example, consider a traffic jam of 6 kilometers length.
The traffic jam can be described by indicating the 6 km sec-
tion as the area and providing an aggregated average speed
that is close to zero. Because the length of the traffic jam
is unknown to the first vehicles initiating the aggregation
process, the aggregation phase allows a dynamic descrip-
tion of the area. The aggregation phase ends when a min-
imum duration has expired and a node detects the edge of
an area of homogeneous speed. This allows for accurate
aggregates with relatively low standard deviation between
the contained atomic speed values and a good approxima-
tion of the real world situation. The aggregation phase also
contains an optional security mechanism, which simplifies
earlier detection of malicious aggregates at the cost of addi-
tional bandwidth usage.

When the edge of a homogeneous speed area is detected,
the finalization phase is initiated, which provides additional
security: in this phase, the aggregate message is transmit-
ted from the node on the edge back through the aggregation
area. As the message is forwarded, each forwarding node
checks the contents of the message against its observed val-
ues. If the message is accurate, the forwarder attaches a cer-
tificate and signature and forwards the message; otherwise,
it discards the message. Instead of using regular ECDSA
signatures and public key certificates, an identity-based mul-
tisignature scheme is used to reduce the signature size. In
order to focus on the conceptual aspects of our scheme, we
omit details of the cryptographic mechanisms used in this
section. However, the underlying cryptography is discussed
in Appendix [A]

Eventually, the forwarding process will reach the other
end of the aggregation area. Once a node detects that its
location is not contained within the aggregation area, it ini-
tiates the dissemination phase. In this phase, the message is
disseminated to potentially interested vehicles further away.
Each receiving node can compare the amount of attached
certificates to the estimated amount of participants to de-
termine the quality of the aggregate. In addition, SeDyA’s
multisignature provides a method to verify the amount of ve-
hicles that agree with the aggregate. This can be compared
to the amount of vehicles that the aggregation mechanism
indicates, when performing plausibility checks and the reso-
lution of conflicting information.

4.1 Aggregation Phase

In the aggregation phase, the goal is to agree on the con-
tents of the aggregate. That is, the aggregation area must be
determined, and the average speed must be measured. First,
a vehicle (e.g., v1 in Figure {4} encodes the average speed
into an aggregate A;. In addition, the — initially small —
aggregation area needs to be encoded. We use two types of
probabilistic counting here: FM sketches and LC sketches.
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Figure 4: This figure illustrates the different phases of SeDyA. In particular, it shows the aggregate-and-verify steps in the
first and second phase.

LC sketches are a variation on FM sketches that is designed aggregates with that of other vehicles and its own obser-
to be more accurate, but they cannot represent large values vations, by merging the associated FM and LC sketches.
as well as FM sketches can. Their functionality is described The vehicles then forward the message after a random wait-
and compared to FM sketches in . We use LC sketches ing time. This forwarding is bounded, to protect against a
to count the amount of participants in the aggregation area, typical broadcast storm problem. The amount of messages
while we use FM sketches to describe the bounds of the area a node may transmit every second is set to a contention-
and to describe the measured average speed itself. We apply dependent value between 1 and 10, inversely dependent on
PCSA over several FM sketches to increase the accuracy of the size of the neighbor table. At each merge operation, each
FM sketches at the cost of additional hash operations and vehicle also checks whether it is at the edge of an aggrega-
bandwidth. tion area. To detect this, we use the vehicle’s sensors and

Encoding the average speed is a straight-forward appli- neighbor table to detect a change in average speeds. Each
cation of FM sketches. To create a dynamic aggregation vehicle compares its velocity with the neighbors in front and

scheme based on FM sketches, we eliminate fixed segments
used by related work and encode the aggregation area as fol-
lows. First, the road is marked with a set of fixed reference ds
points. Instead of storing its absolute location, each vehicle R[4, da Ry
calculates its relative distance to the last passed reference
point, marked as d; in Figure We use an FM sketch to - \
store the average of these relz[%ve distances as the center E’ E’ m
of the aggregate’s area (C in the figure). Thus, when v; T
creates’an aggregate Aj, it will approximate R1 — vl;'when avg(dy, da, d3) 1
vg receives Aj, it computes a new aggregate that will ap- C F
proximate avg(Rl — v, R — ’02)7 and so on. Whenever a (a) Calculation of aggregate dimensions.
vehicle contributes to the aggregate, the average center is
updated by adding its relative distance to the FM sketch
and increasing the vehicle count. In the aggregation phase,
the area is not yet well-defined, because it can still expand.
Once a vehicle determines that it is on the edge of an area of
homogeneous speed, it enters the finalization phase, and the
area is defined by the location of this edge vehicle (F in Fig-
ure and the center of the area C'. The assumption here
is that, due to the homogeneity of the vehicles’ speeds, the
vehicle distribution is mostly uniform within the aggregate
area.

During the aggregation phase, aggregates are disseminated
as follows. Whenever a new aggregate is started, it is broad-
cast to direct neighbors. Each vehicle will merge the received

I 1
C F

(b) Interpolation of aggregate area.

|F—C| |F—C|

Figure 5: During the aggregation process, the aggregate’s
center C is calculated as the average relative distance be-
tween participating vehicles and a reference point (R1). As-
suming uniform distribution of vehicles, the aggregate area
A is interpolated as 2 - |[F' — C| where F is the position of
the finalizing vehicle.

136



behind. If the speed difference is higher than a threshold,
the aggregate area edge is reached, and the aggregate can
be finalized.

Before we discuss the finalization phase in detail, we ad-
dress the security of the aggregation phase. We consider
the security mechanism to be optional in this phase: while
it improves the scheme through early detection of malicious
aggregates, the main security contribution of SeDyA is in the
next phase (the finalization phase). The security mechanism
in the aggregation phase is inspired by two mechanisms from
related work; SAS [16] and AM-FM sketches [13]. We create
a signature for each bit in the FM or LC sketch when the
bit is set to 1. The values signed are the position of the
respective bit, the current time slot, and the reference point
with respect to which the added distance is computed. Note
that the reference point is the same for every participating
vehicle, a prerequisite for the signatures to be verifiable by
other vehicles. This approach to securing FM sketches is
comparable to the mechanism that SAS and AM-FM apply.

As previously discussed, we use FM sketches to compute
averages: this means that each vehicle can sign more than
one bit in each sketch. This is analogous to the method
used in SAS [16]. In AM-FM sketches [13], this mechanism
is not used; instead, multiple rounds of communication are
executed to produce an average. As multiple rounds of com-
munication are not feasible in our setting, because we do not
aggregate towards a single sink node, using FM sketches to
compute averages is the only feasible approach.

However, this approach leaves an open attack vector. An
attacker can exploit the fact that he possesses key mate-
rial to modify an aggregate as desired and then sign the
necessary bits. Such manipulation is also possible when at-
tacking schemes in related work, but more challenging in
proposals that use a central authority. Although this at-
tack on SeDyA can often be detected and traced back to
the attacker through plausibility checks, an intelligent at-
tacker could use the approach to influence the output while
remaining hidden. Therefore, we provide an additional secu-
rity mechanism in our finalization phase. The key difference
is that the mechanism in the finalization phase only operates
after the aggregation phase; an attack will thus be detected
later than by using security in the aggregation phase. We
note that due to the significant overhead involved in the se-
curity mechanism in the aggregation phase, it may be more
efficient to only employ the security mechanism in the final-
ization phase, despite the delayed detection of an attack.

4.2 Finalization Phase

In this phase, the goal is to provide vehicles within the ag-
gregation area the opportunity to verify the contents of the
aggregate. The first step is to produce the finalized aggre-
gate message. This message consists of the aggregate from
the previous phase, the current location of the finalizing ve-
hicle, a signature, and a certificate. The finalization loca-
tion is stored to allow receivers of the message to reconstruct
the aggregation area, as described in the previous section.
The signature of the finalizing vehicle signifies that it agrees
with the contents of the aggregate. Here "‘agreeing™ means
that the contained average does not deviate by more than a
predefined threshold from the vehicle’s own speed readings.
The certificate is attached to enable receivers to verify the
signature.

Because more than one vehicle may detect the edge of the
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aggregate at the same time, there is a short waiting time fol-
lowed by a repetition of the same message to agree on one
finalized aggregate to be disseminated further. After wait-
ing, the finalized message of the vehicle with the lowest ID
is selected for further dissemination. At this point, vehicles
within the aggregation area may initiate the forwarding pro-
tocol. The aim of this protocol is to allow each vehicle to add
its signature and certificate to the finalized message. Due to
the high bandwidth requirements for implementing this sig-
nature process naively, we apply multisignatures to reduce
the amount of signatures. Using multisignatures, several sig-
natures can be merged, thus saving bandwidth. However, a
list of all corresponding certificates is still necessary to verify
the signers’ attributes. Hence, we use identity-based signa-
tures to reduce public key size compared to regular certifi-
cates. The details of these cryptographic mechanisms are
discussed in Appendix [A]

When a vehicle receives a signed message in the finaliza-
tion phase, it will only forward it if it is a correct and le-
gitimate message. This removes the majority of errors and
naive attacks. The decision of whether the message is legiti-
mate is a purely data-centric one: the vehicle checks whether
it is inside the aggregation area, and then compares its own
sensor readings with the contents of the message. If the
message aligns with the vehicle’s sensor readings, the vehicle
signs the message and forwards it. To protect the network
from a broadcast storm problem, we bound the maximum
amount of messages a vehicle is allowed to broadcast using
the same mechanism as discussed in the previous phase. Due
to this redundant, flooding-based message dissemination, it
is unlikely that an attacker can selectively drop messages to
prevent the transmission of an aggregate.

Because of the non-deterministic forwarding mechanism,
it is possible that a vehicle receives multiple versions of the
aggregate at the same time, but with different, overlapping
sets of previous signers. The overlap can be detected be-
cause of the attached identity sets, but the multisignature
cannot be decomposed. Hence, the merging vehicle would
need to create a message with duplicate identities in the
resulting identity set. To resolve this, we introduce a spe-
cific message format, where each forwarded message consists
of the aggregate, the multisignature, the set of certificates,
and a separately-kept signature and certificate of the cur-
rent sender. This allows to resolve duplicate identities when
merging aggregates; details of the mechanism are discussed
in Appendix [B]

Finally, we stress that the goal of the finalization phase is
not just to produce a valid multisignature. The multisigna-
ture also transfers the information that sufficient nodes in
the aggregation area agree with the aggregated data. This
fact allows the receiver of such a multisigned message to es-
timate the amount of vehicles that agree with the message,
compared to the amount of participants in the aggregation
process. We thus exploit the properties of digital signa-
tures to transfer information about the results of plausibil-
ity checks of the signers. As a result, we can transfer trust
in the aggregate correctness over multiple hops, allowing for
dynamic and large aggregation areas.

4.3 Dissemination Phase

Finally, the dissemination phase is where finalized aggre-
gates are distributed throughout the network. The dissem-
ination phase is initiated when a message reaches the op-
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Figure 6: This figure shows the average speed over one period for the low and high density scenarios, with a varied amount

of attackers, for each of the studied schemes.

posite edge of the aggregation area, as shown in Figure
Once, the aggregate is received by vehicles that are not in the
area, they switch to the dissemination phase. Each vehicle
simply forwards the messages it receives using any generic
efficient dissemination scheme, such as advanced adaptive
geocast |1]. To compute the confidence value for a message,
receivers determine the amount of participants in the mul-
tisignature and compare it to the reported amount of partic-
ipants in the aggregation process, as described in the previ-
ous section. This check allows receivers to identify whether
a message can be trusted for navigation decisions. It is pos-
sible to build more complex systems to resolve conflicts in
data, as has been done in previous work, for instance, using
the generic aggregation model from [5]. For such mecha-
nisms, SeDyA provides reliable input concerning the amount
of participants.

Finally, we note that the computed confidence values, in
addition to data quality metrics, can be used to determine
forwarding priorities. This provides a way to allow high
quality messages to persist in the network, while low qual-
ity messages will be filtered. We consider developing and
analyzing a dissemination scheme that uses such metrics in
detail an interesting challenge for future work.

S. EVALUATION

In this section, we aim to show that SeDyA achieves the
intended goals and is feasible to implement. To do this,
we have implemented and simulated SeDyA in a network
simulator. The implementation is available from the authors
on request.

5.1 Simulation

The network simulator we use is an updated version of the
JiST/SWANS simulator [28], which includes enhancements
by the University of Ulm, published in 2008, which we have
maintained internally?.

Our simulations are performed on a highway setting, with

Due to licensing constraints, this source code is not public;
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two lanes and a length of 5 kilometers. Initially, the ve-
hicles are randomly distributed over the road; each vehicle
uses a simple mobility model that contains car-following and
overtaking. This model is based on the highway model in
the Ulm JiST/SWANS distribution. The density of the net-
work is either high (800 vehicles) or low (200 vehicles). The
beacon frequency is set to 10 Hz with a beacon size of 209
byte (including security overhead). We use default IP and
802.11p implementations available in the JiST/SWANS dis-
tribution. On the physical layer, we use the Ray-Leigh fad-
ing model, the TwoRay path loss model, a transmit power
of 10.9 dB and an additive noise model. The mobility model
is configured for a maximum speed of 36 m/s with an accel-
eration capability of 1 m/s (5m/s for breaking) and a target
average of 25m/s. Our simulation ran over a period of 20
seconds, with a single 9 Mbit/s channel for all communica-
tion, including beacons.

SeDyA itself is configured to use 64 bits for the LC sketch
that counts participants, 4 sketches of 8 bits each for describ-
ing the location and 8 sketches of the same size for describing
the payload (i.e., the speed measured). In all of these, the
MDS5 hash is used to hash elements; for PCSA, a second, in-
dependent hash is required, for which we use SHA-1. Both
of these are implemented using the standard Java API. We
remark that it is not required for the security of our scheme
that these hashes are cryptographically secure, so MD5 and
SHA-1 are sufficient. To simulate pseudonyms, we require
that each period in which an aggregate is produced, the ve-
hicle in question signs with a different identifier.

5.2 Attack Implementation

To prove that our scheme works, we need to show that
the it is secure. Proving security against external attackers
is typically done using security proofs. However, we rely
on existing mechanisms that have been shown to be secure
against these types of attacks. The novel part of our scheme
is designed to protect specifically against insider attacks. In

please contact us if you require the source code for your
research.



such an attack, a node possess the necessary key material to
be a legitimate participant. An attacker typically has control
over his own vehicle, and can therefore always manipulate
the sensor readings, even when a perfect hardware security
module is used. Hence, we concentrate on attacks where
malicious nodes try to influence the aggregation mechanism
by crafting spoofed aggregates.

For these reasons, we have chosen to provide an attack
implementation that abstracts from any particular attack on
the scheme. Instead, we provide the attacker with tools to
selectively increase or decrease aggregates. In this paper, we
show our analysis for the most interesting attack: creating a
fake traffic jam. We argue that the converse, attempting to
hide a traffic jam, can be prevented analogously. Moreover,
active safety mechanisms implemented using CAM messages
can prevent accidents in case traffic jams are hidden by an
attacker.

We typically assume that a single insider attacker tries to
influence the aggregation result. The reason is that attacks
on aggregation are especially interesting for attackers that
only possess a single or few vehicles. Due to the aggrega-
tion, high impact can be achieved with little resources. In
addition, we simulate scenarios where multiple independent
attackers try to achieve the same goal. These attackers are
randomly selected from the set of all vehicles.

Finally, we note that the attacker is assumed to be aware
of the security mechanism and plausibility mechanisms in
SeDyA. He will thus attempt to maximize the impact of
an attack by working within the bounds of the plausibility
mechanism that SeDyA provides.

5.3 Results

In this section, we present the results of our evaluation.
As metric for performance, we use the speed measured by
the aggregation mechanism in addition to a plot with the
real speed that the mobility model provides. The speed val-
ues produced by the mobility model are the baseline: the
best possible scheme would produce exactly this graph. By
examining the average speed produced, in addition to the
standard deviation, we can see how the scheme performs in
the presence of attackers. The standard deviation is par-
ticularly important: a high standard deviation compared to
the baseline indicates that a significant amount of messages
contains higher or lower values. This means that either the
aggregation mechanism is particularly poor for some mes-
sages, or the attacker is successful for some messages. In
either of these cases, the scheme creates uncertainty for the
receiver: she can no longer rely on a message, because there
is no way to verify which message is good and which message
is bad.

We have varied our simulations over several parameters:
the density of the network, type of security mechanism and
fraction of attackers. The density of the network is varied
by setting the amount of vehicles on the road to 200 (for a
density of 0.04 vehicles/meter) or 800 (for a density of 0.16
vehicles/meter).

To assess SeDyA’s performance, we compare SeDyA against
an improved version of SAS [16]. We take SAS as a baseline
and add plausibility checks similar to those used in SeDyA’s
finalization phase (cf. Section in order to make the
two schemes more comparable. Also for comparability, we
exchanged SAS’ symmetric cryptography mechanisms with
asymmetric ones, as suggested by the SAS authors in the
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original paper. The corresponding graphs are labeled sas.
For SeDyA itself, we evaluate a version of the underlying
aggregation mechanism without SeDyA’s security added (la-
beled sedya-ns), the full version of SeDyA (sedya-12), and
a variant where only the security mechanisms presented in
the finalization phase are used (sedya-2). In addition, we
note that sedya-ns is not equipped with plausibility checks,
while all others (including sas) are.

In addition to these communication-based schemes, our
graphs include the baseline, which is supplied by the mobil-
ity model. The baseline indicates the natural variation in
speed on the road; an ideal scheme should result in similar
aggregated values. Finally, the fraction of attackers indi-
cates the fraction of vehicles on the road that is malicious,
which is varied from 0% to indicate no attacks at all, to 10%,
which indicates a high amount of attackers. This fraction is
computed over all simulated vehicles: it is possible for the
attackers to form a local majority, as the attacker-controlled
vehicles are randomly selected from all participants.

In the graphs in Figures and [6b] we show the results
for a low and a high density network. Each set of param-
eters has been repeated eight times. In particular for the
low density setting, performance of SeDyA is good: show-
ing an average speed of 17.4+2.2, 17.5 + 2.5 and 18.5+4.8
m/s for the case without attackers using sedya-12, sedya-2
and sedya-ns, respectively. SAS, on the other hand, under-
estimates the speed at 12.3 + 3.9 m/s. The sedya-ns line
clearly shows the impact of an attack, even with few at-
tackers. Both the lower speed and the increased standard
deviation indicate that the impact of attacks varies per mes-
sage, creating high uncertainty for the receiver of any such
message. On the other hand, we note that plausibility checks
for all the schemes with security avoid high-impact attacks,
as in both Figure [fa] and Figure [6b] the graphs remain con-
sistent as the amount of attackers increases. We note that
for sedya-12 and sedya-2, the standard deviation for each
of these points is between 2.0 and 3.7 m/s; for Figure @
the standard deviation is lower, while for [6D] all standard
deviations are greater than 3. The cause for these stan-
dard deviations is in part due to the inherent inaccuracy of
FM sketches, and due to the natural variation in the traffic,
some vehicles will not have accurate information. We note
that in SAS, the standard deviation for Figure [6a] is signif-
icantly higher than SeDyA’s, with values between 3.5 and
4m/s, while for it is comparable. SeDyA’s reduced per-
formance in the high density scenario can be explained by
the fact that the determination of edges is based on average
speed reported by neighbors. This leads to larger aggre-
gation areas for higher densities, which has an impact on
accuracy.

In addition to the performance of the security mechanism,
it is important to consider the bandwidth usage. Thus, we
have computed the bandwidth consumed by the aggregation
mechanism per vehicle per second in bytes. Clearly, SAS is
more efficient in terms of bandwidth due to the flooding-
based mechanisms that SeDyA employs in the finalization
and dissemination phases. However, SeDyA’s overhead is
still reasonable due to the fact that our simulations were
bounded to a single channel of 9 Mbit/s. In reality, the as-
signment of channels is still unclear; however, [6] defines 6
Mbit /s for safety applications and an additional two chan-
nels (6 Mbit/s and 12 Mbit/s) for traffic efficiency appli-
cations. Thus, SeDyA’s bandwidth usage, which is on the
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Figure 7: This figure shows the consumed bandwidth in bytes per vehicle per second in the low and high density scenarios.

order of 2 kilobytes per second per vehicle in a high density
scenario, is well within the limits of the available bandwidth.
When no spatial re-use is assumed, that is, if all vehicles are
in each others transmission range, it would take 750 vehicles
to use the complete 12 Mbit/s channel. Thus, we conclude
that SeDyA is capable of producing improved results, partic-
ularly in low density settings, while maintaining a reasonable
level of bandwidth consumption.

We remark that our bandwidth requirements are indeed
much higher than those claimed by other secure aggrega-
tion schemes. However, our scheme is generally applicable
to aggregation mechanism, rather than restricting the aggre-
gation process to a particular implementation. In addition
to this increased flexibility, we show our scheme with se-
cure FM sketches (sedya-12), which provides a higher level
of security in exchange for higher bandwidth requirements.
Therefore, we illustrate that there is a fundamental trade-
off between security and bandwidth efficiency, a trade-off
that we have explored using the different schemes we have
implemented.

Although the very high level of security that sedya-12
provides is not always the best trade-off, we claim that it
provides a good insight of what is fundamentally possible
when faced with insider attackers. Sedya-2 provides a more
balanced trade-off, sacrificing some security for increased ef-
ficiency, while still providing good performance. As noted,
future work should focus on applying our security mecha-
nism to other aggregation schemes, and the incorporation
of SeDyA’s multisignature information into a misbehavior
detection scheme.

6. CONCLUSION

We have introduced a new secure aggregation scheme that
satisfies the unique requirements posed by VANETs. Our
main improvements over related work are supporting dy-
namic aggregation mechanisms and offering additional secu-
rity guarantees that prevent insider attacks from influenc-
ing the aggregation results. Our simulations show that the
impact of generically implemented attacks is significantly
less than for related work. However, our scheme’s band-
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width usage is higher. We also show that our scheme is
feasible, despite the increased bandwidth requirements, by
running it in a limited bandwidth channel, which also ac-
commodates secure beaconing. Currently, we are further
exploring the design space and trade-offs between high lev-
els of protection and bandwidth efficiency. We envision that
adaptive schemes could dynamically react to changing net-
work situations and adapt the security overhead accordingly.
Moreover, we are investigating a more general attack detec-
tion framework that uses information offered by schemes
like SeDyA to detect misbehaving nodes in VANETSs. In
addition, we believe it is possible to apply SeDyA to ex-
isting aggregation mechanisms, by replacing the sketches in
our first phase with the existing mechanisms. Thus, SeDyA
can provide a generically applicable method for securing ag-
gregation schemes that permit finalization and dependable
aggregates. Our results using a custom-tailored aggregation
scheme show that dynamic aggregation and proper security
mechanisms can be combined and significantly reduce the
attack vectors for insider attackers.
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APPENDIX

A. CRYPTOGRAPHY IN SEDYA

In this appendix, we briefly discuss the cryptographic prim-
itives required to implement our scheme with additional
bandwidth efficiency. First we review different types of sig-
natures, followed by a discussion of multisignatures and ag-
gregate signatures.

Signature A digital signature is a cryptographic primi-
tive that guarantees a it was generated using a message M
and a private key sk, when verified with the corresponding
public key pk. The private key is held only by the signer,
while the public key is available to anyone. The signature
can then be verified by anyone that has possession of a le-
gitimate copy of the corresponding public key.

Multisignature Given a group of n participants, each
with their own key-pair (pk;, sk;) a multisignature on a mes-
sage M can be generated by any subset of participants L by
computing this multisignature from the individual signature


http://www.vanet.info/?q=node/11

(A, locy, ms {ar}, 0'3,(’5 (A, locy, o {},01,61)

(A, locl,ms {(‘1,(’2,(’3} 04,C4 ‘E’\/f;},

-’Ul®02®0'3

(A, locy Jiiss {c1},[G25c2)
|

Figure 8: Vehicle v4 receives multisignatures with overlap-
ping content from vy and vs. Because signatures are only
embedded with 1 vehicle delay, v4 can use the separately
received o2 and o3 together with ms (= o1) to construct a
duplicate-free multisignature representing o1, 02, 03.

that each participant in L generates on M. Then, the sig-
nature can be verified by using all the public keys of the
participants in L and computing from them the public key
of L.

Aggregate Signature Given a group of n distinct partic-
ipants and n messages, an aggregate signature is a signature
that can be computed from the signatures that are gener-
ated by each participant on its own message. The necessary
inputs for verification are the n messages, the n public keys
and the aggregate signature.

In [14], an identity-based multisignature scheme is devel-
oped, is used as a first step to construct an identity-based
aggregate signature scheme, which we will also briefly dis-
cuss. Although signing is relatively cheap, verification re-
quires three pairing operations and n point additions (for
n participants) and it is not possible to work with multiple
CAs in the same multisignature. The identity-based mul-
tisignature scheme is defined as follows (we refer interested
readers to the original work for details):

Setup Generate two groups G1, G2 of prime order ¢ and a
pairing e : G1 X G1 — G2, a generator P of G1, a master
secret key s € Z/qZ and master public key sP, and two hash
functions Hi, H2 that both map text to G;.

Key generation Given identity I, compute the key-pair
with public key Hy(I) and secret key sH1([).

Sign Choose random r; € Z/qZ and compute the signature
as (riHz2(m) + sH1(I),r; P).

Aggregation To aggregate signatures, simply perform point
addition for all the individual signatures; (3>, S;,> . T;) for
signatures written as (S;,T;), given that all signatures are
on the same message m.

Verify Given a multisignature (Sy,Tr), verify that

€(Sn, P) = e(Tn, Ha(m))e(sP, 3, P).

Note that a strong requirement for the usage of multisig-
natures is that the message is the same. The goal of aggre-
gate signatures is to side-step this requirement. However,
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aggregate signatures are not a viable alternative to mul-
tisignatures, at least for SeDyA, because they require all
messages to be included. Nevertheless, they can be used to
provide compression of signatures in SAS [16], as also noted
by the original work. Thus, we briefly show the identity-
based aggregate signature scheme that [14] presents:
Setup Generate two groups G1, G2 of prime order ¢ and a
pairing e : G1 X G1 — G2, a generator P of G1, a mas-
ter secret key s € Z/qZ and master public key sP, two hash
functions Hi, H2 that both map text to GG1, and a hash func-
tion Hs that maps text to Z/qZ.

Key generation Given identity I, the CA will compute two
key-pairs with public keys P; o = H1(l;,0), P;1 = Hi(l;,1)
and private keys sH1(I,0), sH1(I,1) respectively.

Sign Determine a w that has not been used before, which
will be the same for each message. It need not be random,
only unique to this signing procedure. Compute Ha(w),
¢i = Hs(m;, I;,w) and generate random r; € Z/qZ; then
the signature is (w, r; Hz(w) + sPi,0 + ¢isPi 1,7 P).
Aggregation To aggregate signatures, simply perform point
addition for all the individual signatures; (w,, Si, >, T%)
for signatures written as (w, S;,T;). It is not allowed to ag-
gregate signatures with different w.

Verify Given a multisignature (w, Sy, Ty), verify that
e(Sn, P) = 6(Tn, Hg(w))e(sP, ZZ PZ',() =+ ZZ Pz‘yl).

B. MULTISIGNATURE COMPUTATION

Instead of using just the multisignature as signature for
a message, SeDyA includes a multisignature and a regu-
lar signature while the message is in the finalization phase.
The reason for this is shown in Figure [§] which shows four
vehicles with comparable speeds. In this figure, vy is the
finalizing vehicle: it generates the finalized message A and
adds its location, loci, to the message, in addition to his
signature and certificate. When both v2 and vs receive this
message, both of them set the multisignature to the signa-
ture of v1, o1 and put the certificate ¢ into the certificate
list. Then, both vehicles create their own signature and for-
ward the message in the same format. Now, v receives both
messages and computes a new multisignature as 01 Qo2 ®03.
However, if v2 and vz had directly computed their multisig-
natures as 01 ® o2 and 01 ® o3, then v4 would have computed
(01 ® 02) @ (01 ® 03). To see why this is problematic, note
that the certificate set needs to explicitly specify the set
of certificates that were included. If a counter is used for
this purpose, then an attacker has the opportunity to per-
form a denial of service attack on the verification process,
because this process involves the multiplication of all certifi-
cates. Thus, we include the necessary certificates explicitly;
repeated certificates therefore lead to additional computa-
tional cost.
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